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255.255.255.040 ] — 4 il B> 25548 /2 2
181X 77 (0-255) 256

BA TA] L 2 DA -7 il 3R 924 (34
255, 3*8=24) A KR winboxis iniPhhl:

Address: [|P#ilil/ M i
Network: [X%&i1l:192.168.0.0
Broadcast: | #%#h1F192.168.0.255

Interface: X /NP EFH— MK

7| Address <192.168.0.1/24=
hddress: (192 165.0.1/24
Fetworl: |192.163.0.0

Broadeast: [19Z. 165. 0. 255

Interface. |ather3-lan

dizabled

n] AER SR JyNetwork g i dnttill:, Broadcast/y
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192.168.10.1/2478 2 At Al 12 8] 2 AN BE EL¥ZE T — = M
ZEEL R IBAG Y

o WRYRIF TR = PR A B

o BREAT: EEAADEABLEANFIPRB) B

YuSong 7




Route

Router A Ruuter B

o BAHIR: aEtHAsE AR, 2 H AR IPEE 1 AR
A HE A b3 AT B AR e PR AR o

o IPEERIERREIT3T), BB iade —MER, R
P IPEE 00 1) H B3R @ i — A BB 480X
255 B H b

— M LIPS £
H #rIPHu bk Ko YRIP bt

YuSong




(25T

. |P£&%E@%@fﬂé%tlﬂ%¢m, AT EEN — g T
H, XNEETCPIMYL, &2 TCPFUDPHFl, iHidTCP

%nUDPhIPﬂﬁiJM%ﬁ@Jﬁam% € 1Y) H I HE
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RouterOS

Wireless Route Hotspot Bridge

22700
BhA g W
Nstreme simple .
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Hotspoti\UEFEZR A 7 247N} 1% 200 500 TeRE
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Queuelit Bz H N 24/} o R Al To R Al Jo R ] o PR ]
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 AIDERE—THHANBIERS, M5 FEEBHSNX
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Winbox#1E1

I Z A2 7~MNDP (MikroTik Neighbor Discovery Protocol) MikroTik
2B e R I R

A LB 1Z T Re i 48 R[5 — 7 W W MikroTik. JfBeid i MACH & ik
#|MikroTik RouterOS#E1T#:1F .
fEWINbOX2.2.12 5 #5101 wJ ide 3 ) MAC X i B0 |P 26 s B T e

[= WinBeox Loader v2.2.15 | = X
Connect Ta: |DD:DE:42:53:E4:53 J Connect | ‘
Lodin: MAC Address IP Address [ dertity Yerzion Boa
S 00:0c: 42132408 10200151 MikraTik 2951
Password: | 00:0C:4216:FF:EC 0.00.0 BackupWPH 2951
00:0C: 42 38:30:61 10.200.100.71 MikroTik 4.5 FE4
00:0C: 42:41:69:EF 1020015724 MikraTik 330 FE4
00:0C:42:53:84:52 10.200.100.2 office 4.3 FE4
Mate:
Address
00:0C:42:1:3:24
00:0C:42:53:84
q [T 3
J
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Winbox#/E2

ﬂ 00:0C:42:53:84:53  admin i

[ WinBox Loader v2.2.15 Elll&]
Connec t To: |DD:DE:42:53:84:53 J Connec t
Login: |adrin
Pazzwan d: |"*"
Save
| v Keep Passwar d
¥ Secure Mod e
v Load Previous Session
Mate: [nat_off Remove All Add
Address | L zer Mok Clear Cache
00:0C: 42122408 admin ﬁglcegc Export Addresses...

Import Addresses...

YuSong

Toolsi%4l:  HEMIERFr 4T 41 H i)
WiH, BEREAMZA

B MWhx A S HEEL S H A
whx At

Secure Mode (‘Z2fEA) : 2
AR 2% I fEwinbox AIRouterOS 2.
[/ FITLS (Transport Layer
Security) 11X

Keep Password ({RFF7Z7Y) -
{iﬁ%ﬁ%iﬂﬂii@@é%ii&iﬁ

19



Winbox#:/E3

S| o \WinboxiE R E FH TCP [
s 8297

| o RouterOS ZRi\ & Flimk 5K
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M M FFE TITITITITIT
MMM MMM FFE TITTTITITIT
MMM MITTHM MMM III KEE FKE FFEEERR oooooo TTT ITI
MMM MM MMM III EFEEE FER FREF. 000 000 TTT III
M MM III FFE FFK  FFFRRER Qoo ooo TTT III
M mM III FFE FFK FFE FERER oooooo TTT III

oct/l0/2006 04:56:26 system,error,critical login failure for user

.1.685.233 via ssh

oct/10/2006 04:56:27 system,error,critical login failure for user

.1.65.235 via ssh
Terminal wtl0Z detected, using multiline input wmode
[aduin@MikroTik] > ip ad
[adwin@MikroTik] ip address> prin
Flags: X - disabled, I - inwalid, DI - dynamic
# ADDEESS NETWORE BROADCAST
i} 10.200.15.1/24 10.200.15.0 10.200.15.255
1 10.200.16.1/24 10.200.16.0 10.200.16.255
2 D 222.212.51.143/32  222.:21:2.458.1 0.0.0.0
[adwin@MikroTik] ip address: /
[adwin@MikroTik] > ip rout
[adwin@MikroTik] ip route> prin
Flags: ® - disabled, & - active, D - dynamic,
C - comnect, % - static, £ - rip, b - bygp, o - ospf

# DET-ADDRERS PREF-SRC G GATEWAY
0 ADC 10.200.15.0/24 10.200.15.1
1 ADC 10.200.16.0/24 10,200.16.1

INTERFACE
lan
lan

KK

KFK

FFE FFK
FFFFE
FFE FFE
Y, FFK

root from Z1§

test from 218

pppoe-outl

DI5 INTERFACE
lan
lan

YuSong
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Winbox is the graphical
| configuration application for
Router0S. Download it, run it
and connect to your router -
all Router0s functionality can
be controlled with this

will hawve access to the
" command line interface of
Router0s, every function of
RouterOS can be controlled
with it.

webbox 3.13 login:

- This is a web based
configuration interface for
Router0sS. Log in above to
connect to this router - some
of the most important
RouterOS features can be

application. controlled within this
interface.
Graphs |
Connect with telnet and you e These graphs show you

statistical information about
your router's interfaces and
the traffic that goes through
them. Before you use
Graphs, vou have to
configure them

Webbox

Default gateway: [z2

Use bridge interface: ™

System

Interface

Firewall

Routes

SimpleQueues

PPPOE

RegTable

AccessList

DHCP Server

Upgrade

Logout

Name Type
wan ethern

lan ethernet

WANZ . ethernet

Graph

IP address
i ph
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WebFigid &

e B3I HIRouUterOS v5.0 M A 37 B ) TH B B, 90%
;& Mwinbox#2 FE 14 >k

Interfaces Interface List Beta
Bridge
Switch
Mesh Name Type MTU L2 MTU Tx Rx ;:cket g:cket E:ups RD)lft:u:vs 1E—:'(rnrs ::'(rors
5 = ll R etherl-adsl Ethernet 1500 1524 19.2 kbps 706.1 kbp 31 63 0 0 0 o
Addresecs Al R etherz-lan Ethernet 1500 1524 660.8 kbp 51.3 kbps 63 68 1] 1] 1] a
— ll R ether3-adsl2 Ethernet 1500 1524 3 kbps 1936 bps 35 3 1] 1] 1] 1]
ll etherd Ethernet 1500 1524 0 bps 0 bps 0 4] 1] 1] 1] 1]
Pool ll 5 ethers Ethernst 1500 1524 0 bps 0 bps 0 0 1] 1] 1] 1]
ARP ;lll R pppoe-outl PFPoE Client 1492 12.8 kbps 693 kbps 31 63 o] o] o o
Firewall -1l R pppoe-out2 PPPoE Client 1480 2kbps | 1312 bps |5 3 0 0 0 0
Socks ~|] R pptp-outt PPTP Client 1460 Obps  Obps O 0 0 0 0 0
UPnP
Traffic Flow
Accounting
Services
Packing
Neighbors
DNS
SNMP
TFTP
Web Proxy
DHCP Client

YuSong 22



RouterOSZ3t

e MikroTik RouterOSZ:2% 5 =

* [FHWISORNGRG I G 3% (HTX86&R%4) ;
YEAMD. Intel. VIALLJ HAhX86 %%t
Y FFIDE. SATAMG# M

* fERHURSZEERTX86 (FR3.0A)

* fif Anetinstal N 2R F (FEH TRouterBOARD) ;

RB100. RB300. RB500. RB400. RB600. RB700. RB80O.
RB1000 % %)

RouterOSE /M4 T #http://www.mikrotik.com/download.html
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o HBNHENZETUN, EHEFHEMEARIIGEME (systemt g AR A

Helcome to MikroTik Houter Software installation

ove around menu using "p oand n or arrod keys select with "spacebar’
e lect all with a', minime with 'm' Prezss "i' to install los allu or
install resote router or q to cancel and reboot

izdn Uymchronous

|
I lod [ ] telephony
ntp | L e
[ Heb-proxy
[

ronterboard Hireless

L

RE

L ]
advanced-tonlx | | radiolamn

[ ]

L ]

L ]

|
]
|
] arlan
]
]

'|]"-
hotspot

|
|
|
|
| rou i g

[ ecurity www. milarotile com. cn

larning: all data on the d4i
ant inue? [Prsnliy
o yoid eant To Eoop old conl lgurat jion'y [usnlin

_n'||5| o,
ForHaAT T Ing AiLsh
ImEtallli

AN EEEREEEANNNNEEEENENENNDDRNEEEEENENOERONNNERERENNNRONENENEEREE0NN |

1] Euslem

Ilvgtall 1 i N RTPE R M i Al N

!II:Il 00 (00 00 0 00 0O OO D DD 0 000 K DD 0D O I

YuSong



U

U%L 22 55 75 B

RrURLFE A — 5 WindowsE

2
A

13.0L [ Jifv 7

m?% }/FQ%

Knetinstall & 14

I USBEE [

& siNetinstalli#f, & FERouterOS-X86 %23 4l

JH 1 NetinstallZ ZRouterOS#|ULE E

INE B URE,

AN b

EPCiE fUSB%IEAF JJ
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Il Nikrotik ERouter Installer w3.13

Routers/Drives

Label MAC address / Media | Status | Software ID:]— Help -
=D Hard disk Feady e | ENetlnstally"A/f_/_‘qum‘uj:£§UUﬁ

&EEA Hard dizk Fieady

2hmmmmess L | AR, SREFXB6HITRA

(3 ateway:
Selected 1 package(s) ) T
aud rate: v]

M ake fIUpp_l,JJ Met booting I Install J Cancel | [~ Configure script: |

Bl Nikrotik Router Installer v3. 13 E _-|r)_<|

r F‘ackagex

Sels: J LJ Lt | P I Routers/Dirives - i
Label | MAL address / Media | Status SnflwarelD:‘ Help
From: |D:\ det3.13 B Sel : g |
elzy 1 Upgrade HERES) cq =0 Hard dizk Ready Eei | e

SEN Hard disk. Feady
Name | Mersion Drescription ot £ H Eemaovable media )

roLten 313 | ; 3 = IF address: ! r_
Provid t =en wirtual hines.
] =en rovides support Xen vittual machines Bt I—'

Installation completed
I  ©o.d ot

hd ake roppyJ MHet booting J | Cancel I I~ Configure scriy | _J

F‘ac-kages -

Sets: I _J Save s I I
Fram: 1D:\upgrade'\3.13 Browse. . Select Al J elect none J

routeros—x86 depends on mothing

MName Yersion Description
routerns-x86 313 Router05 for %86, includes all supported features
[ #en 313 Frovides support =en virtual machines.

C 4

A 55 P

routeroz—x86 depend= on mothing

RN 2R AALUEE, RouterOS4

YuSong 26



Netinstall X 4§ 2z 3&

« Netintall M, @it %EERouterBOARDH] & Al
etherlJ LA O, Z23ERouterOS

o TE NG GL NE FH E 22
* SInE N,
* VAN, E2ERouterOS;
* SN E A

Netinstall i 55

YuSong
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RouterOSe

« RBAJIHIPCH] &

jagny

5

2%,

RN

DB9f Function DB9f DB25f
1+4+6|CD+ DTR + DSR N/C N/C
N/C CO+DIR+DSR|1+4+6(6+8+ 20
2 RxD 3 2
3 TxD 2 3
5 GND 3 7
7+ 8 RTS + CTS 7+8 4+ 5

YuSong
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#RIEDERL

o TEURIIEEMN _iz1T Netinstall F2J7 , 1 € A AL (. npk ST FE AR A 1l

e

r

5] Mikrotik Router Installer v3.30 = | =

Routerz/Drives

=l Hard digk.
=aE:N Hard digk.

b ake floppy | Met boating

FPackages

Ready Key: |

IF address: ! I_

#r Metwork Booting Settings

There you can zet parameters for FE [Pre-boot e<ecution Environment)
and Etherboot server that can boot wour router over netwark,

[v Boot Server enabled

Sets |

Client |P address: |yl

Fram: |D:'xupgrard'xru:uuteru:us-.-’-'-.LL-d

M ame Yerzion

23

Label MAC address / Media | Status Software |0 Help
Fead Q
Y r

A

=25

&, routeroz-mipzbe 4.4
& routeros-mipsle 4.4
& routeros-powe... 4.4
&, routeros-«85 4.4

Loaded 4 package(s)

Rooterds for RoumeB JERD RE SR, noudes all supponed featuies
Router05 for RouterBOARD BESuws & RB1#x, includes all supported features

Router05 for RouterBOARD RB333 & RBEOO & RE1000, includes all supporte. ..

Router05 for 86, includes all supported features

YuSong
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BRAIEDIR2
o WENHEHLIER, SPHCN115200, HAMSHECH RSB
fH:

[ coms =i Er=
fiz/4 8): |115200 x|
1B ) [5 7]
iRt ) (R )
Bt ©): [i 7]
SBR[ 7]
[ EEAEE® |
[ e || BAE || EEw |
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#BRIEDIRS

« HiA\Boot ServerZ i IPHLE . I 4> EL 45 RouterBoard [ 1P b it
iz 5 [Py 4 2910.200.15.0/24)

r

1] Mikrotik Router Installer v3.30 o || =

Routers/Dirives

=l Hard disk,
=aE:\ Hard disk,

b ake floppy | Met booting

Packages

Ready Key |

IP address: / |_

Sets |

From; |D:\upgrard'ﬁruulems-ﬁ.LL-d

M ame Yersion

% Network Booting Settings

There you can et parameters for PRE [Pre-boot e<ecution Ervironment)
atd Etherboot gerver that can boot your router over netwark,

v Boat Server enabled

Client IP address: |

£3

Label MAC address / Media | Status Software 10: Help
Fead 4
d r

| -

=

& routeroz-mipshe 4.4
& routeroz-mipsle 4.4
& routeroz-powe... 4.4
& routeroz-x88 4.4

Loaded 4 package(s)

FouterIs for RoMerBUBR L RE45E, nclides all supponed features
RouterdS for RouterBOARD BB Swx & RB1xs, includes all supported features

RouterdS for RouterB0ARD RB333 & REGOD & RB1000, includes all supporte. ..

RouterdS for 286, includes all supported features

YuSong
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BRIELPRA

« WERouterBoard MUK +~5]F, # ARouterBoard BIOS (& i
RouterBOARD/5, fE#iZ%im [ HILiE~Ifpress any key... 5 1Z/F 4t
ABIOS#% &)

RouterBOOT-1.13
What do you want to configure?
d - boot delay
k - boot key
s - serial console
0 - boot device
u - cpu mode
f - try cpu frequency
c - keep cpu frequency
r - reset configuration
e - format nand
g - upgrade firmware
i - board info
p - boot protocol
t - do memory testing
X - exit setup
your choice:

YuSong 32



BAEPIRS
« HABIOSEXELSX%, EFE“boot device”, #%“o"#En] LA
o e, mREFEMLLIKM R 5] FRouterBoard:

Select boot device:
e - boot over Ethernet
*n - boot from NAND, if fail then Ethernet
c - boot from CF
1 - boot Ethernet once, then NAND
2 - boot Ethernet once, then CF
0 - boot from NAND only
b - boot chosen device
your choice: e — Etherboot

i% [A|RouterBoard BIOSE T, #E#F“x", BHBIOS.

YuSong



#RIESIKG

. RouterBOARD E s 5E )5, fEnetinstall {9, B H Bl — %%
55, TN YENEE P RouterBoard £ o

7| Mikrotik Router Installer v3.30 El =] @
Routerz/Drives
Label MAC address / Media | Status Software |D:|IME-BTLN Help
=l Hard digk. Ready Keur -
1) Cusze previous key: [bMNBE Browsze. ..
=aE:N Hard digk. Ready | Q

C Vrstreme  00.0C:42.3E:8E:48  Ready [ Keep old configuration Giet key...
P address: I I_

Fateway:
Selected 1 package(z)]
Baud rate:  |115200 -
Make flnpp_l,l| Met baating | Inztall | Cancel | [v Configure script: |D:"-.-'-‘-.thlnn"sN.-'l'-.TIE"-ﬂE|]$'xN.-’-'-.' J
FPackages
Sets |F'reviu:uus|nstall ﬂ | Delete sat |
Fram: |D:'xupgrard'xru:uuteru:us-.-’-'-.LL-d.4 Browsze. .. Select all | Select nu:une|
M ame Yerzion Dezcription
routeroz-mipsbe 4.4 Router05 for RouterBOARD REdux, includes all supported features

Loaded 1 package(s)

YuSong 34



BRIED T

VB 25 % HH 23 8T B IPS bR AT X 5%
PR P RF R $6 115200,
H 4422 35 8¢ 5 7 RouterBOARD _E [JRouterOS

2235 52 i 5 33 A RouterBoard BIOS# & boot from NAND only (X M\
RouterBoard ] IN47 5] 5)
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RouterOSE AR B
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RouterOSHIZE AR B

Eﬁlﬁl@z%%%ﬁ K &interfacez O W DEREA T EW, I
%é: R N H B IPHBAERC B 4, HRAETE LA B PPPOEIR 5
=L MBS, AR AL AN UL B A R SR B
S REEREEHFN, s s EPRE

HH: FLEnatP 4 bt # 5DNS

F5: GUEARPHIZE A HIMACHLAL
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Az, A
SEHAR EKJ]jJﬁlﬁ
o Winbox &t & I ThEES £

IF V[ e Wﬁ-‘ﬁ

Ko Routing Fo| deeomiims L

R R System | Mddresses  ipMUBIATE

Wireless Quenes DHCF Client

Eridge Files DHCE Relay

Mesh Log DHCP Serwer

FFP PPPoESER & Radius IHS DNSEIE

IF M| TOP/1 PR & Tools " Firewall ﬁi’#

Routing ¥ Hew Terminal Hotspat

System M| R Make Supeut.rif  IPszec

Huenes EEEH Maral Heighbors

Files VEE Exit Facking

Loz AR HE Fool

Radinus Routes B E

Tools r | T A SHME

M R w SITHEE Services EFEISEMRESEHT

Malte Supout. rif fﬂﬁjf#j# Socks

Marmal TFTF

Exit ] Traffic Flow

I

YuSong



RouterOST{a] BLAL B 24

M 192.168.0.0/24

o MR E

LA i H

o WENatPIOhZER N

Q oo

Xy . . .
SN - wEE RS
Http AR 55 3%

192.168.0.88

o fiThttp iS5 &% 1 dm 1R G

YuSong
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P 28 A 15

%f IUIEIJ;W?UEH?/WI‘]@ 1R M 28 (IR
A #
o PNMIEFHHIEN: 192. 16800%H@7a‘%24

bit (255.255.255.0) . P& H 2 [ i HE 763X
% H5192.168.0.254

e ISP %%510.0.0.0 T MY 24-bit
(255.255.255.0) . % H 2% H b ik 2 7F P
#%11°510.0.0.217

o YN DNSN61.139.2.69, 202.98.68.96
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{Elinterfaces?) % F1& M4 etherl Netherl-wan, € X NN, &
tlether2 ~ether2-laniE XA MEEE, WK :

Wirel [ |
TEASESE B Interface List £2
Bridze
Interface Ethernet EoIF Tunnel IP Tunnel VLAK WVREEF  Eonding
FFT
- v ]
Switch + *® ?
Mesh Hame Type L2 MTU |T=x Ex Tx F... B+
&S E 4%ctherl-wan Ethernet 1526 30.0 kbps 50.5 kbps 10
IF [ 4¥ather?-lan Ethernet/ 1522 0 bps 0 bps 0
1

System - ri.*etherS Ethernet 1522 0 bp= 0 bps= 0 |
Buenes 7 | Interface =etherljwan= @
Files General |Ethermet Btatus Traffic
Log

-
Badius= T —

Tpe! thernet
Taols I Apply

MTU: (1500
Hew Terminal
Het sROUTEE L2 MTU: |1526 -

] e -Ccnrnrnent
Make Supout. rif MAC Address: (00:0C:42:41:83:BF
— i ARP: |enabled ¥
&
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—t

e —

e USInIPE

i

ft/ip address S INIPHIE AN Ge 3 W R F22 11, E8 0 P I A 4 [l Fr) 1P+

hkdn A -

Interfaces
Wireless
Bridgze

FFF
Switch
Mesh

Ir

System

Huenes

Files

Log

ERadius

Tools

Hew Terminal
M=t 2ROUTER

Male Supout. rif

Mamnal

] Address List £
v % O T
Hetwork Broadecast Interface |
0. 217/24 10.0.0.0 10.0.0. 255 etherl-wan
ooo54fE4 192 165.0.0 192. 168. 0. 255 etherf—Tan
AEF M
Azcsunting 7 | Address <192.168.0.254/24~ ]
¥ hddreszes
Address: |19Z. 163, 0. 254,24 0E
" DHCF Client
DHCP Relay e m
DHCF Server Broadeast: b
IHS Interface. |etheri-lan ¥
Firewall
Comment
o
Feighbors
G dizabled
Frntac

YuSong
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=& BINEIAR R

7E/ip routes R INERIA M 10.0.0.1, JT /5 check-gateway=ping (Y
Fping D k.

Interfaces [ 2] Route Lict
Brid
r1dge Routes Nexthops Rules VERF
FFE )
: — ? i
Switch LN
He<h Be zt. Address |Gateway Distance |Bouting Mark Pref Sou
- nat K10 NN 0/24  etherl-wan reachable a 10.0.0.21
ARF 0.0/24 etherZ=lan reachable u] 192, 168.0
IFvE | Accounting IlEi MNew Route
System I Addresses General |Atiributes
Quenas DHCF Cliant
: e st. Address: |0.0.0.0/0
Files= DHCF Relay -
Gateway. 1000.0.1 2
Log DHCF Server i
Radius DH: Check Gateway: ping ¥ A
I 01 I u
2o Firewall Type. unicast #
Hew Terminal Hotspot
MetaROUTER Weighbors Distance: o
Make Supout.rif Packing Scope: |30
Manunal Fool Target Scope: 10
Exit Routing Mark: >
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e

Interfaces
Eridgze

IR
Switch
Mesh

IPwh
System
Huenes
Files
Log
ERadius

Toals

NATHIHERE# (1)

7E/ip firewall nat B &+ s I 2 5000,

7| Firewall

Filter RulesMa.ngle Serwvice Ports Comnmections

.

ARF
fecounting
#ddreszes
DHCF Client

&= [T Reset Counters || 0O F

aln Sre. Add. .. D=t Add. .. [Fro.
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0. NATHLREEHR (2)

TENAT BRI FN], fEchain B ik Hesrenati %, 7% Ffaction
[fjaction=masquerade#t | :

B Firewall

Filter Rules HAT |Mangzle Service Ports

@ =1 ? Fezet Counters

# Action Chain Sre. Add .. D=t Add .. |Fro...|Sre. Fort|Dst. Fort | In. ... [Out.... [BE-

¥ | New NAT Rule

General |pdeanced Extra Action
Chain:
Sre. Address:

D=t. Address:

Protocaol:
Sre. Port:

D=t. Fort:

Conmections Address Listzs  LayerT Frotocols

00 Bezet Al]l Counters all

B | Mew NAT Rule

General Adwanced Fxtra Action |Statisties

Aetion:

P

accept

accept
add dst to address list
add sre to addresz list
d=t—nat

Jump
lné

passthrough
redirect
return

Same

src—nat

YuSong
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Fw:

Interfaces
Eridgze

IR

Switch
Mesh

IPwh
System
Huenes
Files

Log

ERadius
Tools

Hew Terminal
M=t 2ROUTER

| | S PR = S

£

—

DNSHEL

7E/ip dnsft)settings TR IN 2% NDNSR 55 25 ik, AR4E 7 22 )5 FHDNS
217 (allow remote requests) :

B

P

] DNS

+
#

ARF
fecounting
#ddreszes
DHCF Client
IHCF Relay
DHCE Serw

Firewall
Hotspot
Heighbors

-

Static | Cache

&
T
Hame / Addre=s TTL (=) -
7 | DNS #ettings E
Servers: |B1.139.2 B9 | 1):4
202, 95, 95, 63 | Cance:

115. 93. 193. 93

r
w
r
-
re
-

v Alow BRemote Requests

Max UDF Facket Size

Cache S1ze:

Cache Used:

a1z
£0430
4

Kil

Apply

YuSong
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3 I

T P Thttp ARk 5548 AT EI AN, A I http i 55 2% 1P AL
192.168.0.88, i Aip firewall natH, #EFechain=dstnat, #MIPHi4L
7£10.0.0.21 700 & F|dst-address, dst-port ytcp i 805 1, K-

B.| Firewall 22

=\

Filter Fules HAT |Mangle Service Forts Connections Address Lists LaperT Frotocols

? Bezet Counters 00 BRezet Al]l Counters all *
# ction Chain Sre. Add. .. D=t Add .. |Pro... |Sre. Port|Dst. Port |I... |Out.... By
] asquerade sronat 13.:

F ' MeWw MAT Rule
General vanced Extra Action 7 | Mew NAT Rule
Chain: | General Adwanced Fuxtra Action |Statisties
Sre. Address: hetion: |[dst-nat T
Dst. Address: 10.0.0. 217 To Addresses: |192.168.0. 83 -
Frotocol: B (tep) To Forts: |80 B
Sre. Port:
Di=st. Fart: (=11 -
%‘} Any. Part: v
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BA L 55 s ]

o HEAQueuedNInir wmEHIFIN], EFEsimple queue, WINENLIPZ
192.168.0.3, FHHU A NIPO3, & & % A 4T (upload)256kbps, T
47 (download)512kbps

Switech

Me=h

Ir

I+t

Swstem
Quenes

Filas

Log

Radins

Tanls

Hew Terminal
MetaROUTER
Malke Supout.rif
Maroaal

5] Queue List

Simple Buenes | Tnterface Quenes OQueuns Tree Queue Tvpes

s v || ¥ =] ? 00 Eezet Counters 00 Reset All Counters
# 1 |Hame Target Add .. |[Bx Max L. .. |Tx Max L .. Pack .

0% {% quenel 192 1B5. 0.2 256k 512k

# [gimple Queue =queuel=

General |pdwanced Statisties Traffie Total Total Statisties

Hame:
Target Address: [192.165.0.3 =
w| Target Upload v Target Townload
Max Limit: |256k ¥ | 512k ¥ |bitsf=
¥ Burst
¥ Time

YuSong
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I

ADSLIZESHECE 1

o« FHAPPPHZN, W inik#EPPPoE-Client,

Interfaces
Wirelezs
Bridze
Mezh

FFF

Ir

Routing

System

Huenes

Files

Log

Radins

Tools

Hew Terminal
Malre Supout. rif
Mamnal

Exit

i ppp

Interface |PFFoF Serwers Secrets

g

- O T
PPP Server

Frofiles

FFTF Serwer

1ent

L NI

PPP Client
PPTP Server
PPTP Client
L2TP Server
L2TP Client
OVPM Server
OVPN Client
PPPoE Server
PPPoE Client

YuSong
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ADSLIRSHECE 2

o [EPPPoOEfk 5 HIEE K TM K (interface) , FHALEIKS
(user) , Zf4 (Password) , HAhEI B SR FHE:

7 | Interface <pppoe-outl= # | Interface <pppoe-outl=

General |Dial Out Statns Traffie General Dial Out |Status Traffie

0K 1]
Hame: |pppoe—outl Bemeal Service: | - Cancel
Type: |PPPoE Client Apply AC Hame: 4 Apply
L2 NTU:

Tizsable Tzer : R Dizable
Max MTU: 1492

Comment Faszword: |k Comment
Max MEU: 1492

geliE Elg
JERR

— - Copy FProfile: |default * Copy
Eemawe Tial On Demand Remowve
Interfaces: |etherZ-ad=ll ¥ | #£dd Defanlt Route
etherl-tel Torch Uze Fesr DIHS Torch
ether3-ads1lZ Secan. . . Scan. ..
etherd-ads13 A1 1ow
ether5-lan V| pap v| chap
v| mzchapl v| mzchap?
dizabled TUnning Status: co. .. dizabled FULNMInE Status: eco. ..
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fic B MACHE 45 5

« HENip arpfic EMACHE |

AR, e A H
hkHE NARPHI R )5,
/'{—:T\Z'I_l‘%@’ jﬁj:%l\/lake
Static.

o WAIPLEINS, F3)
SN

1

|| = v &% T
IF Address MAC Address Interfare
(1192, 168. 1.1  00:E0:4C:BA -
(9192, 168. 1.2  00:E0: 4C:BA: |
(1192, 165. 1.3  00:E0:4C:6C: Show Categories
(9192, 165. 1.4  00:E0:4C:6BA: Detail Mode
(1192, 165.1.5  00:E0:4C:6BA: .
1192, 165. 1. 6 00:E0: 4C: BA: Inline Comments
192,168, 1.7  00:E0: 4C:6A:
1192 168.1.8  00:EQ: 4C:6C: Show Columns ’
(9192, 168.1.9  00:E0:4C:6C:
(9192, 168. 1. 10 00:E0: 4C:BA: Find Ctrl+F
=192 165, 1. 11 00:EQ:4C:BA: Eind Mext Ctrl+G
(9192, 168. 1. 12  00:E0:4C:6C:
=192 165, 1. 13 00:EQ:4C:6BA: Calect All Ctrl+ A
(1192, 165, 1. 14 00:ED: 4C:64:
192,168, 1. 15 00:23:CD:9E: Add A
(9192, 168. 1. 16 00:E0: 4C:BA:
(9192, 168. 1. 1T 00:E0: 4C:6A: Remove R
(9192, 168. 1. 18 00:E0: 4C:BA:
C192. 166, 1,19 00:E0: 40:BA: Enable E
(9192, 168.1.20  00:E0:4C:6BA: Disable D
(1192, 165.1.21  00:E0: 4C:BA:
1192 168, 1,22 00:ED: 4C:BA: Comment C
192,168, 1. 23 00:E0: 4C:6A: ,
1192 168.1.24  00:ED40BAT  emedkeStatic
(1192, 168.1.25  00:0B:2F:26: Ping
(1192, 168.1.26  00:0B:2F:2T: )
1197, 165.1. 27  00:0B:2F: 26 MAC Ping
(1192, 165.1.25  00:0B:2F: 26 Telnet
(1192, 165.1.29  00:0B:2F: 26
(1192, 168.1.30  00:0B:2F:26: MAC Telnet
192,168, 1. 31  00:0F:2F: 26 Torch

YuSong
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fic B MACHE 45 5

o i Ninterface &, E#etherl-lanfj#E:11, KARP
J& kB Areply-only, X [0l ARPZ H 5 A1
MACH 1.

7 | Interface =etherl-lan= @

General |Ethernet Status Traffie
Hame: |etherl-lan
Type: |Ethernet

NTU: 1500

1= MTU: 1524
nnnnnn

MAC Addre=ss: |00:0C:42:35E:5E: A3

e | [res |

Master FPort. |none
Bandwidth (Fae/Tx): urlimited |# |/ unlimited | #

Switch: |0
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WA

o #E AwinboxH
[¥)"system>packages” & ¥ 1)

H

e

e RouterOS
f k15 %1 AH . RouterOS 1

ok
Hes

/

RESEFHAN S H ZhBe

LRANH R IDIRET, TR

) A Fi 2
N

B

b

N, B PR R

YuSong

AL GIRIL

f

v a
7 | Package List
T Enable Dizable Uninztall Unzchedule Downgr ade
Kame ¥er=zion Euild Time Scheduled
S advanced-t. .. 4.11 Jul /2B 2010 10:17:39
& dhep 4.11 Jul/ZB/2010 10:17:49
Shotzpot 4.11 Jul /282010 10:13:16
Sipvh 4.11 Jul/26/2010 10:158:12
Srer 4.11 Jul/26/2010 10:17:59
Srouterboard 4.11 Jul/ 262010 10:18:33
Srouting 4.11 Jul/f2e/ 2010 10:18:02
=yt 4.11 Jul/28/2010 10:17:32
=R anag 4.11 Jul /282010 10:13:36
Siwireless 4.11 Jul/ZB/2010 10:18:24
53



RouterOSH 2 5 &%

F 2%k RouterOS
« fE- fE“system>license”H i AR HILicense (FFA]) &5 ARVFH LK
o FEEGHRAFIRouterOSH AT it
- FTP77 R
- winboxH files & 17, HE-Hi-J )77 =
o JEILsystem rebootfy 4 IEH E jH H H A

&% RouterOS
o FfE—AE B RouterOSH A Th e fu

. iz*l_‘]\“system>packages”, J A “downgrade” 5 J3 4% 28 35 Z ) I

- /35%', it system>reboot” ;& A B Z I DR, IRTRE A
“packages” & H mii“downgrade”
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RouterOS X 4-#/E

. XftfllesE%?TUﬁ%
MR TE

? E Baclmup
File Hame Type S1ze Creation Time -
 [Eladn5120-2. ... File | 30.0 KiF Jan/0T/1970 12:23:28
[ autosupout. .. File 391.7 KiB Jan/02/2002 021147 St A Q » )
[ drop-qq. rse  Script 869 B Jan/02/1970 13:54:09 [ ) —‘ﬂx :]?ﬁ&}l‘ & Q /fL—I: IIIQ %‘
[E11T-protos. r=c Seript 24.0 Kik Jan/03/1970 11:42:53 7 -

JAAS SO, BLK
Hotspot U155 ;

-Wﬁﬁﬂﬁiﬁﬁﬁm
ALY XH% H3xT, HUAR
14T ;
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Importflexport

« ExportgeR—#i 0 Thge MRouterOS# i, ##ifEFilesH %X
o Importilid A BB JhfE 4 1 AR T AN RouterOS, A4 [FIFE
HFIAEFiles

MMM MMM KHE TITTTITITIIT KEE

MMM MMM KEE TITTTITIIIT 24243

MMM MMMM MMM TIIT EEE EEE REERER QOO0 i IITI EEE EEK

MM MM MMM IITI EEEEE EER REE 000 000 TTT IITI EEEEK

MMM MMM TIII KKK EEE REREER 000 000 ITT IITI EEK HEEEK

MMM MMM TIII EKEE EEK EREERE ERR OO0 ITT IITI EKEEE EKEEK

MikroTlik RouterdS 5.0rcl {c) 19939-2010 http://www.mikrotik.com/

[admin@MikroTik] > import cnclO.rsac *
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& 51

¥ ARSI E S8 &0, HIKE
gt N filesH, fdiFbackup i & &t RGECE, i HRestorelk B E.

Backupx'%% tH%\é}E PIBCE N — 2K

e AR, B R g EAZ

File List =] B3
= B Bacloip Restore
File Hame Type Size Creation Time b
ElMilcroTierEDll‘BTD—DE. .. backup 55, T KiB Jan/02/1970 0Z:28:04
El cneld ree seript 28 5 KiEk Jan 021970 022719
[Z] games510tel. rse seript 8.9 KiB Jan/02/1970 00:35:21
[E1T-protos. rse seript 25,1 KiBk Jan/02/1970 022641
Elpee. rze script 1378 B Jan/02/1970 02:26:42
[Z tell. rsc seript 46.3 KiB Jan/0Z/1970 0OZ:2T:19

[Flam-before-migration. tar . tar file

T items [1 selected)

25.4 ME of 61. 4 ME u=ed

YuSong

15.5 KiB Jan/02/1970 00:00:16

53% free

HSC, TiEdmie. TExportS H )
SR SR import S
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| .
P ERAEH
472 M RouterOS J5, 2L A

H & 44 4 admin” x
C BRSSOy 2 I

R 9 EEI%?i-m
- “admin” & T “full”ZH LT

& 2dnin  full

- “full”2H. /2 5 K IR
e L g ———
- T P A B P N = A
ﬁ%

4 W le:] %ﬁ‘ E]/J }E)EH F |[disabled |

mﬁ CEUEE R P
InERAREIE T %0, /R HBE fE/user Filiid password BB Y
= %ﬁﬁ ’2% ’}E iBitallowed addressfR il & i IPHLhE

llml

YuSong 5g



L-D
N

HHWE (User Groups)

R AN, I o o i =
SlEEA], ARG *- o

|Ham |P licies | |v|
11 7 [/\ S Afull local telnet ssh fip reboot read write policy ...
= fUII ﬁﬁ J\ B/\J *R BE 8 Aread local telnet ssh reboot read test winbox pas=w. ..
s ﬁwrite local telnet ==h vehont vrad write te=st winhor

-+ Wcron Grito il x|
- “read” R AR fae T
- “write” 13/ 5 KRR, {EA Foea [ e

e kS vt B :
[v| write [] policy

/f/J\jA U\ﬁﬁﬁﬂ E EAEI:EX? E](])EH )i' test winbex Copy

Y N N pazzword [v] web
bl SETTLRRRE |
)|_I[J Ereien

o fRA[LMER CEAFAERI
734

YuSong 59



RouterOSHEJHE T

General PCTI | TRQ IO

Uptime: [01:45:42

Model :

CEI: (MIFS Z4KE

|

CEU Count: 1

CPU Frequency: G800 MHz

CPU Load: 23 %

Free HIDl Space: |[33.8 ME

Total HOD Size: |B1.4 ME

Sector Writes Since Beboot: |2 903

Total Sector Writes: 134 085

Bad Elocks: |2

Free Memory: [109.6 MiE
Total Memory: (124 5 MiE

V7. 4

YuSong

BE RofE BABR
{15 L

BE M H AR E T
I\ET,I\ ljilﬁ\ CPU\

CPU#I% . CPU 5

$8 0 R R 5

¢ /system resourcer] LA
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RouterOS 5.0rc & JH &

Uptime:

00:14:55

Free Memory: |946.5 MiE
Total Memorsy: [9T6B.9 MiE
CEFU: |Intel (R)
CFU Count: |4
CFU Frequency: (2493 MHz
CFU Load: (O %
Free HID Space: 158T7.Z2 ME
Total HOD Size: |1916.3 ME
Sector Writes Since Beboot: |1 T93
Tatal Sector Writes: |1 T93
Architecture Hame: 256
Board Hame: [x56
CPU =] E3
T
CFU Load (%) |IER (%) |Dis. .. -
0 1 0 0
1 1 ] ]
2 1 ] ]
3 0 ] ]

YuSong

I\b»
p

MRouterOS v5.0beta6 145>
Fr16Z O AR Zs, Z BIFIAR
ARSI N8Z s BETHEA A Y
CPULENM-RIIRQ, HEft
P B AN A7 3 38

RE B BN CPUZ L 1 1 1%
L

TR T Linux FINAPIH A A
RPS# il

X% CPUIZ U gt ib,
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RouterOSHKJCPU1,

gl

. ~ﬂxﬁﬁ et B\ N IR 2 ECPU 70%0 TAEZZE (KUt
B, BEAR, KiEKET) , HEREAEAF100%
PICPUG RE /I FRFT A #d8, [RIE1%, 17%, 50%a 3
98% - X LEALF I A SAEAELEIR

-m &ELAﬁ?zVﬁ@ RGtRAN, BlnEAIEEH
HEAZ.OPARC B, RATTE B2 1B 1 CPUME H
i {H 24 FRAT 18 FH core2 X AZ Lo b FR BRI, FRATTATHEE 2
[ A% O CPURFME (RouterOS 5.0 T I RAS) , 1E
2% OAL AT RE I — M %00 100%, A A — MZ DR
BN, XFERANTERICPURME FHZ Z50% /L4, H
RS A BIATREEN, WHEaEHEREM.
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:

RouterOS‘& 11

20/tcp AR ML FTP [#dR %8
21/tcp AR ML FTP [ i%8E
22/tcp A AT IR SSH AR & K Pl (N 5 % A 3 — i)
23/tcp ImFEIEE M 24 P il telnet

53/tcp .44 k55 %% DNS

53/udp 4 i 55 7% DNS

80/tcp Ji4EM (WWW) HTTP

67/udp HZ P 2k DHCP Aks5 4% (1L 5 dhep ThREt —itt)
68/udp H 2 B DHCP %/ (IU 5 dhcp ZhRetl—ite)
1723/tcp X ABEE ML PPTP (X S5ppp gt —itt)
5678/udp MikroTik Neighbor Discovery Protocol

2000/tcp s B il i i

3986/tcp Winbox{t3

8291/tcp Winbox

20561/udp MAC winbox

L
X
=]
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AT H(CLI)
command line interface

SR E, EERERAE H %20 LS A B blar &
[admin@MikroTik] > [?]

ELAZ[Tab)# M X, RER7s A HT H > Al LR H a4
[admin@MikroTik] > [Tab] [Tab]

IR U 52 %, @ [Tab) g n] PLES Bh Rk 52 #5m
- [admln@Mlkrole] >|p add [Tab]
[admin@MikroTik] >ip address

ﬁn%}aﬁz R[Tablgt, WA EBRMEMESR, FELLNIR, <& B3R I
e
- [admin@MikroTik] > i [Tab][Tab]
import interface ip
- [admin@MikroTik] > in [Tab]
- [admin@MikroTik] > interface
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CLIERZ#1E

YRA] PA—26 — B R HEA B H 3%

- [admin@MikroTik] > ip [Enter]

- [admin@MikroTik] ip > address [Enter]

- [admin@MikroTik] ip address > print [Enter]

[ .. 1REZ E—Z&E %

- [admin@MikroTik] ip address> .. [Enter]
- [admin@MikroTik] ip >.. [Enter]

- [admin@MikroTik] >

fEH[ /IR B2 H %
- [admin@MikroTik] ip address >/ [Enter]
- [admin@MikroTik] >

YuSong

65



PrintAIMonitor

FECLIY, Printag & 2 &% H I, FHTHH—00HE 3R
W Vr 2RSSO, Bl

- print “ERMHETEE TG R

- print status  “E/R M AR R N IPIRSE BT

- printinterval = 2s  “&E[RIRF 28D Il B TS T S
E‘n

55 A print 2" & F 7] LRGSR S48

‘monitor LB R~ H FPIRES
- /int eth monitor ether2 “fEinterface ethernet | % ljether2
M EIRS" YuSong 56



add. setflremove

o« fEf“add™ a2 GIE—HHIIHE, FFE I H 2
[admln@Offlce] /ip address> add address=192.168.10.1/24
Interface=lan

« HLLEEA " set” g B M LMEEIH 24
[admin@MikroTik] interface> set etherl name=Local; set
ether2 name=Public

o HEEH remove’ir 2 MIEA T E KT H

[admln@Offlce] /ip firewall filter> remove 2

YuSong
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enable . disable. move

 enable 5 Ha %
[admin@MikroTik] interface> enable ether2

 disable Z2H @4
[admin@MikroTik] interface> disable 0

movery%, HTIFN, WifER; ks B R BRI 80
fip firewall fllter move 10 0 “F3h¥r5 10K K | F]0”
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DHCP-Client

o MIMT LN K& T BIAIPHLAE, AT ZRHDHCPX
i H BIEREL

o EMHAFEINIPITE T EEdhep-client, X BIATHFE ik
Feintercace X N 1M+, HASHERIA

1] DHCP Client 53
L | o |
Interface | ™) New DHCP Client =
_ﬂ atherl

Interface: |E00550

*

: -
Hostname: hpply

-

Client ID:

v| Use Feer NIF m

EEEEE

w| Use Peer DHS -

v Add Default Route

Default Eeute Distance:

dizabled

] Beleaze

stopped

YuSong
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DHCP-Server

o MIRNTEEN 8 BN N SIS ECIPHNE, FRATET DLAE
FHDHCPJI 45 #%

o JESTDHCPR S &5 i fE

1. HRIE R PIPHIE B, - Bohbth, ip pool
2. HENip dhcp-serverisiidhep AR 55 285 )

3. FALXT N I network M 25 24
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DHCP-ServeriX g 1

o fRIBATHIRE HH AR N M HLIEE192.168.0.1/24
o HFIRATIHNip pooldsin— ANk, oM
192.168.0.2-192.168.0.254 (HERR 4% H %% N P IP R k)

1 item (1 selected)

YuSong



DHCP-Serverix g 2

o i Alip dhcp-serveris JIDHCP ik 5525 £z 11 3]
ether3-lanfl 1% & %7 M fr bkt pool 1

Hame
A4 serverl

1 item [l selacted)

IHCF | Hetworks Leases Optiong

oh||==| o3| | 7| | IHCE (

Interface
etheri—lan

IHCF Server <zerverl’

Hame: |20l

Interface: |ether3-lan ¥
BEelay: -

Leaze Time: |3d 00:00:00
Address Pool: |pooll ¥
Sre. Address: b
Delay Threshold: had
Authoritative; |after Zz delay ¥
Bootp Suppert. |static ¥

dizabled

Add ABP For Leases
#ways Broadcast
Use RATITUS

O]

0K

Cancel
hpply
Dizable

Copy

Remove

YuSong
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DHCP-ServerixX g 3

o FAnetworkinZs, IR N FIdhep k55 4% 1
Ky T EFTDNSHR S 25

DHCP Wetworks |Leases Options Alerts
HCF Hetwork <0.0.0.0/0>
= = ? DHCF Hetwork I
Addreszz Address: m E Domain bt
4nooof Gateway: |102. 16801 -
Hetmasl: |24 Es
DHS Servers: B1.139.2 69 =
IHZ Domain: b
WINS Servers: —
HTP Serwvers:
Tomain:
Hext Server: b
Boot File Hame: hd
ha DHCE Options: a *
1 item (1 selected)
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IP servcie

R g0 0.0.0.0/0

Available

T items (1 =zelected]

:Hame Port _ ﬁ;vallable
@ fip 21 0.0.0.0/0
@ ssh 22 0.0.0.0/0
@ telnet 23 0.0.0.0/0
@ winbox 8291 0.0.0.0/0

From |Certificate [ -

Hame: |www

Port: E

From: D EID

0K

Cancel
Apply

DNizable

ik 55 i T

. WD
R

AR
i 128 0 2

YuSong

| T & # RouterOS1 %

JFE B g 1T

.
b

Ll ey =
il D ’ Hlﬁil:/—\%m

(6%
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&8 J& neighbor

* ip neighborH T &% [Fl—M4 N 154 (E7~MNDP
(MikroTik Neighbor Discovery Protocol) EiCDP (Cisco
Discovery Protocol) #%£% )

fireless
: M Feighbor List

Bridze

FFP Feighbors |Tiscovery Interfaces

IF " Addresses ? L

Routing I Routes |Interface IP Addre=s MAC Address Identity Flatform Version |hge (=) |w

Fod & wan 10,200, 15. 39 00:0C:42:15:4. .. MilwoTik MilweTik 3.13 5

SRR Fool A wan 10.200.100.2  00:0C:42:15:C.. . adsl? MilwoTile 2.9.50 i

Ouenes ARF A wan 10.200.15.1 00:0C:42:15:4. .. Office MilzoTilk 3.13 3

Triviie e A wan 10.200.15. 37 00:03:FF:32:C... MilzroTik MilweTik 2.9.51 52
P & wan 10.200.15.35  00:0C:42:15:4. .. MilweTik MilreTik 3.11 29

System P Socks

Files 1EnF

Log Traffic Flow

SHME Acoounting

Users Services

Radins Packing

Tools I Heighbors

Hew Terminal RS

Telnet Web Proxy S items
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TERRJE SR A

Neighbor #4/E

D0 DU RN AT B R, ) A

HHITMAC B IPHIE ) Telnet 7y 20 & Bl 41 J& 4 £

M Reighbor List

i (1 selected)

Weighbors |Discovery Interfaces

T
finterface I? Aﬁﬁre;;“ .Mﬁt Addres;

E iwa.n 10.200.15. 349 ao:oc. 4215
A wan 10,200, 100, 2 oo:0c. 4215
Ak wan 10.200.15.1 oo:oc.4z: 1%
A wan 10, 200,15, 37 0003 FF. 3¢
& wan 10.200.15.35 oo:oc. 421t

A

Ident1 ty Platf-:nrrn 1.l’er51 oTL

Show Categories
Detail Mode

Show Columns

Find
Find Hext

Fing

MAC Ping
Telnet

MAC Telnet
Torch

mea

Ctrl+F
Ctrlts

=

|hze (=) |=|
13 EE
3. 50 45
5] 45
“E.51 36
11 14

YuSong

76



ip accounting H & g%

e HFidxvinHEER

o Webi| % 25 skwgetr] LZEHEE|URL:
http://routerlP/accounting/ip.cgi

e e E RV HZE, 1#idLog
Downloader# 4 %t 2windows H i |-
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Interfaces

Bridge G0 ing
|
FEF Settm)“ﬁ@ B Take Snapshet |
s I Addresses |3ye. Address ¢ |D5Md‘dr_ess |Packets
Routing M s =
¢ Accounting
Ports Faal
v Enable Accounting
Quenes ARP v <
v heecount Local Traffie
Drivers VERF _ | —— -
Threshold: [258 ;
System | e ic . ing Web A. "
Files Socks v hecessible wia feh 0K
Leg UFnP 10,2000 11,100 192168, 11 254 | hddress: |D. 0.0.0/0
Cancel
10.200.11. 100 219.133.48. 90
SHNE i
Lrathi o . 10,200 11,100 222 45 101.22
Users 10.200.11. 100 210.22.23. 182 i
: ; 10.200.11. 101 B1.183.9. 131
Radius b4 .
S 55.60.9.83 192,168,135 14 4752 BI-
Tools I Packing

fEip accounting® g ViR HE g
IETES

; ) s e
—HRouters Configuration S A ]

IF Address | Status I Dowrdoad
logs awery:

Add ip... i |7 Start new file ewery n

[V Timestanps enabled

Save logsz

e aLme

Uptime | 0 days 00:00:31
Add | Bemowve | St&tUEI Sleeping. ..

fEwindowsH g Filog Downloader T &, FHAE
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RouterOS IP TAERFE
55 kI




MangleFJ1E B

« RouterOSH [1JIP firewall 3= £ 1 3™ #1358 43 2H B Mangle «
Filter. NAT , TjAddress-list# H Tk 513 5325

« Manglei i rich € MIPEIER G, JFilter. NATHI, B
. Queueftfithric J5 HIIPE IR

Firewall

Route

»  Filter |j¢—

Queue

Mangle

NAT 4——|

Address-list
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ManglefF &

AEIEQOS, By ki, natBiMIAIEH, L%
Tk B B A ER 2 f FHMangletr i (Arouting-

mark. connection-mark- packet-mark)

ManglefERouterOSH 8 2| — M id A7 2R AR

H{ERouterOSH R M H, A1 T fifMangleft
RouterOSH 11z F R 3 ;

E%)ﬁﬁ? Mangle, LB B8 H. B K AIQO0S
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,l..
=
K

RouterOS IPZE#E Ab:

Z R

Bridge | 4 m \ 4 m ; 4
\ Vi \ ri A i

\ / \ 7 yes \ 7
~ = -~ = A et -~ =
Prerouting Forward —I- Postrouting
: 3 ; P
I ﬁ*tﬁiﬁt)\gj 7@“3; Input QOutput yis Psec
nput-Interface _ e
i
[Psec/N# Interface
HTB

Hwha

Output-Interface




Prerouting — % H1 2 Fil

. — Connection Mangle Destination Global-In
UL — | [Hotspot-In | = Tracking Prerouting NAT Global-Total
Input — ZE A % H

Mangle Filter
Input = Input P Input
Forward — % % #
_ . ﬁridg}“ B | [TTL=TTL-1| | Mangle L Filter »{ | Accounting
DR/ Forward Forward
Output — % & H
T _— ﬁridg?:“‘ ~ Connection > Mangle Route Filter
L N _HWy -7 Tracking Output HI Output
Postrouting — ¥ 2 J5
. —_— Mangle N Global-Out Source Hotspot-
Postrouting Ry Postrouting Global-Total NAT Out
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Firewall il 42

RN EEER KRN =R S = R B B ER kR, 7l
7Ebridge filterflip firewall filterf/F .

RouterQS firewallid j&

Bridge filter
e
CMP “ J

CPIUDPRES J
el HAR J

IP firewall filter
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Firewall$& 2K

RouterOSH#ERH i £ E0FE:

input — F TAbE N B8 2s i B, RUEGE R HARIP
bk RIS s — MR O IPHHE . PR ES 28

forward — i TAb¥LES B 2 EE . Ry P

output — A TALBYE T B% B a8 N — AN 0 H 2 8L
WL, PEHIEE B R H B

H % X 83K - RouterOS H ] LLdE i B e ) 57 HAh g
=, HTEELEDEL.
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B KB5S E - Input

Forward

BARHEN

In-interface

UR:

HEHO

Out-interface
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44

Bf <K B e

o OutputlJidEimtE

=

4

- Output

Forward

dRIEtY

RN | ST

In-interface Out-interface
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Bi <K 1%t 8 - Forward

e Forwardid JEmfE

=

Forward

SN

In-interface

Out-interface
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Filtersg N ]

firewall filter #% F T 1P it yE, HJ
= EH PR E.

S5 K 1% U ) 1 A2 if — then B9 75 28
Gif PR3 ZAE then actionftAT)

Firewall Filter
XKHBFIFO (Scitictizk)

fist gt mlpiﬁﬁ ={A. B. C. D. E}
A%

FnRIE Bt i={li C. D. E}

By BT g0t

(M Hex Fir rall Eule sami2

General Adwanced Extra|l Action||Statistics

B

Aotlon: |EYDEER

By KB AT M BT T, %
FIFO (First In First Out) 5=

YuSong

X BELAE b 2
#=(C. D. E}

I iﬁ‘iT £ A% b I
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Filter 3 JiE 5 ]

L e B I B ATTRT BLE T BT 5 A Je 0 -
« EFIREX

o« SRR EF

Bk faied g I A et e S
: \%#iﬁsa@m : \
; &) .1 LEER L
| | 2
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Filter action

ﬂc&iefgt—ﬁ'ﬁ%iﬂ)%@, WAEART I EAE . Bl Sdn o aamst, AL R
AT ;

Add-dst-to-address-list — #R#E N A, HIPEHEE M H brubbIPES in 245 ©
address-list;

Add-src-to-address-list — R#EFN Z5AF, R IPEFE B IR AP In 2145 2 1

address-list;

Drop — ZF#HEAIRE (A KIXICMPIEAFER) ;
Jump — Bk¥E 245 € MR s

Log — 52 VLEC I ERE R 2 3% 2lsystem logH;
Passthrough — ZB&iZAN], 4kS2 A J5 AT T — 280 5
Reject — i8R, I AIRICMPIEZ(E R ;

Return — @ik Al A, 3% [0 3] E— ke aEk,

Tarpit — e H=HHEA R TCPIERE
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input #%

HUAE PR S0 A BB Kt R, B 5 Minput BRI F4a,
1 B X P AT U It ER S A e A A3

7| Firewall =%

Filter Bules |HAT Mangle Serwice Forts Conmections fAddrezs Lists  LayerT Frotocols

L TR AR - Sl ? 00 Bezet Counters || 00 Reset A1l Counters input ¥
# fction |Chain (Sre. Add . |Dst. Add. .. [Frotecol|Sre. Fort |Dst. Port 0. Bytes Facketz |w
o ERAREEEINE
1] 3 drop input 0E 1]
s PRIt e A20
1 B drop input B (tep) a0 0E 0
o Bl EEROEEES
z ¥ drop input B (tep) 0E n
D [EWDeSEIE
3 tarpit input B (tep) 0E i
s BDeSErE
4 cta .. input B (tecp) 0E i
L EneE e
i 5 S drop input S42.0 KiB B 034
D BREEIICNPEEE
B &2 jump  input 10 .. 0E n

T items out of 134 (1 selected)

MinputEER AT LAIE R, TATXTFEN S B 220 BHE XA e 4 ek BdE MR,
FRICMPE Bk 2] B & X FICMPRIER F i i
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forward &%

T T 2 forward 8 3% — N N B K B =R -

7| Firewall =™

Filter Rules |HAT Mangle Serwice Ports Comnections Address Lists LayerT Protocols

o T Fezet Counters || 00 Reset A1l Counters forward | ¥
# fection |Chain Sre... |Dst... |Protocol |Sre. Fort|Dst. Fort|I. .|0. Bytes |Fackets b
o SFERINER
13 Mdrop forward 08 0
o EREEFRENIE
14 Bdrop Fforward OE 0
i HSEEIICNEHER:
15 & jump  forward 1 (iemp) ] 1]
o B ERER
16 7 jump  forward 0E 0
Lo PREE T ENICHESE80E
_ 17 Mdrop forward B (tep) 08 0
o EEETHINE
P 1a Wa .. forward OE 0

E 1tems out of 134

forward$%, StAEEEEE. JERBYEEE. ICMPIMUAIE WHIRE
FiHATISIE, BEHITCPERE .
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Firewall address-|list

Bl it address-listiE X
IPi‘mi‘lJ: éj\ éﬂ I Firewall El

Filter Rules HAT Mangle Serwice Ports Comnections HAddress Lists | LagerT Protocols

G = | T |laa |¥
lN:ame lkddre_s_s . [+
@ qq Bl 144, 735, 0/74 b

£1.152.100. 0,24

address-listREME Z PPN, | sn g moe

N ) \ @ qq 202, 104. 129, 0/24
RRRRGT, Bl | 5 2
H T ’ L @ 91 220, 133. 40. 0424
@ 99 219.133. 48.0/24
‘\ \\—2:\‘ /,L\, l:] E @aqq 219.133.49.0/24
/;[}p A ‘/)”.1 I ®aqq 218, 133. 60, 0/24
@9 58, 60, 14, 0724
@ qq 58.61. 166.0/24
® qq 5,61, 33, 0/24
@ 9 54,251, 60.0/24
@ 91 219, 133.62. 0/24
. N 2 qq 121.13.73.0/24
address-llstﬁ[ﬁ% @aq 121.13.75.0/24
® 99 121.13. 7. 0/24

121.14. 759.0/24

mangleE# firewall Iy
filtersh 25 & R
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=

N

S
—

N HiHEFER 1

AT A E 102 A IPHbE #address-list, JfEL44

FVIP,

XRER] DAt 25 filter. mangle FINAT/H FH

B Firewall

Filter Rulez HAT Mangle Service Forts Connections Address Lists |Lawer7 Frotocols

| = v % 3T

Hame Address
o wvip 192, 168.
@ vip 192, 168.
@ wip 192, 168.
@ wip 192, 168,
@ wip 192 188,
@ wip 192, 168,
@ wvip 192 168,
@wvip 192, 168,
@vip 192, 168.
@ vip 192, 168.

10 items (1 selected)

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10
11
12
13
14
15
16
17
13
19

7 | Firewall Address List <vip=  [&39]

Hame: | ¥ E
Address: (192,165 10. 10 Peraell

Apply

DNizable

Comment

Copy

Eemawve

dizabled
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B2 E X k31 3%

 Address-list] LA Tip firewalll
fiter/nat/mangle 2 7.3 25 € X k51 5%

ﬁmﬂ%ﬁﬁﬁw 7] udp/8000:H H 1Y% - 1P 3]
~~~~~~ s #access8000fjaddress-listH, 4k

): 1p F AR FH Ak

o tHA] PLE ORI IE R HUEIT 1000 H 7 e X

Zblacklist:

14,8

£

|
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Firewall#:1E L4

FVIPH F192.168.10.10-192.168.10.19f8 1%
20Q, Z& L HAMHLHEYT HQQ

% 11192.168.10.129-192.168.10.254 15 5] 4

A% E35 19037 T www. 163.com 1 I, {H10D
VIPR] DL IE 5 17 4]
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PR IERD H FRituhbsf e 1

o Ul A TR HERT H BRdti bk, SAtAT Eip firewall filterf)
BESL, TR

MiZE FATPAER], AN EHNL192.168.10.88 58 H2£192.168.10. 13812, AN THL
192.168.10.88]) #% FH A4 Fiweb Ik 55 23 1815 -
AFEE N TR B AR IPRuHE 8B F4E FH Fchain R B .
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PR HEAN H prthnk i 2

o 7EIXH EFARAIEG X AR, 1AM R G IE2 Hir—
SRHES .

. f RouterOSH PN IEFEPS K 2P A1 H dritihl, Generaltz
Z i fjsrc-address. dst-addressfllAdvancedsrc-
address-list. dst-address-listfl | ¥

G’ Il ral DK
* | Cancel |
Zreo. Address: 192. 168, 10. 88 £ | Apply |
D=t. Address: 218.858. 85,83 s
[ Dizable |
General Advanced |Extra Action Statisties 0k
Sre. Address List: ¥ A Caneel |
D=t. Address List: ¥ | & hpply
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4 7 421 1

o J#itaddress-listF3E, #1024 HE 1P ARk 15 B |
NEFEEN, ANz PR B ) R 2%

« {Eip firewall filterfJforward # B4l 75 B 2 225 F
— kB PR IR ], — 2 H AR HE 05
7]

7 | Firewall Rule == (5]
GGeneral Advanced |Extra Action Statisties ‘ 0K |
Sre. hddress List: [ |wip ¥ | ‘ Cancel |
Dst. Address List: v ‘ Apply |
# | Firewall Rule <= ==
General Hdvanced |Extra Action Statistics | 0E |
Sre. Address List: | A Cancel |
Dst. Address List: wip ¥ | . | hpply |
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Y] 28 1y [a) 25 ¢

| 2

o IIMJETEMARING, =5 Z0R AL 2 BI7E w5 i Y€ 1]

N7, TCPIESERAIN £y

= | Firewall =
Filter Bules |HAT Mangle Serwice Ports Commections Address Lists LayerT Protocols
dh || = | % T | | 00 Reset Counters || 00 Reset All Counters forward | ¥
# Action |Chain Sre... |Dst... |Protocol |Sre. Fort|Dst. Fort|I..|0. Bytes |Fackets -
L EFEAIHER
13 3 drop forward 0E I
o EREMEFEREIE
14 3 drop forward 0FE 1]
L BREEIICNPEER
15 2 jump  forward 1 (iemp) 0FE 1]
L HHETAE R
_ 1& & junp  forward 26,6, .. 315
T EEVIFEMERE
AT W 2., forward 0E 1]
L EEVIPBTHEhE
1a o 2. forward 0FE 1]
D PRS- EAICEE S A80F:
19 3 drop forward B (tepd 0FE 1]
L EERTEENE
20 W a .. forward 26.8. .. 315

B items out of 136 (7 selected)
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X 2% U 0] 328§

LA AFHQQIIK,

QQ

| Mew Firewall Rule

Gerieral Advanced |Extra Action Statisties

Sre. Address List:

DI=t. Address List:

LayerT Protocol:

¥

dh|(=| &% & T o0
# Action [Chain Sre. ..
o EFARESIER
13 M drop forward
o EFREAEEREINE
14 B drop forward
(i BREEEICNPHEE
15 g2 jump  forward
o HHEEREEE
16 &2 jump  forward
s JEERVIFE A RG]
17 Wa .. forward
¥ Eﬁﬂl’ﬁﬁiﬂﬂiﬁiﬂ
18 W a forward
i %JJ:QQ
19 3 drop forward

s PR EHICEEESA80F

20

21

Mdrop forward

o EEAEEHR

forward

W a

fEforwardft % H

|
ol
al
- |

Action:

i) 3

7 '| Mew Firewall Rule

Rezet Counters

D=t ..

1 (icmp)

B (tep)

YuSong

00 Eezet All Counters

0

]

0E

6.6, ..

0

]

0 E

0E

gh.6. ..

HE 7 R

General Advanced Extra Action |Statisties

forward

Frotocol |Sre. Fort |Dst. Port|I.. 0.|Bytes |Packets

315

2 EiE

0K

Cancel

Apply

Dizable

=)
|
I
|

%
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o 2% 15 [ 42

AR bR B R TIEREM 4, @idinterceptdl| R iz
7E/ip firewall filter add chain=foreward src-address-

] 4

list=intercept action=drop
RS WIE IS b e

e || = | % O ? 00 Beset Counters | OO0 Reset 411 Counters forward |[#
# dction  [Chain Sre... [Dst. .. |Protocel |Sre. Port |Dst. Port I .|0. | Bytez |Packets -
o FRERAT
13 3 drop forward 0E 1]
L ERFEREE
14 3 drop forward 0E 1]
o EREEFERENE
15 3 drop forward 0E 0
D BEERIIONPEER
16 g jump  forward 1 (iemp) 0E 0
L BREERE R
17 & jump  forward Z6.6. .. 315
s EEVIFRMMAR
1d W a .. forward 0E 1]
L R YIFBRHMAI
19 o ... forward 0E 0
v Epben
20 3 drop forward 0E 0
Do DR E L ICRERSU80E
21 3 drop forward B (tepl 0E 1]
L EERTEHIE
22 W a .. forward Z6.6. .. 315
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X 285 [|] $28 1] 5

B —~contentf 3R, XA EBATERE, X —LER/ 5T
2R, U 2web 11 P 285 R0 W 3 42 R

7| Firewall Rule <=

General Advanced Ewtra hction |Statisties | 0K ‘
Action: * | Eemadl ‘
Jump Targzet: |content ¥ Apply Bezet Counters || OO Reset 411 Counters forward ||
# ACT1ODL |[LOAlDl are. add. .. |Dst. Add .. |Pro...|Src. Port|Dst. Port|/In. ... |[Out.... Byw
v FEMET
13 M drop forward
o ERAREEERR
14 Mdrop forward
o EREEFERENE
15 3 drop forward
Do HEEEIIONPEER
16 & jump  forward 1 ...
1 BHEElRERE
1T & jump  forward
s BEVIERMME AR
1a a .. forward
¥ EﬁHPEﬁiﬂiﬁiﬁi'ﬂ
19 o forward
S ¥_IJ:QQ
_ 20 Mdrop forward
i REEE
: 21 &= jump  forward
s PRS- EHLICE R M80F
ze Mdrop forward B ...
L EERTEEE

23 Fa .. forward
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Y] 28 1y [a) 25 ¢

o fEcontent®EXH, Frit—action=drop 5EH]

Wwww.163.comf N Bt jE

o T LAfFEcontentiNINE Z N Bt e

de || == (o3| (O] | T |00 Rezet Counters

#
138

Gereral Advanced |Ewtra Aetion Statisties

Sre. Address List: |

DIst. Address List:

LayerT Protocol:

Con

fetion |Chain
B drop content

ten

t:

www. 163, com

i| -

-

-

F

| 6

00 Bezet Al]l Counters

Sre. Add .. |Dst. Add .. Pro... |Sre. Fort|Dst. Port |In. ...

content || ¥

ut. ... Byw

YuSong
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Layer 7#piX

7EROUterOS3.07 1IN 1 Layer7 P SU JETAE, Bk R A AL P 1 A0S
BT E, XA IRATE T Regexp M BIA HEAT 4, tH AT DL IS

AT gm i 1T I RouterOS il A 5 N Layer 7 3w i 51 3%

M Firewall
Filter Rules HAT Mangle Service Ports Connections Address Lists LayerT Frotocols
& =
Hame Regexp
@ 100bao i |'|'|
@ aim k[ m ] %L w7 7 7 7 ) [ flapon | toe_signon. #0x
@ aimweb. .. user—agent: aim,
@ applej. .. ajprot
QD ares “L[]E].?.'?|$
@ armage. .. YCLC_E|CYEL
@ battle. .. "4 |7HE-
Gbattle .. "M .MM 77771~ 1011 Phattlefield?
@ bgp ) el
@ biff “[a~z][a-z0-9]+@[1-9] [0-9]+E
@bittor. . " (Ubittorrent protocel |arver (§|zet fzcrapeh?info_hash=)]|. ..
@ chilka "CTPwvl. [123] Kamusta %3
@ cind 1 [0-4100-81: [0-81+. % 13
@ ciscovpn 7
@citrix 28X
@ counte. .. c#kestrikeCounter-Strike
106 1tems

YuSong

Il New Firewall Rule

General Advanced Extra Action Statistics
Sre. Address List:

Dst. Address List:

|unkmown

*|

LayerT Protocol:

Cancel
Apply

Disable |

nethios ~
nntp i
Content: ntp

opentt

peangywhere

poca

Sre. MAC Address: opd

quake-halflife

Out. Bridge Foert: quakel
radmin

In. EBridge Fort: rdp 2
replaytv-ivs
rlogin

Ingress Priority: rizp
R - {shoutcast
; =ip
ISCE (T0S): it
skypetoskype
“o|smb ¥

IS E S A EEAE W

Paclket Size:

Random:

Comment
Copy
Remove
Eeset A1l Counters
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RouterOSHISE IS

o SCERIRIPHBAE A SRS 2 H
P . EET?E*]ﬂpﬂﬁiﬂj H]%E%E[EI

61.231.12.33

JE SGEHAE \\

o SCRFIN TUSE i 1K) SRS i
SE SUE R wﬂﬂﬂﬁ

NEEER  SIPHAESIRH R

IP:192.168.0.7

o TIEHINthEPCC

é@@éé@é?@&&&
oopoooeooooe

@ odd 192. .20
@ odd 192.168.0.22

ot e ims o MRS HL AT LLAL S

192, 168, 0. 30
192.168.0.32
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BEEHRAIR AR 1

RouterOSEEZE Z ML HIBE IR, B8 RIEHI 70 Bo SR g %
sEpSAUE

T T R E a2 ] CAPRIC BE 5 € B H SRS R

o [ip firewall mangle mark-routing (SZFFJRE H b Al i HD
« /ip route routing-mark GZFERE H PRI HD

o [ip route rule table (SZ#riF HPREH)

(KNP LIPS g Ji0F

mark-routing = routing-mark = table

LA I E s, #EFEip route T EB R R,
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7 | New Mangle Rule

Action:

Hew Routing Mark:

5| New Route
General |Attributes
D=t Address: |0.0.0.0/0

Gateway: |etherl

Check Gateway. |ping

Type: |unicast

Distance:
Scope: |30
Target Scope: (10
Rounting Mark: |route?

Fref. Source:

RHIRFR 2

General Adwanced Extra Action |Statisties

mark routing

¥

routel

v Pazsthrough

7| Route List

Routes |Wexthops FRules VEF

+ &= | T

D=st. Address Gateway Diztance T

3 0.0.0.0/0 etherl unreachable I ront{routel
nec f=19° {RS 82 P A R I . | =P |routel
routed

all

|

A

7| New Policy Routing Rule

Sre. Address:
Dst. Address:
RBouting Marlk:

Interface:

Aetion:

Table:

182, 166. 0. 10

loolkup

route3|

Remove
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RHIRFR 3

fEip routeH € XS HI RN ¢ H

7| Route List

—

Routes |Hexthops Eulez VEF
g | = || % O ? routel |#
D=t. Address Gateway Diztance |Routing Mark | w
i [F0.0.0.0/0 etherl-tel unreachabls 1 routel
# | Route List @
Eoutes |Hexthops Bulez VEF
| = % O T ¥
D=t. Address Gateway Distance Routing Mark |
3 0.0 0000 etherf-cne unreachable 1 route?
" | Route List @
RBoutes |Hexthops BEulez VEF
= v|% AT ¥
O=t. Address Gateway Distance (Routing Mark |w
1 routed

s [F0.0.0.0/0 etherd-ads]l unreachable
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R IR &R

* ip route rulesZXFEAN HARIPHubE, DL 0 % & 248 E
)% 3R

o RlrulesiE RN —or B, ReA RSB T ARG AT
DU Fi 58 ZUAH M. ) % 2%

* | Route List @
Routes Hexthops Bules |VEF
& T
#||5rec. Address Dst. Address Routing Marl Interface Action |Table |
(0 192 165.0.10 lookup routed |
1 F weh looknp  route?
A B1.21.33.22 lookap routel
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JEIPHE IR ) 2R B %

o RATAM—E EHNLIPH192.168.0.107F F48 & Bl lH 5 £ 1%
o HETEip route xE Xroutel s H 2k B 5k

« SRJGLEIp route rulesE X src-addressfiiEIPHIbE, Jf5E X
Flroute 11 i =

B.| Route List

i | Route «0.0.0.0/0=
1 Routes HWexthops BRules |VEF 2
General |Attributes
g = X O T
Ost. Address: (0.0.0.0/0
= B8 / # Sre. Address DI=t. Addressz |Routing ... Interface |Action Table
Gateway: |etherl-tel | % | reachable - 0 182, 166, 0. 10 loclmp routed
1 loloap route?
o 7| Policy Routing Rule == @ S rontel
Check Gateway: b
. — Sre. Address: -
Type: |unicast ¥
D=t. Addres=s: 7
Dist ! s
1stenes Routing Marl: b
Scope: |30 Interface: -
Target Scope: |10
Routing Mark: routel ¥ - Action: [lookup ¥ Commex t
Fref Somoe: - Table: routed ¥ Copy
Remowe
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H brIP R &

o HARIPEHA =FJ73, (HIX BRI FEZIHAfpgr, @
15 P38 H R i 3R 508 T H AR 1Ptk 2% b

o E—Fh. fEip route’E X dst-address, WINJG BAEA R
o HE_Fh. fFip route rulei® X dst-address, VNG T 008 % th 2= M

A
5( % | New Route p
General | Attributes %—‘%[IJ X Policy Routing Rule <=

AE—
Dst. Address: 218 239 0724 Hig, iz ﬁ@

Gateway: |etherl-tel |® - Ost. Address: |B1.21.33. 22 -
Routing Marlk: b
Check Gateway: -
Interface: -

. :
Type: |unicast ¥

Action. |loakup

Distance: b
Table: routel

Seope: |30

Targzet Secope: (10
) dizabled
Bouting Marl: hd

Pref. Source: hd
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HPrIPt

bk

o JHIE T AcnchH M IEE H K 2lip route ruled f5, fEip route
VS TINZE B FH 2% R ) S AT FH A i

" '| Route List

KEoutes Hexthops Bules | VEF

a

53 items (1 selected)

ether?-cnc | # | |unreachable

unicast

30
10

CILC

=] [v]|¥ 9] T 7| Route <0.0.0.0/0>
# ||Src. Address |Dst. Address  |Routing ... |Interface |Action Table [* | General TEEEIETEE

3 R 58. 14.0.0/16 lookup oI
1 F 55.16.0.0/16 Llooloap cne Dst. Address:
5 F 55.17.0.0/17 loclmp cne
B 55.17. 128. 017 loclmp cne Gateway:
T P 53.18.0.0/16 loolp cne
g 53.19.0.0/16 lookmp o ek Befeper
9 53.20.0.0/16 Lookup one
m 53.22.0.0/15 Lookup oo Type:
11 P 59.60.0.0/14 Lookup oo
1z 55.100.0.0/15 Llooloap one Distance:
13 59.107.0.0/20 loclmp cne
E I = 59.108. 0. 0/16 loclmp cne Scope!
15 59.151.0.0/17 loclmp cne
B P B0, 0.0, 0/13 Lookup ene Uz S
1T B0.&.0.0/15 Lookup one Fouting Mark:
13 B0.11.0.0/16 Lookup oo
19 P BO0.12.0.0/16 locknp one Pref. Source:
2 F B0, 13.0.0/18 Llooloap one
2l BO.13. 188, 017 lockmp cne

|

L1

|
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S 1 o

iy 1 SRS 2% Hh 75 248 F mangle 1 AR 12 2% Hi
X HIRATE TR R B e, B isCAtep, B FRim 2480, AT
mark routing, FEhR1EHT IR HIERZE S web .

7| Mangle Rule =80=

General | fdvanced Extra hAction Statistics

Chain: |ifgget: *

Sreo. Address: hd
D=t. Address: hd
Frotocal: B (topl ¥ A
Sre. Port: hd
D=t. Port: a0 e
Any. Port: b

7| Mangle Rule =80=

General Advanced Extra Action |Statisties

Action: |gls sglaihaty

| [

Hew Routing Mark: |web
Pazsthrough
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T

D=st. Address Gateway
A 0.0.0.0/0 etherP-cne reachable

iy I SR %

o fEmangle  briciF i 5, fEip route s B webdric i/
K, ARSI IE XN 2 R AR T 80w 1 ) SREE KN, FCE 5
AI AT AR

B Route List
Routes |Hexthops Rules VEF

2

22

web ¥

Distance Routing Mark

—_
-

7 | Route <0.0.0.0/0=

General |Attributes
D=t. Address: |

Gateway. |etherZ-cne || # | |reachable

Check Gateway:

Type: |unicast

Distance: |1

1 Scope: |30
1te

m Target Scope: |10

RBouting Mark: |web

YuSong
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¥ 1 SRS % H 2

o IR ML, fEip route rulefii B T S FFEIN], FATEL
T EL{Eip route rule B E X webr)#E K .

i Route List £3
Routes HNexthops Bules |VEF

= ¢ ¥ O T
#|[5re. Address O=t. A .. Routing Mark |Interface|hction |Table -

0 192 1658.0.10 lookmp routed
1 weh lookup web

2 F 7 mutel
3 F | 7/ Policy Routing Rule <web=

Sre. Address: |

D=t. Address:

-
-

Routing Marl: |web ¥ | . Apply
-

Interface:

Action: |loolkup

Table: |web
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Hiux

L3RI B H 1

o A ERER TN

TEETR E RS H 2, {Hip route

rule®: 25 AN R Be4a € IPHIIE B, ok RN i e AR IESL )
hnk, Ak S5 ARk Al REAEAEARE SR Bl SR I T VIP

o AT
S

o Bl BATT T B BONS Z T AL ) 6 SRS, 7E 4

g o AT AT LUK

N ENL 0 SR AT HOAE R, ol A

HHIZHE, IXFE I A B

 JEitip firewall address-listiE X Huhk%)%, FH:7Emangled

PRiC B 20
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otk 5|3 B BF 2
o AMTE SIS 58 (1P HL L 5 A e 0B

 fEip firewall address-list ¥s N4 % N “servers”

o ENHMLHEARIK ] PUHE EEIP, IPHuEYE A
IPHbHEEE, W

|

il

Jdh

7| Firewall @
Filter Bules HAT Mangle Serwice Ports Comnections Address Lists |LayerT Protocols
+ v a1
Hame hddress -
& servers 192, 168.0. 241 :
@ zervers 192 185.0. 235
@ =ervers 192 165.0. 243
@ =ervers 192 165.0. 231
@ Servers 192, 165. 0. 221-192. 165. 0. 230
@ = rs 192,165, 1. 0/24
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k3 R BB 3

 {Eip firewall manglefricserversijhilil 51 2% % H

o RN N M HLEF AT B src-address-list, % B servers
bk %2, 3 X new routing mark JNservers

5| Mangle Rule <80=

General Advanced |Extra Action Statisties

|

1 b

Sre. Address List:

D=t. Addresz List:

1

LayerT Protocel:

7| Mangle Rule <80=
General Advanced Extra Action | Statistics

Action: |mark routing

LAEE |

Hew Routing Mark: |serwvers
Pazsthrough
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k3R BB 4

it A\ip route yserversig HARICE V. EFH R, FaE M KA
etherl-tel

NEARIRIGEAT IEH, 7Eip route rule s In A |

7 | Route <0.0.0.0/0=

General | httributes 7 | Palicy Routing Rule =servers= @
Ost. Address: Src. Address: | ™
Gateway. |etherl-tel | # | |reachable S D=t Address: b
Check Gatewsy: - Routing Mark: |serwvers ¥ |
Type: |unicast = Interface: hd
Distance: |1 - hetion: |lookup ¥ Commen t
Scope: |30 Table: |servers * Copy
Target Scope: |10
RBouting Mark: |servers ¥ | disabled
Pref. Source: hd
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Mk 5 R KT HE 4

o FHEMIER NS, IRA1FEEAip address-listiE XA E L H (B EIPHY
Hk, R E3)E vodd (B EUIPHIAE)

o X JEHIERVE Mserversik S 2R IARICAHTE, X AR HubE ) 2R 5 g T
TR HE SRS, A St e DA FH 31 3 b dthlk SRS 4% e

1] Firewall B2

Filter Rules HAT Mangle Serwice Ports Comnections Address Lists |LayerT Protocols

g = ¢ O T W11 [[#

Hame hddress

@ odd 192163, 10.9

@ odd 192, 163 10. 11 .

@ odd 192, 168, 10. 13 # | Firewall Address List <odd= =

@ odd 192,168, 10. 15 _ —

@ odd 192 168. 10,17 B E

@ odd 192, 164, 10.19 Address: (192165, 10. 39 -

@ odd 192, 163 10. 21

@ odd 192 164,10, 23

@ odd 192 163 10. 25

@ odd 192 163 10. 27

@ odd 192, 165, 10. 79

@ odd 192, 168, 10, 31

@ odd 192, 165, 10. 33

@ odd 192. 168. 10. 35

@ odd 192, 168. 10. 37

3 odd 192163 10. 39 ™
19 items (1 selected) dizabled N
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RESZH G M FE

iH I Mangle bR 1c FRATT AT BLUR ik 571 28 A 1 1) 5 0 %
HAH A

U0 T 805w I, FRATTAT A & 2R bk s bk 51 2%, AN
b AT EIP ENLAE TR RE B o H 1T

ol HE R 2 2 H PR i AN E 1 H"E’JH?‘&H p
IR S Emr A« BIAER R, BieT DLHERR 1%
hbkA R0 H

7 | Mangle Rule =20,8080=
General Hdvanced |Extra Action Statisties

Srec. Address List: | | -

D=t. Address List: [} |mowie ¥
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RouterOSH 5 2 #7
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RouterOS Nth

[ = /

v
(&2
n-+- 10,9,8,7,6,54,3,2,1

4 5 (1]
7 8 9
n +1 w2

YuSong

VL Oy RE 1 28 NI 1) Eedfs 2
%@Fﬂ%ﬂmuo X s B BT AR iC A
I

Nth ) — i as i = 7T LT 2L
16/ 1

Every — ILACfrevery £z £,
5] i 46 & Counter (iH%281H)

Packet — VL 45 5E I BHE 3,
Flhn, Nth=3,1, VLEC3 MR
AL EE 1A
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Passthrough X} Nth fJ % i)

fERouterOSH s HLAH [ HINthas B, FH

- Mang|
A AR E RN, S PassthroughZ passthroughi
£ (Passthrough 42 154 1% 0 2508 4 W -4IPKE=(A. B. C. D. E}

) AR, noNiFE1Lm TR RIE, yesl
FA Ak S 17 RAR D) o B FRAS [ R 30 0]
fic & 772 .

¥} W RC=(8. C. D. E
21 e & &

X B R i 4
M T (9%dE=(C. D. E}

A2
H o B FTEMangletsic fl gk EdE 2R H

FIFOSG ik 2e &, B FAE 34T, & p——
fITE R B Mangle FINthEL I, 75359 & R # F it B K HE=(C. D. E) |
1

e W
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PassthroughXtNth K3z

o EHEIRMARICHNMNANA, BI—2% 812, H—%ktAL2,

B EIERE L, AT AT P R TR &

lﬂﬁﬁ;’*’n%ﬁﬁﬁi lﬂﬁﬁ:’*’n%ﬁﬁ?ﬁ

A #Ric1/2 ik Nth=2,1 | KA $Fig1/2 HE Nth=2,1 |
AT, kb |
lﬂﬁiﬁ%ﬁlﬁl iz i ﬂ R 200 Bl

MNB FRiCH FifiE Nth=2,2 | mme  kricE T e

YuSong
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PassthroughXtNth K3z

MIBRAT T BB AR AMC AR, BEHNINL/3. B E
JHEFFEE WM, tnFE

lﬂﬂﬁmﬁﬁﬁﬁ lﬂﬂﬁmﬁﬁﬁﬁ

HURIA $Ri21/3 st Nth=3,1 | WIIA BRE3 Bk Nth=3,1

I s Y

L | e FTZSREHTH iR
AMBAH I, Hihb _
BAHR ARG T e /200 B
mmic ﬁ;ﬂlﬂﬁﬂaﬁ | RIC BRIt T i |

YuSong 129



EH 5] 1/4

o MRIENthAY I PATA] DLROR 2 A
IR 7 N2, B — 4Ly ar
E, R EER:, RIAEuE
OREEE, ARBUE T R .

. %iﬁﬂ‘lﬁﬁéﬁﬁ/—%i@%#ﬁ%ﬁﬂ
new, BETEESTH)IERE, X IEH R
Uﬂtﬂlyfﬁﬂ'ﬂ s, BEUCHT SRS T
Eré%?%): SERE AR S e R 26

o BATMEIARERY, RIEKH

# 37 1% Bconnection=new, ¥ %}
A TNt ARIE, P sz
FHI ) &7 L (odd) A1 2L
(even) .5 &ET, ﬁﬁ%ATH
HIEES <|SP1'3|SP2> H 2
MR PR FF R IROE L )RR
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NthE4| 2/4

|PH Ak B B

5 | Address List (=5
+ T
Address Hetwork Broadeast Interfac
P10 11.0.2/24 10.11.0.0 10.11.0. 255 wanl
P10, 12.0.2/24 10.12.0.0 10.12.0. 255 wan?
P19 188, 10. 1/24 192, 168.10.0 192,163, 10, 255 lan

7Eip firewall mangle F Fric & B AEELAINth, A BB EARd, A EINthiZE sl
044 hodd, EEUERRICE % Neven, FATEU RS bR iC EX 4 NISPL, R AEEH
% AR 1IC B 44 NISP2

# | Firewall (23]

Filter Bules HAT Mangle Serwice Ports Commections Address Lists LayerT Protocols

i = fieset Counters || OO Reset A1l Counters all *
#| [Action Chain In. Interface Comnnection State Nth/Ewery Hth/Packet Fassthrough Hew Comnection Mark|Hew Routing Mark w
o TRCETED
0 #mark conmection prerouting lan mew 2z i L yes _odd .
1 #mark routing prerouting lan Tes I5FL
s ATIREE
2  #mark conmection prerouting lan new z 2 wes even
3 #mark routing prerouting lan ves ISF2
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NthE-451 3/4

NATHEZ &

# | Firewall =%
Filter Bules ¥AT |Mangle Service Forts Comnections Address Lists LayerT Protocols
g | = | % (O ? 00 Reset Countersz || 00 Reset ALl Counters all ¥
# hction Chain Src. Ad .. |Ds. .. Pro... |5.. # D= .. |I... |Out... . Bytes Packetz
0 =lmasquerade srenat wan? 26.0 EiB 294
- 1 “|masquerade =srenat wanl 26.0 EiB 294 |

HENip route 1 B & EH RN, BB 10.12.0. 1% M ISP % HiARic, 10.11.0.1%F M
ISP1M & AR, FRATAL10.11.0.14F 5% 22 A 5 BRI 5%

# | Route List =%
Routes |Rulaz

gk ? all | #

Destination Gateway Gatewa. .. [Interface |Distance HRouting .. -

A5 000,070 10.12.0.1 wan? 1 ISFZ

A5 000,070 10.11.0.1 wanl 1 ISF1

s 0.0.0.0/0 10.11.0.1 wanl 1

DIAaC |=10.12.0.0/24 #ans 1] 1C
DAC 10011.0.0/24 wanl 1] 1C
IAC =192, 183.10.0/24 lan 1] 1<
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NthZ41 4/4

o Nth LR, B — LB ARANZORIP I UE A ke
RIEHETTIT, DRUONRRGE AR 2l I A A [ IPHBAE 25

fRUGIXAN B, R IR ETCPHMNY 1443518443 13|
~%%E@éﬂ%ﬁ%i, 1 B AT ENth N 2 7, 3%
& passthrough=no.

F | Firewall @

Filter Rules HAT Mangle |Service Ports Comnections Address Lists LayerT Protocols

o || | % 0| | T |00 Rezet Counter 00 Bezet 411 Counters prerouting | F

# Actlon Chain Protocol |Sre. Fort|Dst. Fort |In. Inte. .. |Out. Interface |Bytes Fackets b
A mark routing prerouting B (tep) 443, 5443 265.9 KiE 3 189 a

coonthelfE
#mark conm. .. preroutin

1] t

1 t 197.9 EiB 330z
2 A mark routing preroutin

3 t

4 t

834, 3 KiB g 0gd
oo nth-2f2
#mark conm. .. preroutin
A mark routing preroutin

197.9 EiB 3 302
£7T43.3. .. 23 441

LU LU ] L]
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« PCC (per-connection-classifier) #FiXi%

P RAR

RouterOS PCC

o S A, AR i 5

13474

o FREMEL

AN

~Nth
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PCCEAHE

/ip firewall mangle add chain=prerouting action=mark-connection
new-connection-mark=1st_conn per-connection-classifier=both-
addresses:3/0

/ip firewall mangle add chain=prerouting action=mark-connection
new-connection-mark=2nd_conn per-connection-classifier=both-
addresses:3/1

/ip firewall mangle add chain=prerouting action=mark-connection
new-connection-mark=3rd_conn per-connection-classifier=both-
addresses:3/2

per-connection-classifier=both-addresses:3/0, X 52 3K,
ﬂJXﬂXﬁﬂﬂhbﬁ T, 3I0N—HE3IFZH N, ©XFHE—%, 31N
e 4k, LJLH:*?’E
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X 28 PCCE 43

A R0 [v) B bk S B 67 2
X HIRATESN 27 WAN H
T\El.li anlﬂlwanz, mé%ﬂ: 10.2010,15.1

10.200.100.2

=

ISPli&ii10.200.15.99/24, A EHLhE/  hRHuht 2/0
*: 10.200.15.1;

TRt ik B drtbdit 2/1

ISP21141:10.200.100.99/24,
5% 10.200.100.2;

Y IPHE192.168.100.1/24;

Ja FIDNSZ2 /7268, H
%gz.las.loo.lﬂﬁwwDNsﬁﬁ
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PCCHELE 1

IINPHLEFIDNS

5 | Address List [E3m]
Tr T
Address Hetworlk Broadecast Interface b

rl0. 200,15, 997/24 10,200,150 10.200.15. 255 wanl
SP10.200. 100, 99724 10.200.100.0 10,200,100, 255  wan?
P192. 165, 100, 1724 192, 165.100.0 192, 185, 100, 255 lan

5] DNS 22
Statie Cache

# -
7 | DNS Settings

Primary DHS: | 0E

Secondary DNS: (0.0.0.0 Bemasll

HElg

v #low Remote Requests bpply
Max UDF Packet Size: |51Z2

Cache S1ze: 2045 EiE

Cache Wzed: |45
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PCC ECE 2

« HEA\ip firewall mangle B fEprerouting L7 & —4H AN, & E
per-connection-classifier=both-address:2/0, M i%#s B $#2H
B FH AR

/ip firewall mangle

add action=mark-connection chain=prerouting dst-address-type=!local \
new-connection-mark=1st_conn passthrough=yes per-connection-classifier=\
both-addresses:2/0 src-address=192.168.100.0/24

add action=mark-routing chain=prerouting connection-mark=1st_conn \
new-routing-mark=1st_route passthrough=yes src-address=192.168.100.0/24
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PCC ECE 3

« HEA\ip firewall mangle B fEprerouting L7 & —4H AN, & E
per-connection-classifier=both-address:2/1, Mz B2 EL
% PRI

/ip firewall mangle

add action=mark-connection chain=prerouting dst-address-type=!local \
new-connection-mark=2nd_conn passthrough=yes per-connection-classifier=\
both-addresses:2/1 src-address=192.168.100.0/24

add action=mark-routing chain=prerouting connection-mark=2nd_conn \
new-routing-mark=2nd_route passthrough=yes src-address=192.168.100.0/24

YuSong 139



PCCCHE 4

1% F src-address=192.168.100.0/24 ¢ Hihl- 36 FE #ric PCC, % ZPPPoEL 5
PR, XEERTR, WX PPPoEIE 2k i RouterOS, Wl K&

Filter Eules HAT Mangle |Serwice Ports Connections Address Lists  LayerT Protocols

o T Feset Counters || OO Reset 411 Counters all ¥
# | Action Chain Sre. Address Fro...|In. ... |Per Commection Classifier EByw
0 #mark commection prerouting 192 165, 100. 024 both addresses:Z/0
1 #mark routing prerouting 192, 168, 100. 024
Z  #mark commection prerouting 192 165, 100. 024 both addresses: 271
3 #mark routing prerouting 192, 163, 100, 0/24

AT R 5 Ein-interface [ 7 R4 & src-address [ Hu bl 75 FEl 51 PCC, #5% &
2 IP_E W IR A Z AR, BT DLE R FER 72, WM
7| Firewall 5w

Filter Bules HAT Mangle |Sarvice Ports Conmections Address Lists  LayerT Protocols

| = | % O ? 00 Rezet Counters 00 Rezet A1l Counters prerouting | ¥

#| Action Chain IIn. Interface |[Per Comnmection Clas... Hew Comnection Mark B .. |w
i1 peel

0 #mark comnmection prerouting lan both addresses:2/0 l=t_conm 0OE

1 #mark routing prerouting lan 0E
1. poce

2  #mark conmection prerouting lan both addres=zes: 2f1 Znd_conm 0E

3 #mark routing prerouting lan 0E
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PCC %

P

AcE 1

A & SEbric G djE, FATTHENIp routelic & ¥, WE 713
BTFIARIC S, A ES IR ], A BT [ R S R R 1Y)

routing-mark % HFric,

5 Route =0.0.0.0/0=

General |ptiributes
Destination:
Gateway:

Gateway Interface:

Interface:
Check Gateway:

Type:

Distance:
Scope:
Target Scope:

Routing Mark:

10. 200. 15.1

wanl
ping

unicast

1
30
10

l=t_route

Pref. Source:

dizabled

active

*

*

PN

5| Route =0.0.0.0/0=

General |jttributes

lestination:

= Gateway:

- Fateway Interface:

Interface:

- Check Gateway:

¥ Type:

- Distance:

Scope:

Target Scope:;

-~ Eouting Marl:

N Pref. Source:
stati dizabled

YuSong

10. 200. 100. 2

WAans
ping
unicast
1

30

10

Znd_route

active

+

*|

L1

|

statl
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PCC % B 2

IS INSEM IS G, FRATTE 15 B % Y BRI S R 884y 26 16 R
ml, ERAMcdistancel, #&1rR><distance i B N2

f | Route =0.0.0.0/0= # | Route =0.0.0.0/0=
General | jttributes General | jfttributes
Destination: | Destination: |0.0.0.0/0
Gateway: |10.200.15.1 - Gateway: |10.200.100. 2 -
rateway Interface: - Fateway Interface: -
Interface: |wanl Interface: |wan?
Checlt Gatewaw: ping e Checl: Gateway: ping g
Type: |[unicast ¥ Type: [unicast ¥
Distance: |1 - Distance: |2 -
Secope: |30 Scope: |30
Target Scope: |10 Target Scope: (10
REouting Marl: b Routing Mark: hd
Fref. Source: - Fref. Source: -
dizabled active stati dizabled stati
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o MlESTEASEW T

PCC

X

7 | Route List ==
Routes |Rules
g = X O T all ¥
Destination ateway atewa. .. [Interface Distance |Routing Mark [Fref. S... ¥
o EhE 5
A5 0.0.0.0/0 10,200, 15, 1 wanl 1
s EAE R
3 [F0.0.0.0/0 100200, 100, 2 wans 2
oo ThERAERICRE
JF0.0.0.0/0 10,200, 15. 1 warl 1 1st_route
o DTk E2
AS F0.0.0.0/0 100200, 100, 2 W ane 1 2nd route
DAC 10200 15. . .. wanl 1 10,200, 15. 99
DAC 10,200 100, .. W ans 1] 10,200, 10. ..
DAC 192 183 10. .. lan n 192 188.1. ..
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PCC I HACE [FIFER

FEESHIXE
ﬁaﬂ] E O M FE—Awan F3EN R EFEX A 111
2517 0] v, B BEPRIUEE EE 1 AE A B AT AR —
/\wan BN PN ]

o FATHFTEELEmMangleinputsE & EAric TG &
wan i3 AR, FHRAbAT 18 outputiE K ik B
214 [=] 7 % B B A]
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PCC B HACE [FIFER

3t Nip firewall mangle H 7Einputt & ¥s 2% in-interface=wan1fllin-interface=wan2
RN, IR BV 1st_connfli2nd_conniZEf: B

(=)

| Firewall

Filter Rules HAT Mangle |Service Portz Connections Address Lists  LayerT Protocols

L ? Fezet Counters 00 Bezet Al]l Counters input ¥
#| Action Chain |YIn. Interface |[Conmection Marl |Hew Conmection Marle Hew Routing Maw
‘4 #mark conmection input wanl l=t_conm

5 #mark conmection input wans Znd_conm

SR JE1Eip firewall manglefjoutputfE &+, ¥ilst connfi2nd_connt 5 A 1st_route

F12nd_route
=

2| Firewall
Filter Bules HAT Mangle |Service Ports Connections Address Lists LayerT Protocols
L AR A ] ? 00 Rezet Counters 00 Bezet Al]l Counters cutput ¥
FPackets -

IIn. Interface |[Conmection Marlk [Hew Bouting Mark B ..
l=t_conm l=t_romte 0OE 0

Znd_conm Znd_route 0OE 0

#| Action Chain
‘B #mark ronting omtput
T #mark routing output

YuSong 145



PCC NAT##

o T, FRAMTSERNATHIN A E, FHwanl
Flwan24 BL s I 4cmasquerade [ £ 2 51
Il

# | Firewall 3]
Filter Bules YAT |Mangle Service Ports Conmections #Address Lists  LayerT Protocols
o T Feset Counters || OO Feset #11 Counters all
# Action Chain Sre.... |Ds. .. |Fro...|Sre. Port|Ds. .. In.... |Out. Interface |Eytes Parw |
- 0 #lm.. s=renat wanl 3923 KiF B
1 “#m. .. srenat wans 413. 0 EiB 5
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| Route List

(=)

Routes |Hexthop= FEulez VEF
k= | % (O T a1l ¥
D=t. Address Gateway Distance |Routing Mark Fref. iw
3 [F0.0.0.0/0 prooe—out]l unreachable 1 romtel
5 0.0 0.0/ prooe—out? unreachable 1 ronte?
3 fF0.0.0.0/0 prooe—outd unreachable 1 ronted
3 fF0.0.0.0/0 prooe—outd unreachable 1 ronted
I F0.0.0.0/0 pppoe—outs unreachable 1 routes
ey [0 0.0.0/0 pppoe—outh unreachable 1 routeh
5 [F0.0.0.0/0 pppoe—outl unreachable 1
s [p0.0.0.0/0 pppoe—out? unreachable 2
DAC =10, 200. 100.0/24 etherl-lan reachable 1 100200, 10 @
DAC 192, 168.0.0/24 etherl-lan reachable a 192.168.0| & Commections  Address Lists LayerT Protocels
DAC 216,16, 16.0/24 wan? unreachable 1 216,16, 16
DAC | 215.15.18.0/24 wanl urreachable 0 215.15. 15| Counters || 00 Reset A1l Counters prerouting | ¥
e e e Address |Per Conmection Clas. .. Hew Conmection Mark B. |
cio opeel -
1 #mark conmection prerouting 192, 168 0. 0/24 hoth addresses:6/0 prel |
2 @ mark routing prerouting 192, 165, 0. 024 C
oo pece
5 & mark connection prerouting 192, 168.0.0/24 both addresses: 671 peoe C
B #mark routing prerouting 192, 163, 0.0/24 C
E .. peed
E 9  mark connection prerouting 192 1683 0. 0/84 both addreszes:B/2 peed C
10 #mark routing prerouting 192, 165. 0. 0724 C
vo poed
13 #mark connection prerouting 192 163.0.0/24 both addresses:6/3 peod C
14  #mark routing prerouting 192, 165, 0. 0724 C
oL peco
1T  # mark connection prerouting 192, 163.0.0/24 both addresses:B/4 pees 1..
18 #mark routing prerouting 192 183.0.0/24 1..
ii: pech
21 @ mark connection prerouting 192 168.0.0/24 both addresses:B/5 pech
22| A mark routing prerouting 192, 163. 0. 0/24
4

12 items out of 24 (1 selected)
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PCCHC & A&

:global interface "etherl-lan"
:global pppoe "pppoe-out"
:global address "192.168.0.0/24"

.globaln 6
:for i from=1 to=%n do={
2log info "al"

/ip firewall mangle add chain=input in-interface=($pppoe . $i) action=mark-
connection new-connection-mark=("pcc" . $i)

2log info "a2"

/ip firewall mangle add chain=prerouting src-address=%address per-
connection-classifier=("both-addresses:" . $n . "/" . $i-1) dst-address-type=!local
action=mark-connection new-connection-mark=("pcc" . $i)

/ip firewall mangle add chain=prerouting src-address=%address
connection-mark=("pcc" . $i) action=mark-routing new-routing-mark=("route" . $i)

/ip firewall mangle add chain=output connection-mark=("pcc" . $i)
action=mark-routing new-routing-mark=("route" . $i)

}
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RouterOS QoS
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RouterOS Queuez&#l

LA

H 2R

FIFO — it o iy, #leEb\SKE (R fEbytesny

Packets)

 Simple queueH AL H K12 PFIFO

PCQ — BRRERER\Y, — P = 3% i s 18 i) H

PLSG 2 15 | SR B
HTB — &2t 4 A, 2T Queue treeft] —FhEEZ AR

516 H AL o 425 1) 5

I
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Sim

ple Queue 1

o fa]FAPAF B EC B 7E queue simple R InFRN, R 2

192.168.0.25[1 3

=LA

=Rl

e target-addressi¥ & 1

47 % 480kbps, downloadsE T

B Queue List

Simple Quenes | Tnterfac

CHLEIPHBIE, Max-limitfjupload &

177 i N960Kbps

e Hueunes Queune Tree Oueune Types

Q ? Bezet Counters 00 BRezet Al]l Counters
N .
g L | New Simple Queue
1 General | pdvanced Statisties Traffie Total Total Statisties
2
3 Hame: |
4 X ~
5y Target Address: 192,165 0,25 —
B X
T v| Target Upload w| Target Download
Max Limit: 4801k ¥* | 980k ¥ | bitsfs
¥ Burst
*— Time
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Simple Queue 2

o NEEOMTEIET], R Z AL IEOL T, FATA L@ simple
queue & X EEA ENLIRE B IR AN D 1 5

o FAIALERE Xtarget-addressZ4, 1M et Hdst-address, FHtH
interface, X B AU4E LB Zl2tp-outl, BJH EHIVPNE M,

o fHiZ, XEPWREHTEMNRIES, RBluploadtE% M7, download
HE FAT 5

7 Simple Queue <zw25= 7| Simple Queue =zw23=
General |pdvanced Statistics Traffic Total Total Statisties General Advanced |Statisties Traffie Teotal Total Statisties
Hame: | EZE: | |-
Target Address: w TPacket Marks: -
¥| Target Upload | Vet Tapmilaed D=t. Address: |[192. 165.0. 25 Fs
Max Limit: [960 * | 480k ¥ | bitsfs Interface: |1Ztp-outl L
¥ Burst
1_'11-5 Target Upload Target Download
*— Time
Limit At: |unlimited ¥ unlimited ¥ bitsfs
Bueue Type: |default-small * default—=small ¥
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. > 'i y
» -
SimpleB\FI i B KL B
" | Queue List
Simple Quenes |Interface Quenes Huene Tree Rueue Types
ok == o || [(D| || |00 Eezet Counters || 00 Eeset All Counters
# Hame T.. |Bax Max Limit [Tz Max Limit |]E=x Tx
& 8 cnel92 165.0.8 TOOk 3001k T35.5 kbps 10,2 kbps
=1 & encl9z 163.0.82 TOOk 3001 T25.5 kbps 9.7 kbps
11 & cnel9z. 183.0. 13 TO0k 3001 BT3. & kbps 22.0 lkbps
4 & cnel92. 163.0.6 TOOk 3001 T19.1 kbps 11.0 kbp=
1 & cnel92 163.0.3 TOOk 3001 B33. T kbps 14.0 lkbps
T & cnel92. 163.0.9 TOOk 3001 550.1 kbps 16. T lkbp=
23 £t onel 92, 163,025 TOOk 3001 494, 2 kbps 12.T kbp=
137 8 te1197 165.0. 25 oS00k 3001k 469 & kbps 316.6 kbps
164 8 te1197 165. 0. A0 oS00k 3001k 250. T kbps Z50. 4 kbps
1534 £t tell9z. 163.0.25 00k 3001 274.5 kbps B5. 5 kbps
5a £} enel9Z. 163, 0,61 TO0k 3001 220. T kbps B.3 kbps
45 & cnel92. 183, 0. 47 TOOk 3001 193. 1 kbps 2258 kbps
113 & tel192. 163.0.4 500k 3001 153. 1 kbps 2BT7.9 kbps
103 £ enel 92, 163, 0. 110 TOOk 3001 120. 7 kbps 5.7 kbps
1585 fEtell9Z. 163.0.79 S0k 3001 113. 3 kbps 227.5 kbps
1a7 £ enel 92, 163.0. 109 TOOk 3001k 5.5 Lbps 12.8 kbp=
199 £ tellD2. 163.0.90 oS00k 3001k 6. 4 Lbps 11. 2 kbps
151 £t tell9z. 163.0.72 00k 3001 T5.1 Lbps 2T.4 kbps
211 1 tell92. 183.0. 102 500k 3001 T4. 6 Lbps 228.8 kbps
219 £ +el192. 163.0. 110 500k 3001 B9. 8 Lbps 3.0 kbps
53 % enel 92, 168, 0.55 TOOk 3001 B4, 8 Lbps 38.2 kbps
210 £ +el192. 163.0. 101 500k 3001 49,0 Lbps Z. B kbps

230 items (1 selected) 50T7.3 KiB queuned

452 packets queuned
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Simple queue

e {EQueue AT H B AZSimple

gqueue
Queue

SXAFIFO (Scitifizk
i —41IP¥#E={A. B. C. D. E}

« Simple queue Sfirewall#i | Z51LL e

Queuei M F i #iE={B. C. D. E}

WU, Ab3 (5O % CPUSH R i%t
A B

ueue #‘]
BIE, FEAOAUGRE R LR, 8 2@
IR 100046 Simple queue ], AR 473 }iﬁ.ﬂii‘méﬁiﬂl I
WrEE 199945 FH ] (L BE I kb queue i &)
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PCQJR¥1

FIFO Queue Size =

O
R
—

——

= LA

RERIER ) IS0, SR SN2 M = A i 2
HEAT 2R, X IPMGG 5 S, XA R IP b sl 3
GRESTEe:
PCQ
IN
]
I
: FIFO 1
| |Grouping FIFO 2 FIFO
=l b —< >—
| Ciasgiﬁer Al FIFOT—IEIIS_I )
: . Bl
I
I

PCQ Limit
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PCQJ:

PCQ-rate=4M
2R P 4atEP il
| M | 1.TM I -
| 1.TM I =
_ | am
R e e
m )| am
1.7TM
an DT D e
PCQ-rate=0
1TRP 2R P AR
1.TM
6M
Queue=PCQ-rate
Ma;-;rimit=;alzm 12M 1.7M
-EI-P
.

1.7TM
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192.168.0.1:1240 > 10.0.0.2:80

192.168.0.1 -> 192.168.0.2 > 192.168.0.3 ->

192.168.0.1:1241 --> 10.0.0.2:80 —=10.0.0.2:80

192.168.0.1:1242 = 10.0.0.2:80

192.168.0.1:1243 --> 10.0.0.2:80

1892.168.0.1:1244 = 10.0.0.2:80

192.168.0.1:1245 > 10.0.0.2:80

> 10.0.0.2:80
-z 10.0.0.2:80
== 10.0.0.2:80
- 10.0.0.2:80
== 10.0.0.2:80
~=10.0.0.2:80
-z 10.0.0.2:80

=>10.0.0.1:53
-==10.0.0.3:21
== 10.0.0.3:21
=>10.0.03:21
==10.0.0.3:21

-=10.0.0.1:8281
== 10.0.0.1: 27015

=2 10.0.0.0.1:53
== 10.0.0.0.3:27015

== 10.0.0.3:27015

182.168.0.1:1247 > 10.0.0.2:80
192.168.0.1:53 -->10.0.0.1:53

192.168.0.2:53 -->10.0.0.1:53

192.168.0.2:2302 --> 10.0.0.3:21

|
|
|
I
I
I
|
|
|
|
|
|

I
I
I
I
I
I
I 1892.168.0.1:1246 = 10.0.0.2:80
I
I
I
I
I
I

192.168.0.2:2303 > 10.0.0.3:21 —>10.0.0.1 —>10.0.0.2 —>10.0.0.3
192.168.0.2:2304 --= 10.0.0.3:21 62 168.0.1:1240
182.188.0.1:1 - .
I 192.168.0.2:2305 > 10.0.0.3:21 i 182.168.0.1:1241 - lgg:gggm -
192.168.0.1:1242 --> -180.0.2:2303
I 192 168.0.3:4267 --= 10.0.0.1:8281 192.168.0.1:53 == ) 192.168.0.2:2304 =>
: s ool y 192.168.0.1:1243 > .
182.168.0.2:53 —= 192 168.0.1-1244 = || 192.168.0.2:2305 -
I 152.168.0.3:27005 --> 10.0.0.3:27015 I 192.168.0.3:4267 —= 192'153-0'1 :1245 o 192.168.0.3:27005—>
192.153-:}.1 12“6 — 192.168.0.2:27005—=>
I 192.168.0.2:27005 --> 10.0.0.3:27015 | 192'15&"}'1 :12"? ot 192.168.0.1:27005—>

| 182.168.0.1:27005 > 10.0.0.3:27015 |
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PCQ winboxBit &

-
r '
| B i
2] Queue List & Queue Type =down= (2]
Simple Bueuez Interface Huenes Huene Tree Hu
Tvpe Hame: |du:uwn | 0
[+[=] o o Lo |
Kind: |1:u:q ||+| Cancel
|T5rpe Hame ! |Kind |
defanlt pfifo Rate: |1m | Apply
default-zmall pfifo —
ar e Linit: [S0 | | oy |
ethernet-defanlt pfifa ..
Total Limait: 2000
hotzpot-default =fq ’ 1m | |
synchronous-default red — Classifier
r: up pog :‘ [] 5re. hddress DI=t. Addrezs
wirelesz—default =fq [] Sre. Port [ Dst. Port

}TE -:I,I'p:i
Type Hame: @ | 0K

Kind: |P'3'31 "*l Cancel

Hil

Rate: |256k || erly

€ itens Limit: [50 |

Copy

Total Limit: (2000 N

— Claz=ifier
Sre. Address [] Dst. Address
[]5re. Port [] pst. Port
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PCQZ 4L

7| Queue Type =down=

= ) e
e o [ o ZANNEEBHI401H
Kind: |peq ¥ _
E (total--
{ Linit: |50 |Im|t/||m|t:2000/50240)
Totsl Limit: 2000

Clas=ifiar
Sre. Address v Dst. Address

T o fRRITIZDLIE INtotal-limit

motalimi=x, WagaE e R limit
JX* (2000byte+200byte)

LA 4 H12000byte o (ELZRERIEREAF P BAF
B 2000yte (limit)3RE10-20 M 48 .

total-limit=2000=<4.2MB RAM
total-limit=5000=<10.5MB RAM
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P IEL B 233\

LI NBC E AR T B, SRR SRR [H

i 2V = B A nat e e 7 2 4R e Y Rt Bk AT AR R R

nat 95 € 7 X -RTE 2 20 MRy A B2, IR ORUE 2K 4
ipSURE/ S EF

B I R simiple, 7 5 B A T S AL O
s BT

%ﬁ%ﬂ‘%%ﬁﬂ%%ﬁﬁiﬂ%& N Ebrid B Mr#ds, wE
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R

218.18.18.1

#HABERED Tel
In-interface=tel &}

218.18.18.8

F Wt e |

192.168.0.1

Lan it ALANEEDO
In-interface=Lan I {&

&

192.168.0.0/24

S 28 N, B 5Pk
218.18.18.8, Hi{EI<
218.18.18.1

o N IIPH:RE
192.168.0.1/24

o FLI AR T EREEBIAM
5%, AL E natfh 2 51 |

o UREIEHIKHSImplel# &R
WELH PCQI& R B

YuSong 161



RO E

IP:

L

E (1)

o HHEXMERAFR, DUEIRZIN R+
o FTHFinterfacei ., B XM HZ LTH) R -R 44 FK
e etherliX & NlanNM 1, ether2¥ & NtelH{E

B Interface List

Hame Type

#i¥etherl-lan Etherne
E  4ppetherf-tal Etherne
4 etherd Etherne
4iretherd Etherne
##ethers Etherne

Interface |Fthernet EoIP Tug

b « % O T

t
t
t
t
t

B '| Interface =etherl

-lan=

General |Ethernet Status Traffie

Fame:

Type:

MT:

L= NT:

MAC Address:
ARF

YuSong
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R BIHc &

IPHEHE (2)

3t Aip address>iz HLAD B R R 1P ik

¥$192.168.0. 11 IPH b 1% B Flletherl-lan,iE & X H 17 M HEAD
J£255.255.255.0, MRouterOS /i ‘wors B# 24, fF
\PHU L 5 F < 18] B ip A0 X 4 A
¥218.18.18.8/24 1P HE ¥ & ] ether2-tel

5] Address List

= ||| T T

Address

192 1650 1/54 192 188.0.0 192 1AG 0. 255

Hetwork Broadecast Interface

etherf—lan

1. 18,18, 8/24  218.18.18.0 2151515255 etherP-tel

7 | Address <192.168.0.1/24>
pddress: (192 163.0. 1524
Hetwork: b

Broadecast: b

*

Interface; etherf—lan
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RYIACE — B

o ENip route?sInERIAM S, ¥ B gateway=218.18.18.1,
FTH W =< 8 0 B BE chek-gateway=ping

i.| Route List i | New Route
RBoutes |Hexthops BRules 1 General |jttributes
L 1  Dst. Address: 0.0.0.0/0
D=t. Address Gat Gateway: 218 18.18.1 |# -
DAC =192 183.0.0/24 eth
DAC [=218.18.18.0/24 eth - —
Checlt Gateway. ping ¥F | .
Type: |unicast ¥
Distance: il
Scope: |30
Target Scope: |10 8 | Route List @
Routing Marl: REoutes |Hexthops Rules VEF
Fref. Source: dh T 211 || F
D=t. Address Gateway Distance Routing Mark Fri+
WS FO0.0.0.0/0 218.18.18.1 reachable etherZ-tel 1
IAC 192 168.0.0/24 etherl-lan unreachable 0 192.1
IAC 213,153,158 0/24  etherfP-tel reachable 0 Fla.1
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ZEHEE — NAT (1)

o i3k Nip firewall nati £ “srcnatfd 22 "fc & X & ik 45 e,

o NATIIEEE44192.168.0.0/24F, A Huhl- 530 A M 1)
218.18.18.8;

B Firewall @

Filter Bules FAT |Manzle Service Ports Comnections Address Lists LayerT Protocols

o= T Feset Counters || 00 Reset All Counters all ¥
# | |Action Chain |Sre. Address D=t...|Fro...|Sr... |D=t... In. ... [Out. Interface Bytes |w
i 0 =lmasquerade =remat 192 188.0.0/24 ether?-tel 01
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ZHEE — NAT (2)

o B TS B B srenatffjaction=masquerade, {H
RFERCRA G, Rl 2 S AR

o N ibnat#thhbFEH R E L, FETEAE L2 4 src-
address=192.168.0.0/24 flout-interface=ether2-tel, Xt
A DL/ bnatig o [, AL ARG

F | NAT Rule =192.168.0.0/24 > F | MAT Rule =192.168.0.0/24 >

General | pdwanced FExtra Action Statistic General Adwanced Extra Action | Statisties

Chain: Aetlon:

+

Sre. Address: 192, 163. 0. 0724

(]
=]
™~
H
H
=%
m
H
H
w
n
1]
o
iy
(=2
m
=
7
-
w
i
|
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B E — MEEH]

'%EE%EH@E%EﬁM% , BEMNTAE
P2 52 M) 2] o 2% 3o 5 ) £ e

o NEFLIH R =R ] K 2 K H simple queue [ 1]
HRASREE S, XFER T SO B LA T [ e
BRIE, JEVESEIEhAS 7 Ee Ty ve

o MR XAHPCQmERN], BESLIMBISM =TT,
At & queue treeid BE SEELIHEXK im L AL
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ZHIEE - simplefiifE (1)

o SimpleBAFI—fx R 7 ZEE IPHLIEAT B M7
W, WA LS B BN R K v

o WNINJTE A DL A BEAT for A N N AT IR
kil bW

o Simpleji =4 il B .
ANBe AT SR IE AR AL AL 5
MR Z, AbFEPIEIEEZ, CPUHFEEK;
FNFR 2, s i R SR BT 56 ) L2880
IR 10002%Simple queue# N, AR LA 25 A W 2 1H)999
A
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ZEEE — simplefifE (2)

o fa]FAPAF B EC B 7E queue simple R InFRN, R 2
192.168.0.250 MLm= .

e target-addressi & EHLATIPHLNE, Max-limitfupload &
4747 55 480kbps, download & T 47 7 N960Kbps

B Queue List

Simple Buenes |Interface Quenes Quene Tree Quene Types

Q ? Bezet Counters 00 BRezet Al]l Counters
" -

g L | New Simple Queue
1 General | pdvanced Statisties Traffie Total Total Statisties
Z
3 Hame: |
4% ~
5y Target Address: 192,165 0,25 —
B X
T v| Target Upload w| Target Download
Max Limit: 480k ¥ | |9B0k ¥ bits/s
¥ Burst
*— Time
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ZHIEE — simplefiifE (3)

I AN, 3 A for {34 i A1) Vs I
.for 1 from=2 t0=254 do={/queue simple add target-
address=(*192.168.0.” . $i) max-limit=480k/960k}

for i(E AR i) from=2( )\ 245 753F) to=254(F1|25445 )
do(F AT LL T FE4)={/queue simple add(35 & %1218 Fdadd¥s fin
fir %)

target-address=(“192.168.0." . $i)(¥ X EHLIPHuIE, Fi“ %+
“192.168.0."FlI 25 &)

max-limit=480k/960k (/& X FE ML %, 77 WAS T LAT/ FAT")

[admin@MikroTik] » :for i frow=2 to=254 do queue simple edd target-address=(192.168.0.
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IR Nl

» RouterOSH] LASZIHLNS 17 % ) B AT & 47
A, e 5 A12MIF %, W LJJ%”‘““Z
M 5e i3 2-4Mbps, 181 PCQE LN it
AT BN E ]

o {§i FHip firewall manglefric AN Fdm i, E
1T Queue tree X Frid M ZE M IHAT ) &SI

P

YuSong 171



RO E — B EFE R

HABREREO
In-interface=tel 3%
Tel

Chain=Prerouting
Parent=global-in

W, 80

ég}

P

92.168.0.0/24

HEALANED

Chain=Prerouting
Parent=global-in

&P

In-interface=Lan_{%
Lan

PCQIL AU R IAIY, BV Ui
AR A LB, AR X i
MO M AT 3D

BATFHE N Mangle N T &, Bk
N2 2 i 7 1a), X g B 1
s & T perouting 58 3=

Mtel 3R N ) 52 BEAS R 288 10 1 %%
Mlan EE ) & BEAN R 25 1) B A%

P fEpreroutingBE &, FAThRiC
(& dE Al & T-global-in
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ZHIEE — Mangle (1)

o HABAIFTERCEIER, HEAip firewall mangle

« It#Echain=prerouting®E X Fric, 7 alFRid MRS HHEA
R E R NN W B PN e

. ;}gﬁm i Manglef)prerouting# & I B tel H Fllan 14§

* | Firewall @
Filter Rules HAT Manzle |Sarvice Ports Connections Address Lists  LayerT Protocols
| = ¢ % O ? 00 Beszet Counters || 0D Reset All Counters prerou ting ||#
# | |Actiom Chain Pro.. . |In. Interface |Out... Hew Facket Mark Bwtes Packets -
0 #mark packet prerou ting etherZ-tel down 12662, .. 12 063
- 1 #mark packet preroum ting etherl-lan up 0E ]
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ZHIEE — Mangle (2)

o fEwinboxH Fric FEAEHEH, BIMZEI) N4k, Frid
In-interface=ether2-tel, passthrough=no

| Mangle Rule <= il Mangle Rule ==
Gemeral | pdvanced Extra Action Statistics General Adwanced Extra hAction |Statisties
Chain: Action: *
Sre. Address: Hew Packet Mark: |down *
O=t. Address: Passthrough
Protocol: -
PEF: -
In. Interface: etherZ-tel E
Out. Interface: bt
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ZHIEE — Mangle (3)

o fEwinboxH Fric IS, BIMZE) EAL, Frid
In-interface=etherl-lan, passthrough=no

i Mangle Rule == 7| Mangle Rule ==

General |pdwanced Extra Action Statistics General Adwanced Extra Action | Statistics
Chain: |prerou ting hetion: *
Sre. Address: Hew Packet Mark: |up ¥
Dst. Addr Fas=sthrough
Protocel: b
P2F: -
In. Interface: g thery —fan * | A
-

Out. Interface:
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ZHEE — PCQ

/

Z RN FRATTH BAS
WATNE S FWL T 800
pcg-rate=4M1 B ;

T

W oN12Mbps, EHIE1206;

7 13, Bldown®i I i

i T v H total-limit=limit*120=6000;

N#EE It dst-address4r2E, AL iE T src-addressgy 2,

* | Queue Type =down=

Claz=ifier
Sre. Address
Sre. Port

v D=t Address
I=t., Fort

Rate: 40
Limit: [S0
Total Limit: |BO00

EEEEE

) .
] Queue Type <up= £
Type Hame: |up
Kind: |peg ¥
Eate: [BO0Lk
Limit: |50
Total Limit: |G000

Classifier
W Src. Address
Sre. Port

D=t. Address
D=st. Fort
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ZHIBCE — Queue tree (1)

o ZHITECE / MangleH i =Fnic AMPCQRIFRINY, H0AE Vi H
SEHTHIECE, JHiEidqueue treesLjfin &1 i .

o HHTIRABRICHIBAE AL Epreroutingff R B, FTLATE
queue treeF AT AT AT 2= fil #f @ i global-in,  [FY
fEpreroutingf & AbFE 40T A .

. — Connection Mangle Destination Global-In
= _.{ Tracking }_’ Prerouting —> NAT —> Global-Total
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ZHIECE — Queue tree (2)

7| Queue =down=

General |Statisties

Hame:

Parent: glebal-in

Packet Marks:

Limit At:

Max Limit:

Burst Limit:

Burst Threshold:

Burst Time:

down

10500k

+
4p |4

*|

* hitsfs
& hitsgfs
* hitsfs

* hitsfs

fEqueue treeM NN, BlE MTinE4%
i, H44 ~Ndown

1% PEparent=global-in, packet-mark=down
(Z Himangletzic ) FTE4E) , queu-
type=down (fEpcqiE SR

Ao E NATEIEREZ ST N12M, 2R
B B ey v RMEEL-2M A A, X AR
1.5M, FERouterOSA /N, 75 E 3K
¥For, BPZEmax-limit=10500k

YuSong 178



ZHIECE — Queue tree (3)

F ' Queue =up=

General |Statisties

Hame:
FParent:

Paclket Marlks:

Quene Txpe:

Priority:

Limit At:

Max Limit:
Burst Limit:
Burst Thresheld:

Burst Time:

global-in ¥
up ¥ 5
up ¥
g
* bits s
am & hits/s
* hitg/=
* hitsfs
¥ =

e ffqueue treeZSINFLN], FCE _EATIR B
%IJ’ EX%?'\jup

o EFparent=global-in, packet-mark=up
(Z Himangletxic ) FTE4E) , queu-
type=up (FEpcqiE SR

o WUE AR SSRGS
N EAT RN, LA B ON8M, 1E
max-limit=8M

B | Queue List @

Simple Quene=z Interface Quenesz Hueue Tree |Quens Tppes

o ||==| & 8% |Z| “F |00 Eeset Counters || 00 Reset A1l Counters

Hame Parent Faclkeat Marks |Queue Type FPrierity Limit At. .. Max Limit... Awvgz. .. |w
¢ itdown  global-in down down & 10500k 4.0 . ..
Sup global-in up up g M 0 bps
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ROIECE — BEMACHHE

o HHIATHEES B YT S By, HANMNO
MACHLIE C 4R 5E, N T ANEMNZR 248 E s, 041 H 32
&0 N M E TMACHLE ;

o FTHwinboxHInew terminali?t Ainterface ethernetH 3%
T, BSMN-EMACHE, ¥EMn T

[admin@MikroTik] » interface ethernet
[admin@MikroTik] /interface ethernet> pri
Flags: X - disakled, B - running, 5 - slawve

la

# HAME MTT MAC-ADDRESS ARP MASTEER-PORT SWITCH
0 etherl-lan 1500 00:0C:42:56:C7:E4 enabled

1 R etheri-tel 1500 00:0C:42:56:C7:E5 enabled none switchl
2 ether3-cnc 1500 00:0C:42:56:C7:E68 enabled none switchl
3 etherd 1500 00:0C:42:56:C7:E7 enabled none awitchl
4 ethers 1500 00:0C:42:56:C7:EE8 enabled none awitchl
[admin@MikroTik] /interface ethernet> set 0 mac-address=00:01:bc:l2:ad:bl
[admin@MikroTik] /interface ethernet
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ZEIEE - MACHLEEEGEE (2)

« #f Ninterface &, ik#etherl-lanffjiz0, ¥ARPJE Mk
P& Areply-only, 1Y [N ARPHIFE 1 EH &S KIMACHE,

o FERMAKATEIHNENEITMIMACH], EAEREN
reply-only, & MK E FHURTGIEIRIMAC .

B | Interface =etherl-lan= @

General |Ethernet Status Traffie
Hame: |etherl-lan
Type: |Ethernet

NTU: 1500

1= MTU: 1524
MAC Addre=s=s: |(00:0C:42:35E:5E:AS

ARE:

Master Port. |none

LNE | +

Bandwidth (Bx/Tx): [unlimited | % |F|unlimited

Switch: |0
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ZHEE - MACHLEEGEE (3)

7| Schedule <schedulel= =

Start E:: Tar/01/1970 ) f?ﬁ‘r%%?ﬁ m n%ﬁ%ﬁ%gﬂ

Start Time: |00:00:00 = %&’ IX_XJ I]EE Ij\] Elg EEH%{K ﬁ&éfﬁﬂz}:l:
Interwal: |00:00:30 : )__l;.l ’ Fﬁ: [J\Fﬁ EEHIZI E](J MAC:[:J@:[:JJ:

e — A AP, BT LI

interface=etheri-lan] do={fip arp add copyfrom=$arp} - ;‘@ﬁ-‘d:RouterOSj?ﬂffj—*i*l-‘EU/ff%
e E E R IMACH

P lFIwnerZ adnin ® iﬁ)\system scheduler (iJrﬂZ'J
o oo [E5) WA, WA,
iy ‘e F € Xinterval=30s (4F[AIE30
=niff sensitive *,/I\ EI;;(‘ //ﬁ; )
MACHZ 7€ il 4

:foreach arp in=[/ip arp find dynamic=yes && interface=etherl-lan] do={/ip arp add copy-from=$arp}
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ROIBCE — B KIE

iH it import 5 A B K 55 i 4
[admin@MikroTik] > import l0firewall.rac

Opening script file l0firewall.rsc

Script file loaded and executed successfully
[admin@MikroTik] >

- 7| Firewall @ -

Filter Bules |HAT Mangle Service Ports Connections Address Lists LayerT Protocols

g5 = ? Feset Counters || O Reset A1]1 Counters input ¥
# hetion |Chain Sre. Ad .. |Dst. Add .. [Protocol Sre. Port Dst. Port |Im. ... |Out... Bxw

0 3 drop input

s BRESht tppE iR 20

1 S drop input B [tep) an

o FENHE RO

z 8 drop input B (tep)

D E[DesTE

3 tarpit input B [tep)

s FEDesTid

4 ta .. input B (tepl

o EFEFEEEE

5 3 drop input 191.

Lo HEEFIICNPEiE

B X jump |input 1 [iemp)

<
T 1tems out of 24
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XPIECE - 25t H

i3 Asystem logging’ 2415 B H

o

i

1, AR

Switch

Mesh

Ir

Routing
System
Huenes

Files

Log

Radins

Taols

Hew Terminal
Met aROUTER
Make Supout.rif
Manual

Exit

Auto Upgrade
Certificates
Cloclk
Conzole
Driwvers
Health
History
Tdentity
Licenze

Logzing

HTF Client
Paclkages

FPassword

RO

—+=

AN

—_—n

Z3REalba

5] Logging 23
Bules |Actions
= v X T
Topies Prefix Action -
critical echa
infa memory
ErTor Mmemors .
7 | Log Rule =zinfo= @
Topies: info 7|
Frefix: 7
Action: |disk ¥
dizabled

iteq
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R E — NTPRX 28 5%} bt

o JE7Esystem NTP-clientfic &time.windows.comINTP Ak %% 25 »
SR 5 v B clock B X Ashanghai, 38 (R 2% 553 BFAR-IE 28 Gt st ]
1Eff, AESMHESE, BREWHHE:

FFP |
7| Clock @
Switch )
Time |Manual Time Zome
ek 7| NTP Client _
v| Enabled
— [ Time: |00:34:39
Mode: |umicast * e
VPLS _ : : [ Time Zone Hame: |A=zia/Shanghai |#
Primary HTFP Serwer: |time.windows. com
Routing [
. Auto Upzrade Secondary HTP Serwer: - MT Off=et: (+05:00
stem .
Y_ Certificates DST Actiwe
Huenes o
. Clock Foll Interwal: 900 =

Files Dol Active Serwer: |207.45.232. 182
Leg Dpivers Last Update From: 207.46. 232, 152
Radius

Health Lazt Update: (00:02:15 ago
Taols )

History Lazt Adjustment: -1 211 us
Hew Terminal

Tdentity
MetaROUTER . La=zt Ead Facket From:

Licensze
Make Supout.rif . Last Bad Faclet:

Logzing
Marual HTF Client Last Bad Paclret Reason:
Exit ———
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ZHEEE - mEEICs

51 Graphing ET
Quene Fules Interface Bules Resource Bules

fftools Graphing?s Iiid N, idxmHE #i= |7

Mlow Address Store o, ..

0.0.0.0/0 ves
7 '| Resource Graphing Rule
n.R Graphing Rul
Switeh .
= . AMlow Address: m
Mesh 7 | Graphing oK
v Store on Disk
IF I~ Interface Graphs Resource Graphs |Quewe Rulez ... Canel
System 2 ? EI Graphihg £3
Duenes e Quene Bules Interface Eules |Resource Bules
Files CFU b T
HIOD
Log Memory Interface Mlow Address Store o. .. -
Radius all 0.0.0.0/0 wes
Tools Pl G0zt Tereer P b
Few Terminal Bandwidth Test 7 | New Interface Graphing Rule @
Met aROUTER Email Interface: *
Make S t.rif i
e Supout.ri Flood Ping #llow Address: |0.0.0.0/0

Manual Graphing W Store on Disk
Exit IF Sean Apply

MAC Serwver

Hetwatch

1 1+am
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XU R IR I RF R

MAEEOHE
Out-interface, 1%

i T Tel l 1 .
HEAHEED \ /1&)\@ ED

In-interface, "Fiﬂ In-interface.

HEAHERED

iLAN Tln-interfach L1t °
MAFEED H

Out-interface, T,

%@;_

PC

YuSong

T 4 35 E B [ out-interface flin-
interface Xy 7 o 44 il 1) X 1]

XTI A0 2 11 FRLAS A0 R 3 (te
ficnc), in-interfaceAH %1% i
w%, P N EEE, out-
interfacell & _EA&%E

{8 P 2 T T lanAE s T % 2
MIAH 2, in-interfacef& A%,
out-interface 2 F#
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PCQ3IS M ESLH

. %%%l‘]7ﬁ“~ NMSEPRIAER, FRATTES EESLIUN T T R B A a7
o HIEM T N6M, RIEM % N12M;
. E%H T R SN 2R B HH,  FFRE B R 03 5 [a) 2

° ﬁﬂﬁﬁ%ﬁ

1. fEip firewall manglefric I N 4T84
2. HEAqueue typeiE X HHLH B

3. fEqueue tree & S T AN 45 il
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MangleZ(#E B Frid

/ip firewall mangle

add action=mark-packet chain=prerouting comment=markether2-cnc in-
interface=ether2-cnc new-packet-mark=ether2-cnc_down passthrough=no

add action=mark-packet chain=forward comment=markether2-cnc new-packet-
mark=ether2-cnc_up out-interface=ether2-cnc passthrough=no

add action=mark-packet chain=prerouting comment=markether3-tel in-
interface=ether3-tel new-packet-mark=ether3-tel_down passthrough=no

add action=mark-packet chain=forward comment=markether3-tel new-packet-
mark=ether3-tel _up out-interface=ether3-tel passthrough=no

B Firewall @
Filter Fulez HAT Mangle |Service Fortz Conmections Address Lizts LayerT Protocols

o = || | | (O |T| 00Eezet Counterz || 00 Rezet A1l Counters all ¥

#| Action Chain Sre. Addresz o |DIst. Address |Protocol In. Interface |Out. Interface |
i markether?-ene
0  #mark packet prerouting etherZ-cne
o marketherZ-cne
1 #mark packet forward etherf-cne
oo marketherd-tel
2 #mark packet prerouting ether3-tel
voo markether3-tal
3 #mark packet forward etherd-tel
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. VETS

=~
I

Mangletric E &

. W AZADSL, AT ER FATE R B bsid i 2
ADSLfichange MSSHIEIINZ J5, 75 T <> B 30035 70 /X s

TIEAT IF I ] L

# | Firewall @

Filter Fulez HAT Mangle |Service Fortz Conmectionz Address Lizts LayerT Protocols

o = | T Feset Counters || 00 Keset A1l Counters forward *
# Actlon Chain Frotoecol |Src. Port |Dst. Port | In. Inte... |Out. Interface By v
120 of change M55 forward 6 (tep) pppoe—outl 2173
131 of change M55 forward B (tep) prpoe—outl 28587,
20D  of change M3S  forward B (tep) pppoe—out? 103. 2

chanze MES
cos adsll up

forward oe—out? 2.8

22 #mark packet forward pppoe—outl 320301
oo adslZ up
23 #mark packet forward pppoe—out? 108. 6
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Queue typeix B

[ e o

7| Queue Type <ether3-tel_up=

« ||* 7EQueue typeH & X
Cancel PCQ#IN, NHAFH
= X 388 59 1) ) 25 H Y

Limit: |50 Limit: |50

5| Queue Type =ether2-cnc_down=

Type Hame: |etherZ-ecnc_dowr 0 Type Name: |S3055eidaling

Kind: |peg ¥

|

-

Eemael Kind: |peg

=
E3

Copy Copy I ‘I:‘/'—‘ =y
Total Limit: 5000 Total Limit: |S000 /fT l JI_IL‘
Remove Remowe
Clasz=ifier Clas=ifier
Sre. Address v D=t Address v Sre. Address D=t. Address
Sre. Fort D=t. Fort Sre. Fort D=t. Fort e j‘i = j(
o HE F#EmAIM, K
F " - » =
5] Queue Type =ether2-cnc_up= 22 5 Queue Type =ether-tel_down= £2 @.W; :ZM
Type Hame: |etherZ-cnec_up Type Hame: |therd-tel down
Rete: [512k Rate: |10
Limit: |50 Limit: |50
Total Limit: |S000 Total Limit: (5000
Remove Remaove
Clasz=ifier Clas=ifier
v Sre. Addreszs D=t. Address Sre. Address v D=t Address
Sre. Port D=t. Port Sre. Port DI=t. Port
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Queue tree

PAAE € e i B2 JE TR 7 v, RIS N6MAs 3, RATIESS 2 HLE &

1 5 max-limit 4800k (£14.8M), Wid 1% & 10M

/queue tree

add max-limit=4800k name=ether3_tel down packet-mark=ether3-tel _down
parent=global-in queue=ether3-tel _down

add max-limit=4M name=ether3 tel up packet-mark=ether3-tel _up
parent=global-out queue=ether3-tel _up

add max-limit=10M name=ether2-cncl_down packet-mark=ether2-
cncl down parent=global-in queue=ether2-cnc_down

add max-limit=10M name=ether2-cncl_up packet-mark=ether2-cncl up
parent=global-out queue=ether2-cnc_up

YuSong 192



“queue tree T E LS AT I 28 B 1 17 B

WinboxFft &

#

7| Queue List @
Simple Huenes Interface Ruenes Hueus Tree | Quene Types
o T Feset Counters || 00 Reset A1l Counters
Hame Farent Facket Marks fuens Type IMax Limit (bitsfs) [Awz. |*
S etherf-enel _down  global-in  etherf-cnel _down etherf-cne_down 100 ot
¢ Sether?-cncl_up global-out etherZ-cncl_up etherZ-cnc_up 100 0t
ftetherd tel down global-in  ether3-tel down ether3-tel down 45300k ot
£ ether3_tel_up global-out ether3-tel up etheri-tel up 48 ot
1
4 1tems out of 13 0 B queuned 0 packetz quened
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Queue Tree

Queue TreeseME—Be M HTBFT# F

Queue Tree’k A 14 Simple QueueZ M FAE A
FFHAT, A T

BT 1 BB EBE M\ "fip firewall mangle” 1 2 Bl bn
REAEIT

21Simple Queuekt# 5Queue TreefH [F i #E
I5f, A¥Simple Queue< L FETHAT
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E SV

B

-HIB

HTBS:E & ML 05— ST St FERE AT 5% R
B AL 5 LT L 36 2 1D

— HEAFIZ I T —AChild CFRASD #5448 Ninner(W&BBAF), Fr

A n FEAChildren (FBAFID) FrNLeaf AF] (HBAFD

HTB & W 2if5 € Parent(SC20)ik I, FH45 € — M JE BN +-BA

A .

Parent

PN

ot ~
Child \ Child
Inner 4 &5 BAF /\
Leaf Leaf
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AN

B E - XE R

S BAFIEHTB A 24 1 7 FR ) «

CIR (%1218 B # F Committed Information Rate) — (¥E

RouterOSH IS HUNlimit-at) &IAHITEGL T, Toieunf
TN BAH H 215 2 CIRT B

MIR (& K15 Ei#E ZEMaximal Information Rate) — (£
AR

RouterOSH I Z X Aymax-limit) w4 i

RAR R, AH

/ELT

15
E 3R A 1K F 0 ) T W T 5

E‘%

) iE v, 1 ZcLimit-at (CIR) #e#iw 2, 14 TRA
F AR A AR R T T, AR PLIA B B KR

max-limit (MIR).
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ZHEEE - CIREMIR

EHTBH, LA CIR 715 58 #lHs 15 2 2 (RP1E5C
PImax-limitiF k) , AEiE N4, Wit T8 A X E
PRI TRE, FRATTEE I IR RFIX LR ) .

CIRZIE 7 5 LA, B FTA ¥ 97 58 AL AN 1 3= 1 Al 3R
155 G s B
CIR(parent)> = CIR(childl) +...+ CIR(childN)

FRESERXFZARHFHEN: CIR(parent)=MIR(parent)

v

AR 2R ) B K B8 B AUV T BRE 5 T R BB K T 38
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KHIECE - Priority fLocZk

X EIRAENE, Fra S limit-at (CIR)ERA 7]
HEAAESS, LSRR 3 B4 53 77 e S R B\ 51 e 2
Hmr T 25 Child (CFBAFD) 2B max-limit. BAFI =
(I 20 2% B AL 263 B max-limit, 826 2% 11 AN

o SrmRMIEd , 1.

ER, BT/

o X TleafBAA IS0 T H Cinner (P 3EBA

1) BAEAE S, Blinner iy EAF 5
leaf (H-BASD HIHESE S AT EEHL.

YuSong
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ZHEE - HTBEH

N EIX S AR A HTB R ERAE, REER — NHTB&5 14
FRe a2 n] ge R I A A G U D gg, ATRIHTBES 4
RIS BA AL B

Queue0l HNHEEBAFIAE 24T 42 - Queue02F1Queued3

Queue02 HNEBAIIAE 24+ 2 - Queue04F1Queueds

 Queue03 A%

Queue04 A%
Queue05 IH-pA%]

Queue03, Queue04Ff1Queue054FHIEZE10Mbps, BA1BHON
10Mbps K # %
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{ Max-limit=10M \; "Queue01"

parent=Local-interface

T Limit-at=4M
( Maox-limit=10M
"Queue02"
parent=Queue01

~ Limit-at=2M " Limit-at=2M
Max-lirmit=10M

Priority=3

Limit-at=6M
Max-limit=10M
Priority=1

Priority=5

"Queue04"
parent=Queue02

"QueueD3" ‘ "QueueD5"

parent=Queue01

Masx-limit=10M |

parent=Queue02

QueueO1 limit-at=0Mbps max-limit=10Mbps
Queue02 limit-at=4Mbps max-limit=10Mbps
Queue03 limit-at=6Mbps max-limit=10Mbps priority=1
Queue04 limit-at=2Mbps max-limit=10Mbps priority=3
Queue05 limit-at=2Mbps max-limit=10Mbps priority=5

e

Queue03 75 £l|6Mbps

Queue04 75 £2Mbps

Queue05 13 %|2Mbps

HTB @ i 2 B A limit-at, SXBASI B A # BT 7 K-
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"Queue01"
parent=Local-interface

Max-limit=10M '

max-limitE4|

" Limit-at=4M

Max-limit=10M
"Queue02"
parent=Queuel1

Limit-at=2M ‘( Limit-at=2M A

Max-limit=10M Max-limit=10M
Priority=1 Priority=5

" Limit-at=2M
Max-limit=10M
Priority=3

"Queue03" "Queue04" "Queue05"
parent=Queue01 parent=Queue02 parent=Queue02

QueueO1 limit-at=0Mbps max-limit=10Mbps
Queue02 limit-at=4Mbps max-limit=10Mbps
Queue03 limit-at=2Mbps max-limit=10Mbps priority=3
Queue04 limit-at=2Mbps max-limit=10Mbps priority=1
Queue05 limit-at=2Mbps max-limit=10Mbps priority=5

45k

Queue03 752l 2Mbps

Queue04 752l 6Mbps

Queue05 1§21 2Mbps

e R T limit-atf5, HTBIFIEHIR B % 2 Eigs L /e F = I BA S .
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"Queueli”
parent=Local-interface

Max-limit=10M ]

" Limit-at=8M
Max-limit=10M )

‘ "Queuel2"

innerB\%l)limit-at

parent=Queue01

"~ Limit-at=2M
Max-limit=10M
Priority=3

Limit-at=2M
Max-limit=10M
Priority=1

Limit-at=2M
Max-limit=10M \
Priority=5

"Queue03" "Queue04" "Queue05"
parent=Queue01 parent=Queue02 parent=Queue02

QueueO1 limit-at=0Mbps max-limit=10Mbps

Queue02 limit-at=8Mbps max-limit=10Mbps

Queue03 limit-at=2Mbps max-limit=10Mbps priority=1

Queue04 limit-at=2Mbps max-limit=10Mbps priority=3

Queue05 limit-at=2Mbps max-limit=10Mbps priority=5

Z51

Queue03 15 %2Mbps

Queue04 15%6Mbps

Queue05 75 32Mbps

WA limit-at/s, HTBRDER KT REENLH TR, BEEINEFS, AT
%|Queue02fg € T Limit-at, XFh&{RE8MbpsHIiiE% Queue04Ff1Queue0s,
QueueO4F EFmHIMEL, FREAT ALBRERHIH K.
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[-_ Max-imit=10M ) ‘ "Queue01"

parent=Local-interface

" Limit-at=4M
Max-limit=10M

"Queue02"
parent=Queue01

/~ Limit-at=6M /7 Limit-at=2M \/\Lmn-at=12ru|
Max-limit=10M Max-imit=10M | Max-limit=15M
Priority=1 Priority=3 Priority=5

leaf B\ #1| FJLimit-at

"Queue03" "Queue04" "Queue0s"
parent=Queue01 parent=Queue02 parent=Queue02

Queue01 limit-at=0Mbps max-limit=10Mbps

Queue02 limit-at=4Mbps max-limit=10Mbps

Queue03 limit-at=6Mbps max-limit=10Mbps priority=1

Queue04 limit-at=2Mbps max-limit=10Mbps priority=3

Queue05 limit-at=12Mbps max-limit=15Mbps priority=5

Z5ib:

Queue03 75 £(|3Mbps

Queue04 75 £ 1Mbps

Queue05 13 F|6Mbps

RN T W RFTE FLimit-at, HTB# 518 4-AC20Mbps, Queue0346Mbps ,
Queue04 H2Mbps, Queue05X12Mbps, BIRATKED REE4FEH10Mbps,
B 1 BA B8 % FIFO 38 & 70 BORs (R ¥ LU 6:2:12, HI3:1:6.
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i R L SE B B

o PCQIEH | IARImIZER], Sk s oA, H
IR — 8 FHAER MM T EAIN R, 8% N2 A aEBui Rk
{1, IR AT AT DA B B X L S ki & AL N 2 3k A B
AT, HhEmmEA G k.

« FiXHQueue TreeJHTBA M =M, AT LHEF .

BT

YuSong 204




KBIECE - WA (1)

o MM THTIBIEH S, AT THE
Xt 2 BT IS ESm E 12  HAT ol

o fEip firewall manglen i Xk s 1 51 2% 1) %L
PEpRic

o fEqueue treeGINXT AT AR FIHTBAI T XK
SA A1) KL I
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KBIECE - WM (2)

L, importdr &SNS, BIAER AT LLEip firewall

mangle 313k Fll|gamesdown 4% % ;

1Eip firewall

7| Firewall

Filter Eules HAT Mangle |Serwice Forts Connections Address Lists Laper7 Protocols

[admin@MikroTik] » import games3zZ0.rac
Opening script file games320.rac

Script f£ile loaded and executed successfully
[admin@MikroTik] >

mangle & ;rgamesdownff &
==

L IRE A Al ? 00 Rezet Counters 00 BRezet A1]l Counters zamesdown
# | Action Chain Frotocel |Sre... |In. Interface |Out... Hew FPaclet Mark EBEytes

s KHi=

Z  #mark conmection  gamesdown B (tepl 2347

o BEHR

3 s mark conmection gamesdown B [tep) 3724

i ATRILER

4  Fmark commection gamesdown B [tep) 373...

o IEHFE

5 & mark conmection  gamesdown B [tepl 5052

ooo ﬁiﬁﬁﬁﬁ

B #mark conmection  zamesdown B [(tep) SE16
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KB E - HEXRPLGE (3D

o AR E prerouting B E LN, M EAFin-
interface=ether2-telif A\ 1) 2 #5 Bk 4% £llgamesdownFE 3L
HATACEE, & Eaction=jump, jump-target=gamesdown

P | New Mangle Rule

P | New Mangle Rule

General | pdvanced Fxtra hection Statistics General Adwanced Extra Action |Statistics

Chain
b= Addres
D=t. Address

DI=t. For

LA

L]

=) ]

= =1
-+ —+ —+ =

Any. For
P2F:
In. Interface:

Out. Interface:

| hcotion:

LAEE |

Jump Target:. gamesdown

etheri—tel

+
1 » A
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KB E - HEXRILGE (4)

o CRERE AR R USRI FLAE N AT ARG Z R, 8T
PRI, s 3) R iTdown U Z /T, SRR
prerouting# 3k B 75 L i S A 3

7| Firewall @

Filter Bules HAT Mangzle |Service Ports Connections Address Lists  LayerT Protocols

L AR A 3 | ? 00 Reset Counters || 00 Reset All Counters prerouting || ¥

# | |Action Chain Protocel |Srec... |Im. Interface |Out...|Hew Packet Marle |Bytes |w
0 f e marle packet [FEETEatITEl| ether?-tel down 15.5 MiB

1  #mark packet prerouting etherl-lan up OB

© 45 & jump prerouting etherd—tel ZB95S B

7| Firewall @

Filter Eulez HAT Mangle |Serwice Fortz Connections Address Listz LaperT Protocols

g ? Bezet Counters 00 Rezet A1l Counters prerouting | ¥
# | Action Chain Protocol |Sre. .. |In. Interface Out. .. |Jump Target |Hew Facket Marl Ewxtw

P00 & jump prerouting etherZ-tal gamesdown 4z2.0
1  #mark packet prerouting etherZ-tel down 15,6
2  # mark packet prerouting etherl-lan up
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KB E - HEXRPLGE (5)

+  fEmanglebRidsE ks, Bl K
¥+ 7EQueue tree B Bk IILA 1%
T A HT Bz il

Max-limit=10.5M Down

o BIFEAR TS down i, &
Max-limit=3V1 NN, TEAC BB T B e

Limit=2i Max-limit=10.5V 1B\l othersF llgames

Priority=1
Limit=8M

Priority=8

R ] ¢ EREMAT R T T
17, AR HE AT B W
%rﬁ,igﬁ?ﬁ%ﬁﬁﬁﬁ%

o IFHIOUE L IA R E ) B K
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KB E - HEXRPLGE (6)

« i AQueue tree, BEdown X Z\F], BUEZ BT
packet-marketf11z i Queue-type=default

B Queue =down=

General |Statisties

Hame: |
Farent: |glebal-in ¥
Packet Marks: -
Quene Type: defanlt *
Friority: |2

Limit At: * hitsfs
Max Limit: |105001k “ bits/s
Bur=st Limit: ¥ bitsfs
Burst Thresheld: ¥ bitsis

Bur=st Time: =
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KB E - WEXRPLGE (7D

7 | Queue =games=

General |Statisties

Hame:
Parent:

Facket Marks:

e default

down

4p |4

games_down_p ¥

*

1ty |1

o |2M 4 hitsfs

mit: |3M & bits/sz

Burst Limit:

Burst Threshold:

Burst Time:

* hitzfz

* hitsfs=

ST T BANA, A FRJYgames,
wWEXHMNETdown, RfI
parent=down;

TR HE AL, —H100%
) A B e 22 #8 FH AMITliE s 5, B T EL
queue-type=default, R B ATLAE Vif AK Vi
1 AN PR AT AT 77 5

X H K R EE T 3MImax-limit, £1%
RIE2MElimit-at

4 S priority=1, e
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KB E - HEXRPLGE (8)

7| Queue =others=

General |Statistics

Hame:
Farent:

Faclkat Marks:

Huene Type:

Priority:

Limit &t:

Max Limit:
Bur=st Limit:
Burst Threshold:

Burst Time:

down

down

down

g

aM

105001k

*
4p | *l

*

& hitzfz
& hitsfs
* hitsfs

* hitsfs

A INERIT RS AR, BN

others;

ZRTEAT C AL R BA S 3 BE T 2MI
limit-at, &L e AT E F)10.5M, 14|
T8.5M;

MRHEHTB I M A2 2y B8 200K T B 55 T
F I\ Ty 55 2 A0, BIFRATTN %48 HoAth 03
Flimit-at) Bt 8.5MH: 7, HIE N T % &
T e RAE e, FRATTTNEE 1500k H >k,

YE RN RIESTHRC, 45 HAhE I 73 i 8M T 3

2K priority=8, L5k &l
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KB E - HEXRPLGE (9)

o VEXRMACHIHTBECE ek )5, AT EEQueue tree1E
M., gamesAlothers )\ J& T-down A%, A THS ALK
HHE10.5M T, R 2 gamesPA S AL Se 2% T
others:

5| Queue List @
Simple Quenes Interface Quenes Huene Tree |Quene Types

+ - | ] ? 00 He=zet Counters 00 Eezet A1l Counters

Hame Parent Packet Marks |Queue Type Prierity Limit At. .. Max Limit. . .| w
i down global-in default =3 105001 &

: it games  down games_down_p default 1 bl | G |
S others  down down down g 10500k &

S up global-in up up a am
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REShERESE

X . 5 22 DA LS 55 R O X2 S 401

RXAFREIE, AT E M 2 T A BE e M
RIS F 2, AR A [ 24 it A5G F SR s

— R OL N WIE A 8 AR, BT DU E EER
W, S E GG B AR

ZJe % B A R X e A g A ) AT R A o ) A 3
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R BT

o FELF AN X2k (1 22 I AE 2 Hi
FALZR B LA G T R 2k
218.18.18.1 216.16.16.1 5, ATERE R FE

B AR l el

Nt m — e B
In-interface=tel T &

Cne l In-interface=cnc T &
218.18.18.8 \ /Zlﬁ.lﬁ.lﬁ.ﬁ . i)julx_x‘lﬁlpfé‘iﬂ:21616l66’

e — % 5:216.16.16.1

192.168.0.1
LT EALANEE o FEG LRI K
In-interface=Lan_t{%

o UREFERIG IR E R E A R
1l
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REIEE — IPHHE (1)

Einterface B /&% ether332 0, Hi4ether3-
cne

0] Interface List £2
Interface |Ethernet EoIF Tunnel IF Tunnel VLAN @ VERF Eonding
b v % d T
Hame Type 12 NTU |T=x Bax T= F... Bx P... [Tx D.|»
¥ etherl-lan Ethernet 1526 0 bp= 0 bp= 0 0 ]
E  4ppetherf-tal Ethernet 1524 S6. T kbps 3.3 kbp= g 4 ]
4 etheri-—cne Ethernet 1524 0 bps= 0 bp= 0 0 ]
eatherd = e : . )
4i#ethers 7 | Interface =ether3-cnc= @

General |Ethernet Statns Traffie
o TS
Type: |Ethernet

NTU: 1500
rFY

=2 MTU: |15%24
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REERE — IPHHE (2)

o TEJRA B ELE 2% b N M@ i 1P
« 1 ANip addressishniE ) IPHEHE216.16.16.6/24

] Address List E3
g = X (AT
Address Hetworlk Eroadeast Interface -

P92 168.0.1/84 192 188.0.0 192 165 0.255 etferi—Tan
SPE16. 16, 16.6/24  Z16.16.16.0 216, 16.16.255 etherd-enr
TPELE 18, 18, 8/24  218.18.15.0 215 18,18 255 etherf-tel

5| Address =218.18.18.8/24>

0

Address: 0E

Hetwork: |218.18.13.0 | & m
Broadecast: |218.13. 18,25 &
Interface: | etherZ-tel

Dizable

*|
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7| Route List @
Eoutes HWexthops Bules |VEF
+ T
# | |Sre. Addresz |Dst. Addres=s  |Rout. .. |In. .. Action
o _ 0 F 58.24.0.0/15 Loolup
[admin@fMikroTik] > import tellO.rac 1 F 54.30.0.0/15 loolop
Opening script file tellO.rsc P 55.116.0.0/14 lookup
i B 55.125.0.0/13 laokup
Script file loaded end executed successfully 4 F 58.192.0.0/14 1ookup
[adminBMikroTik] > 5 F o 700198, . . lookup
R = 53.200.0.0/13 laokup
T 53.208.0.0/12 laokup
a 59.32.0.0/11 loolkmp
9 59.64.0.0/12 loolkmp
1 53.107.0. 0417 laakup
11 B 59.1058.0.0/15 laokup
1z F 59.110.0.0/15 laokup

B E — WNEHE (1)

BHARNMFTESABGEEEE MBS EE, £SAREITE
T A A S Bt AR IA B, AT A SRR AU R

TG OL WIE 5 =T HAS, A DARAT 1320 33 )l 7 BN B
H, FABRGEHEE

A B RS filesHFE T, Himportis &SN, SAJG8HATAI LA
fEip route rules B 7& 2| A5 g FH R AN
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A4

RBIECE — WL H (2)

gk Nip routefE 2 W IE VBN H, IS IHE
15 B AR,

8.| Route List p
Routes |Hexthops FBules “ I New Route
General | jtiributes
1r
T=t Address Bl D=t. Addre==: [0.0.0.0/0
DAC =192, 163.0.0/24 et] Gateway: || = -
DAC [ Z216.16.16.0/24  ot]
DAC [ Z218.18.18.0/24  etl
Checlt Gateway: |ping ¥ | A
Type. |unicast ¥
Distance: b
Seopa: |30
Target Scope: |10
Bouting Marl: had
Pref. Source: bt
i

YuSong 219



(3)

EHIEE — WLk

o UNIHLAE MBS 3R, & B routing-
mark=telecom, F&[aI7Eip route rulesH {1 HL{5 1% i &

A4

i.'| Route List
RBoutes |Hexthops Bules 21 New Route
+ General |jttributes
D=t Addvess e D=st. Addre=s: [0.0.0.0/0
5 p0.0.0.0/0 211 Gatewsy: 218,18 18.1| % a
DAC 192, 163.0.0/24 «tl
DAC 216,16, 16.0/24 et] : —
DAC 216 15.15.0/24 et] Check Gateway: |ping ¥ | a
Type: |umicast *
Diztance: b
Seope: |30
Target Scope: |10
Routing Marle: [telecom ¥ |
Pref. Source: bt
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B E — NLL (1)

o FEXNEGEBIH, nREH IO AR At bR — I EiR IR R, R
Bl B 2 Ah SR ER AT 2 A

o ZHTEATIAERE 2K i HH I o< T LN il 2 18 B check-gateway=ping
22, X B MM A2 5 O, WIR M S TeiApingi# R s
PR, BIZ AN <22 N 621, RouterOSHE A AT iZ K
i

o TEZHEHIF, MEIENEGAE S, BRGNS, B S0
P, FATT A SR GO0 — 25 L AE WSS BRI BS ERU, Ry
distanceiX & N2, FLilfdistance=1FE ;~FEE 1Bk, W E N2
i%?é%@ IXFEERA B I8 M oS 2 1B S i L e 2 g, HEN
2 77 o
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B E — NEL (2)

e {Eip route G IS &1 NS, W Edistance=2, XFEAE
BT S, HahEE &

F 'l New Route

General |fttributes

7 | Route List E DI=t. Addre=ss: |0.0.0.0/0
REoutes |Hexthops BRules VEF Gateway: Z15.15.15.1| =
+|= [v][®] |2 ? all Check Gateway: ping ¥ |
D=t. Address Gateway Distance |Routing Marl |Pref. ] - —
S PF0.0.0.0/0 Z1B. 1B. 16. 1 urreachable 1 [ i cast *
AS 000000040 718.15. 18.1 reachable ... 1 telecom
43 FO0.0.0.0/0 718.15.18.1 reachable ... z Distance: |2 -
IAC 192, 168.0.0/%4 etherl-lan unreachable 1] 192, 1F _
DAC [-216.16.16.0/24 ether3-cnc unreachable 0 216. 1 Siaepa- (Bl
DAC [=213.18.15.0/24 ether®-tel reachable 0 21a. 1¢ Target Scope: |10
REouting Marlk: b
Pref. Source: hd
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REEE - NAT

o NATWE, FRATH 75 EAE R IO RN 48 0 — 2% WX 1Y)
natih bk &4 H

F | NAT Rule =192.168.0.0/24= F'| NAT Rule <192.168.0.0/24>

reneral | pdwanced Fxrtra Action Statictics General MAdvanced Extra Action |Statistics
Chain: |srcnat Aection: ¥

Sre. Address: 192.168. 0. 0/24

D=t. Address:

Frotocal: b
Sre. Port:
DI=t. Faort:
Any. Fort:

In. Interface: bl

*
»

Out. Interface: ether?-ene

[~ =

B Frewall @

Filter Rules YAT |Manzle Service Ports Conmections #ddress Lists  LayerT Protocols

o = & || (D |T| |00 Eezet Counters || 00 Reset A1l Counters all ¥
# | |Action Chain |Srec. Address Dst. .. |Fro...|Sr... |Dst... |In. ... |Out. Interface |[Bytes |w
: 0 #lmasquerade s=sremat 192, 168.0.0/24 etherZ—tel 01l

1 #|mazquerade s=srenat 192 183.0.0/24 ether3—cne 01l
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ZHIEE — WEmE (1)

o XNZHImE i N T B

- iR A

e

Sl

R X i 2R B AR id . PCQAqueue

tree R |

. JXE‘ BATE RIS IHF I 4R _Eene, DIRIX
yAN
AN

o ERXANFHGIE, HBASTHEAZIIRLI2M, W

H15M, FHLEH2005
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W MIE — Manglefrid (1)
o Heik Nip firewall manglefric WiEEdE, HU4

cnc_down

F | Mangle Rule == 7 | Mangle Rule ==

General |Advanced Extra Action Statistics General Advanced Extra hction |Statistics

Chain: Aetion:

+

Sre. Address: Hew Packet Mark: |cne_dewn

+

D=st. Address: Fazsthrough

Frotocal: b
Sre. Port:
DI=t. Faort:
Any. Fort:

FZF: b

*
»

In. Interface: ether?-ene

Out., Interface: bl
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WL IE — Mangletric (2)

o WHETEHJE, KNSR N Mlan HEdE 2 Fi

o XHERAIC L XTetherl-lan D H AW _EATHEE (T
pRid, P DAAS 7R ELAE At _EAT 3% 5]

7| Firewall @

Filter Eulez HAT Mangle |Serwice Fortz Connections Address Listz LayerT Protocols

e | = | ¥ O ? 00 Beset Counters || 00 Reszet A1l Counters prerouting || ¥
# | Action Chain Protocol Sre. .. |In. Interface Dut... |Jump Target |[Hew Packet Marl w
0 & jump prerouting atherf-tal zamesdown 2.
1  #mark packet prerouting etherZ-tal down 2.
¢ 2 #mark packet preromting ether3-cnc cne_down
3  # mark packet prerouting etherl-lan up
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MLk mtaE — PCQ

o WEMIE NTPCQHEHML T N4.EM, HTHlEsEIng 2004, FrLk
&M total-limitf& £ 810000

Type Hame: |[SogiGi0y

e do 0K

tind: [pea____¥] [ canca |
Rate: 4500k Apply
Limit: 50 | | Copy |

Total Limit: |10000

— Cla=zsifier
[] Sre. Address Dst. Address
[] 8rc. Port [ Dst. Part

5] Queue Type =down= @

Type Hame: |[down 0K | Type Hame: |up 0K |
Kind: |P”3'1—||i| Cancel | Kind: |P'3'1—||i| Cancel |

Rate: |4M Apply | Eate: |BOOL Apply |

Limit: |50 | Copy | Limit: |50 | Copy |
Total Limit: |10000 Total Limit: 10000
BMmOVeE Remove
— Cla=zsifier — Cla=zsifier
[] Sre. Address D=t. Address Sre. Address | | Dst. Address
[] Sre. Part []D=t. Part []Sre. Port [ ] D=t. Port
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MERIMTE — Queue tree

fEqueue tree 5L G i X ) 23 H A, B4 enc_down, 1E
prerouting® 3 & X E i, FrLlikFFEparent=global-in, packet-
marks=cnc_down, ¥ &PCQM]queue-type=cnc_down, i 55 Max-

limit=13.5M

ER: AXEEMS
28 EATN T S AT
i, FrAATZEX )
FELAE Bl P I AT
i 0 4%

5] Queue List £
Simple Ouenes Interface Quemes Huene Tree |Quene Types

|| = (¢ # (0| T |00 Eeset Counters || 00 Eezet A1l Counters

Hame FParent Packet Marks Queue Type |[Friority Limit At. .. |Max Limit. .. Avz. ... |*
{2t ene_down  global-in enc_down cne_down g 135001k 0 bp=
= down Zlobal-in ¢
& games  down 4{ #| Queue =cnc down=> >
S others down d c A —
Fup T eLer Statistics | 0K
Hame: | | Cancel
Parent: |glebal-in * | Apply
Packet Marlks: |cne_down ¥
| Dizable
Auene Type: |one_down * | Eemmemd
Priority: |5 | o
« Limit At * hitz/= | Eemove
5 itemz (1 selected) |0 E Max Limit: 13500k a bitsfs | Reset Counters
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WERRALSE (1)

E 1w J7 38 A AN RS 2R T e i S, AL T B B 9 3 2 2 1)
Wx, T DA AN AR R Xl X i R A AL

BT A T BB s g E i &3, B inMangle 1 bric N
gamesdown_b, it M iE 3R Bk 2lgamesdown_bEEFK ;

SN JETEqueue treefit & M E THT B &= 2 %l 5 U]

F A gamesdown_b, %R AT I AREER B EHTE A A, K
Aftazsm, ReEE 7K, BRI o B AR E F i iobric

[admin@MikroTik] » import games3Z20b.rsc
Opening script file games3Z0b.rsc

Script file loaded and executed successfully
[admin@MikroTik] >
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WERRAL S (2)

* fEprerouting®& Ik A\ W& FEREFN,  FEAESh R A U 2 6

7| New Mangle Rule 7| Mangle Rule ==

General |Adva.nced Extra Action Statisties Gepneral Adwanced Extra J’t*’-'ti':'n|5tatistics

prerouting et on: | — |

Chain:
Sre. Address:

I=t. Address:

Protocal:

Sre, Fort:
DI=t. Faort:
Any. Fort:
P2F:

In. Interface:

Out. Interface:

| Jump Target: |game5d-:-wn_b

[E3

| |~

O e | + | ~
L | -

5| Firewall

—

Filter Eules HAT Mangle |Service Fortz Commections Address Lizts LawerT Frotocels

IEIE Iz' |Dl] Rezet Counters

|l]l] Reset A1l Counters

| Find | |prer-:-uting " ¥ |

YuSong

# | |Ar_'+.i-:|n |Chain |Pr-:nt-:nc-:nl|5rc. .. |In. Interface |EIu+.. .. |.]'urnp Targzet |Hew Faclet Harll:|"l"|
0 & jump prerouting etherf-tel gamesdown 3
1 & jump prerouting etheri—cne zamesdown_b
2 4 mark packet prerouting etheri—tel down 34
3 #mark packet prerouting etheri—cne cne_down
4  #mark packet prerouting etherl-lan up
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o AR T AR AH N R

"

B Firewall

Filter Bulesz HAT

Manzle |Serwice Ports Commections Address Lists LayerT Protocols

gh = ? Feset Counters || O Rezet A1]1 Counters prerouting
#| |Action Chain Sre.. . (Dst. .. |Protocel [Sre. Port |Dst. Port|In. Interface|0u. .. |Bytes Packet=z |w
s EIShRiEE
0 & jump prerouting etherl-tel 33.3 GiB 100 ..
o BIETHEE
1  #mark packet prerouting etherl-tel 27.T GiBE TG &. ..
oo B ICHE
2  #mark packet prerouting 1 (icmp) etherZ—cne 13.8 MiE 192 635
i el TR
3  #mark packet prerouting ether?-cne 92.6 B 90 9. ..
o P{ETRETRL
‘4 #mark routing prerouting B [tepl 30, 080 3033.8... 28 4. ..
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MZEHTB

N RIHTB W [F] 2 | HY B e et s — e, A
cnc_games, packet-marks’’ygames_down_pb, Hfih5E

AT AR BC & FF

1 Queue List @

Simple Quenes Interface Quenes Hueue Tree |Quene Types

o ||=| & 8 [ T |00 Eeset Counters || D0 Reset A1l Counters

Hame FParent Packet Marks |Quene Type |Priority Limit At. .. (Max Limit. .|
% ene_down global-1in defanlt g 135001k
S one_games  ecne_down  zames_down_pb defanlt o] Z0 |
E G ene_others ene_down  cne_down cne_down g 105001 135001

5 down global-in defanlt g 10500k :
{5 zames down games_down_p default 1 ZN |

{fi others down down down =] 10500k :
fup global-in up up g an
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RouterOS PPP5Hotspot
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PPTPIZ1E

o PPTP: X SfZiE MY (PPTP: Point to Point
Tunneling Protocol)

o X EERIETMYL (PPTP) %*ﬁi’i%%ﬁ]ﬁ(ﬁﬂ
F NS N2 AR . iz, A ge
1B 1 windows 2 F i B 3 1K HH 2%, U\&—i‘ﬁ%
ﬁﬁﬁﬁfﬁiﬁ(ﬁ‘]ﬁéﬁ?é%I‘Fﬂ/\7Hé% AR
SIEANAH ISP, i Internet L EEEER] A T
X 28
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PPTP5SL2TP

PPTPAIL2TP# 5 FIPPP M N BB #4783, X5 In b &k A
%ﬁﬁ%%%éﬁlg%iwﬂéiﬁﬁo REWNEEFE L, B2 FE L

PPTPELR HIH: M4 P 4% . L2TP H HE R BRI A $2 AL ] A 205
SPEPap=:puzEcan

PPTP X Be1E 4 i sl [AL 2 B —BRIE . L2TP SCRFAT P i ol [F] 156 P 22 s
o AFFIL2TP, P T LUt AN 1 R 25 R 2 A ) FR i

L2TP A ISR LS. A R4 0K, REUTH (overhead) 5
AT, MPPTPHMICT 2 5 64777

LoTPAT LR AEBE B IAE, TIPPTPIAR SCHE B IGAT . (H 2 4L2TP

PPTP S5IPSECIL[A A, FILLHIPSECHE fFEE UL, A2
TES02)Z Pril Lk iE
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4

B FHHPPTPRIL2TPAR %%

« 3 A\ ppp/a HPPTP serverflIL2TP Server

| PPP

Interface FFFoE Serwvers Secrets Frofiles  fetiwe Conmections

o ? PPTP Server @ OY¥FH Serwer

ld_H_a.me Tvoe 12 MTU  Tx Ex T P... Bx P... TxD... Ex D .. Tx E.

2

B 7| PPTP Server @ 1 B L2TP Server

v Enablad 0K v| Enabled o
Max MTU: |1480
| Max MTU: |1480 Cameal
Max MEU: |1480 :
Max MEU: |1460 o
- pply

|=3]

R =-
SRlE

MERL NEEL: -
Mazpelldet Do | - Default Frofile: |default—encryption | #
Default Profile: |default—encryption |+ Bnthentication
fnthentication ¥ pap v chap
v| pap v| chap v| mzchapl w| mzchap?
v mzchapl v mschap?

2 1tems out of T
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ACEPPTPAR S 25

o JHITRouterOSZE K —PPPTPHRS 2%, B FRATTHIHE 28 IPHubE 2

10.200.15.50

o JE{Eip pool By dikyth, Hudilkye #[10.200.15.220-10.200.15.230H

T 7 g sk o3 il

Address List

5 = | T
Address Hetwork Eroadecast Interfac"_
qr10. 200, 15. 3024 10.200.15.0 10,200, 15. 255  ether3-lan

Fools |Used pddresses

g | = T
Hame Addrezses
SPoptp 10,200, 15, 220-10. 200. 15. 230

TIF Fanl 'i:pptp:}
Hame: E!!!

Addres=es: [10.200. 15, 220-10. 200. 15. 230

Hext Fool: none

Hext Fool b
one

b Cancel

Apply

Copy

Remowe

4

YuSong
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Je AR 55 2% 11

ACEPPTPAR S 25

BATE Je i B profilefi ], ¥ Elocal-

address=10.200.15.50, remote-address=pptp, & &AM [Kldle-
timeout y2077- %1,

Interface FPFFoE Servers Secrets [rofiles

| = O T
Hame Loeca]

* adefault

* adefault—...

Z items (1 selected)

Y
HH P2

T AL

FFP Frofile <default-encryptions

General |Protocols Limits
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S EIERRIPHITE Ee Renate Address: (172, 16.0.10 -
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add address=172.16.0.2/28 interface=lan

« HHECE

/ip route
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R 4lsLaY Ethernet 1500 30.9 Mbps 15.0 Mbps 4838 5371

IE  4s<pppee-i1> FPFeE in 1485 5185 .. 14,6 kbps 11 12

° @ﬁﬁ%i‘é_VLAN Igl% I%“)'El" , ER 43 pppoeb? E;E in 1480 10. 4 kbps 199.4 ... 23 23

@vlanls 1500 0 bps 0 bps
» . ‘F@ E vlanZl YLAW 1500 397.5 ... 12. 4 kbps 33 a7
ﬁ U\E /[\VLAN IE @G-&@pp. .. FFFeE in 1480 0 bps 0 bps 0 0
o IR ¢4<ppp... FPPFeE in 1480 339.9 ... 8.0 Lbps 24 23
—\LPPPOEE&% IR 45ppp. .. FPFoE in 1466 O bps 0 bps 1] 1]
IR 4&ppp. .. FPFoE in 1480 0 bps 364 bps 1] 1
E @vlan?l YLAW 1500 0 bps 0 bps 1] 1]
E ovlan?? YLAW 1500 5.3 Mbps 2.1 Mbps T41 T23
s Y MpIp oy N YN S 2 IR 43%ppp. .. PPPeE in 1450 0 bp= 0 bps i i
L4 %‘F yﬁﬁﬂ@iﬁ yg‘/l\ IR 4&%ppp. .. FPPoE in 1480 364 bps O bps 1 1]
N IE 4e4ppp. .. FFRE in 1480 2.9 kbps 4.1 Lbps g 4
VLAN iﬁ:& l:l ‘F/f/l:‘_: B/\J PPPOE IE 444ppp... FFFoE in 14580 0 bp= 0 bps a a
-~ = IR 45ppp. .. FPFoE in 1488 1000.3. .. 20.8 Lkbps a5 1]
E&%%ﬁ%‘%‘ IR 44%ppp... PPFeE in 1480 0 bp= 0 bps i i
IE 4&ppp. .. FFFoE in 1480 25,8 kbps 129 Lkbps | 9
) ) Ll ZEIL PEE.R in 1420 MR 3 w0 g 1T 135
Ky 1T:39:29 Memory:|380. 7 MiB CPU:33% |v Hide Passwords M E‘] by = 11 B
% b= 17 15
Interfaces B BR ES
Wireless : : : [l a9 107
Interface IFFoE Servers |Seporets Profiles  Active Connections bps o o
Bridge T — 1L EI EI
|- i d
FFP — - : ! : . = : 7 3 a a
% Servie. .. Inter... Max NTU |Max MEU |MERU |Default Frofile Authentication o ... 170 189
5 ; f ﬁservicel LaH 1488 1488 'uiefau'lt—encr'}'ptinn 1:;31:; chap m=chapl ms. .. Ak 1] I
Routing [ ﬁpppnelE vlanls 1485 1485 default—encryption pap chap mschapl ms. .. kbps BT g1
P ﬂppperD vlanzl 14585 1453 default—encryption pap chap mschapl ms. .. = 1] 1]
ﬂpppneEl vlan] 1488 1458 defanlt-encryption pap chap mschapl ms. .. bp= 5 4
Queunes ﬂpppne?? vlan?? 1488 1488 defanlt-encryption pap chap mschapl ms. .. B 16 21
Teioiie ﬁpppne?*l wvlaniy 1433 1438 default—encryption pap chap mschapl ms. ..
apppmﬁ vland 1488 1485 default—encryption pap chap mschapl ms. ..
System I ﬁpppneﬁ vlanf 1485 1485 default—encryption pap chap mschapl ms. ..
Pl ﬂpppne? vlanT 1485 14585 default—encryption pap chap mschapl ms. ..
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X T R

o 3T OSIZHEEMFE — E- A=, TIE
FAAF M, I ZEY /38 M MACHE HE 5]
%, 2. FAEE R EHE

Reiffe = RIPEIE L, EHER N IPR 45

R HWlan o & . sl —Z=E8E
o B RN - PV PN 08 42
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Ja P Th e

o 3t Abridge s ii—Nbridgez 0, 4X)57Ebridge
port=H s INAH B 1 I 2% 422 11 2] bridge H -

B Bridge

Bridge |P-:-rt5-Filter5 Broute HAT Hosts

=] 1 ] ] e

|Name i !'_i'“_
E ﬂhridgel\
Tove iBridge | Bridge FPorts !Filters l Broute l HAT l Hosts
. ' ! Fee] [im] | | |
WTU: 1500 || fEr v %] ] |7 x| N
WAL Address: | | I I 1=
I ttetherd bridge
AFP: [enabled = I fhetheS bridge
Admin. MAC Addre=s: | |v Bridge: ibridgel |E|
Apply
Friority: EBD !hex
a| Fath Cost: |10 ||\l
1 1tem out of 12 Horszori| |-
|
Edgze: |auto !l? Remove
Foint To Foint: |auto !l_i
External FIE: |&uto (=
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Bridgett#&

o IHIIHEE, ¥KEthernet 1 1¥jetherdflether5ix
B

o FRATTR] LIS N WIRR B B R O .

o ATTATLLIE L bridge hostaF 4 7422 1 4™ I 4% )
MACH:}E %1 %

Interface Ethernet EoIP Turmel IF Tunnel VLAN VERF Bonding
=)
_Hame _ 'i'j:'pe _'i'x N _Ex L TxF Ex P _Master. o ExB ; .:T
R #etherl ~ Ethermet 22 0kbps 73.2 kbps 28 Zlmome  unli... u
4 etherd Ethernet 0 bps 0 bps 1] 0 none unli... u
tiretherd Ethernet 0 bps ] 0 none unli, .. u
4 etherS Ethernet 0 bps ] 0 none url1
B 4#lan Ethernet 2021 ... 458 Lbps g0 55 none url
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STP5RSTP

» STP (Spanning Tree Protocol) & Bt i ]
SELAR S ﬁwwﬁfﬂ?ﬂ%ﬂ% i —5E
SR SE IR AL TUAY,  [FII A A B X 28 AZ BY Rl
NG P T [ 28 Mﬁ‘ﬁﬁfﬁﬂii? tﬂ 3% 9 8%
AT RIEA . He'E mﬁ?&}% ., STP#RMY
Ee Eiéc%%fﬂ%ﬂl&ﬁ&@f

o NTERSTPIMYAIIX/NEIE, fFEHa 2 VIIEEE
HEH 7802.1whnE, 1ENX802. 1D1‘T/§EI’J%F?E

FEIEEE 802.1whrE B xE S 1 PR Az w1l i
RSTP (Rapid Spanning Tree Protocol)

RSTPT)JLX ESTPHMM LR b T = 55 i 2 i ik,
FARISORE 2 G RIRb LI
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=
-

STPELRSTP

d

o fEVINbridge®z I, mHFESTPIRZ: 5 HstpaiE
rstp.

7 | Interface =bridgel=
General SIP |Status Traffic

[

dHRY

Protocel Mode: " ztp @ rstp

Cancel

Priority: (2000 hex
hpply
Max Message Age: (00:00:20 Dizshle

Forward Delay: (00:00:15
Comment

Tran=mit Hold Count: B

Copy
Ageing Time: |00:05:00

Remaowe

Torch

disabled TUNNIng
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Use ip firewall

o FTFFuse-ip-firewall, Bl Hbridgeft] = Z 1Pt JE A 2
IR AEAE ] = 2508, AT LSRR, J8/NCPUREH]
e R

A Bridge
Bridge |Ports Filters HAT Hosts

+/[=| [v/[x%] O] T Gettiney
Hame Type L2 NTU |T=x B T= P... |Bx P
B ftbridgzel Bridge 1600 86.0 kbps 132.8 ... 25

L7
7 | Bridge Settings
v illze IF Firewall 0
v Uze TP Firewall For VLAN
w| Uze IF Firewall For PFPoE

Cancel

g

Apply

4
1 item out of T (1 zelected)
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Bridze
Ma=h
FFF

Ir
Swztem
fuenes
Filaes=
Log
Radins

Tools

Hew Terminal
Make Supout.rif
Matnaal

Exit

Torch 5

BTest Serwver
Bandwidth Test
Email

Flood Fing
Graphing

IF Secan

MAC Server
Hetwatch
Packet Sniffer
Fing

Fing Speed
Telnet

Torch

Traceroute

$iEIN

[@r

-

5| Torch
Basie Filters
Interface; |etherl-lan ¥ | Src. Address: [0.0.0.0/0
Entry Timeeout: [00;00:03 = Dst. pddress: |0.0.0.0/0
Collect Frotocol. |any
v Sre. Address Frotocol
Fort: |any
v D=t Address Fort
Sre. Address  |Dst. Address |Tx Rate |Bx Rate |Tx FPa. ..
cems  Total Tw: 0... |[Tetal Ex: 0... Total Tx Faclet: O

Start
Stap

Clase

Bx Pa. ..

Total R Faclet:

1]

frlg

1
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Torch SZEF A,

- =

7| Torch (run ning)

' ' U P PR i 1)
Basic Filters o _[!]:L‘{l)—\“ XX Y ‘I_-li’
Interfaca; |atherl-lan ¥ | Sre. hddvess: 192 163.0.0/24 N
oz ED
Entry Timeeut: |00:00:03 . D=zt. fddrez=z: [0.0.0.0/0 m{iﬁﬁ hﬁ %
Collect Frotocol: |any
¥ Sreo. Address Protocal
Fort: |any
D=t. Address Port
VLA Td: [am
VLAN Id L % Z~ - <y
e = = FE LS
=
Srec. Address Tx Rate Fx Rate Tx Pa. .. |Bx Pa. .. b Hj‘ ‘l_-l? —Jltla %% }Eﬂ
192, 168. 0. 24 1460. 6 kbps T0.4 kbps 174 122
192, 1658. 0. 96 1177. 4 kbps 22,2 kbps 113 S8
192, 168.0. 75 300, & kbps 19.0 Lbps T1 449
192, 188, 0. 225 203.9 kbps 310.3 kbps 54 G4
192, 168, 0. 202 24,8 Lkbps 301.6 kbps 45 48 N
192, 163. 0. 244 15,3 Lkbp= 1936 bps 3 3 Y Efy_l E T%Lﬂg:)i' *J_L
192 168.0. 73 14. T Lkbp= 15. 2 kbp= 13 1T Llj—l_‘ )
192, 168.0.91 14.1 Lkbps 15.1 kbps 10 3 / \
192, 168.0.61 G.3 kbps 14. 4 kbps 3 5 & Hﬂ‘ ]j *ﬁ%}i
192, 168. 0. 70 E. 6 kbps 4.3 kbps 10 11
192 168. 0. 22 4.4 kbps 522 bps 1 1
192, 1683.0. 1949 3.3 kbps 2.7 kbps 2 5
192, 168. 0. 235 458 bps TT3 bps 1 2
192, 163, 0. 220 288 bps 1592 bps ] 1
192, 165, 0. 250 0 bps 122 bp= ] ]
192, 168.0.58 0 bps 3658 bps ] 1
16 1tems |[Total Tx: 3.... |Tetal Bx: TS... |Total Tx FPacket: S00 |Total Ex Facket: 405
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E | Torch (running)

Torch 5

Basic Filters
Interface; etherl-lan ¥ | Src. Address: (192, 183.0.0/24
Entry Timeout: 00;00;03 = Dst. Address: |0.0.0.0/0
Collect Protocel: |any
v Sreo. Address w| Protocol
Port: |any
v| D=t Address w| Fort
VIAH Td YLAN Id: |any
IProtocel|Sre. Address Sre. Port Dst. Address D=t. Port |Tx Rate
B [tepl 192 163.0. 96 2006 192. 1658, 128. 200 30 (http) 11BT.9
1T (udp) 192 165, 0. 225 11778 111. 178, 40. 166 11377 19T7.4
1T (udp) 192 165. 0. 24 12785 115,118, 18T. 63 ans4 15301
1T (udp) 192 165. 0. 24 12785 58, 208, 41. 33 12781 158.1
1T (udp) 192, 165. 0. 24 12785 222 212,172, 34 gz2es  115.0
1T fudp) 192.165.0. 24 12785 123, 154, 41. 87 12762 110,86
1T (udp) 192.165.0. 24 12785 219.135.58. 4 BOSTZ 109.0
1T (udp) 192, 168.0. 24 127e5 222 214, 73,191 10861 93. 8
1T (udp) 192 165.0. 24 12TeS 125 64 238 187 13519 111.8
1T (udp) 192, 165.0. 24 127TBS 222 213,174, 135 14292 108.0
1T (udp) 192 165. 0. 24 12785 218 66.45. 171 3@898 997
1T (udp) 192 165. 0. 24 12785 125, 69, 177. 172 11546 &89.8
1T (udp) 192, 165. 0. 24 12785 113,138, 251. 15 25192 86.4
1T fudp) 192.165.0. 24 12785 222.89. 182. 2 17211 T2.3
1T (udp) 192.165.0. 24 12785 118 55 170. T ZICET  BQ.Z
<
158 1tems |Total Tx: 3.7 ... Total Bx: 1135 .. Total Tx Packet: 500

kbps=
kbp=
kbps
kbps=
kbps
kbps
kbp=
kbp=
kbps=
kbp=
kbps
kbps=
kbps
kbps
kbp=

YuSong

+|

+|

Bx Rate
20.

1

e I Bl el B Boa ISR L ] Bl ol ] B

e = 0 =1 @M RD oD WD o O

kbps=
kbp=
kbps
kbp=
kbps=
kbps
kbp=
kbp=
kbps=
kbp=
kbps
kbp=
kbps=
kbps
kbp=

Total B Facket: 535

o XIEEG TENLHY
Sty 1A B o
FH B

<o AT R
AT
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Store¥y B1FAE

5| Store List ==
IF ¥ :

Stores Dishks
System M hute Upgrade

— PEr T Check Drivwe Clean Driwe Format Driwve
fueues Certificates
) Hame Total Space Free Space Status hd
Files Clock primary-master 122.9 ME 54.5 ME ready
Log Conzole ] ushl 0 kb 0 kB inwalid
Radius Drivers
r b1

Tools " Health 5 store List 5
Hew Terminal History Stores Disks

Make Supout. rif
F Tdentity KT Check Drive Clean Driwe Format Driwe

Manual Li
1eRnss Hame Total Space Free Space Status b
Exit Logzing primarymaster 122.9 NE 54.5 ME ready
ushl 0 kE 0 kB inwalid

Packages

Lemeerd 7] Disk =usb1= ==

Forts

Rebaoot

Total Zpace: |0 kB
Resonrces Checl: Driwve

Free ZSpace: |0 kB

Soheduler Status. |inwalid .
Format Driwve

Seripts

Shutdown

Stores

<
Z items [1 selected)
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Log H HF

o FAF|system logging B In—action#elE, ¥ HEAF
fiti 2198 & UKL
e #8152 : usbl/log

3

®] Logging E3
Fules HActions
g = T
Hame Tvpe -
¥ disk disk
* echo echo
filesz dislk
* mem | g
# rem| 8| Log Action =files= ==

Type: [disk ¥
File Wame: |usblflog

Lines Fer File: |1000
File Count: [100
eeeee

Stop om Full
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o

ARGt

1, AR

1] Logging

Routing

System

Quenes

Files=

Log

Radius

Taols

Hew Terminal
Make Supout.rif
Mannal

Exit

| N Era e

Auto Upgrade
Certificates
Cloclk
Conzale
Drivers
Health
History
Tdentity
Licenze

Logzing

HTF Client
Faclkages
Pazsword

Forts

HILK
« i Asystem logging¥ &2 415 B H &R FF 2 2%

Bules |fetions
v % T

b || =

Topics

critical

error
info

WArning

4 items (1

Frefix

Aection
echo

memaory
MmEemory
remote

=

YuSong

X Log Rule <info=
Topies: info
Prefix:

Aotion: (files

dizabled

*|
1)

el #lilg

1]

Canecal
hpply
Dizable

Copw

Eemowve
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NTP X 2& %} i}

e JH{Esystem NTP-clientfid & time.windows.comfJNTP /i 55 %5,
XFNAT-1500 M1 E A RouterOS i s ZEAT 28X, Bl B 4 T~ &

FPF
Switch
ek 7 | NTP Client [l
¥ vl Enabled
LB Mode: |unicast *
VELS . - : Cancel
Primary HTFP Serwer: |time.windows. com
Routing
fduto Upgrade Secondary NTF Serwer: -
System
—— Certificates
Huenes .
. Clock Foll Interwal: 900 =
Files Eoraaile hotive Server: 207.46. 232, 182
Leg Drivers Last Update From: |207T.48.232 152
Radius
Health Lazt Update: (00:02:15 ago
Tools )
History Lazt Adjustment: -1 211 us
Hew Terminal
Tdentity
MetaROUTER . La=zt Ead Facket From:
Licenze
Make Supout rif . Last Bad Facket:
Logzing
Manual HTF Client Lazt Bad Facltet EReazon:
Exit
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 fEtools Graphing

»

3

\J

UILE

Bl

X

l

Nyl IRt rs Wl

Switch .
Mesh # | Graphing
TP I Interface Graphs
System I~ ?
Cuenes Type
Files CFU
Log ﬁﬂnr}'
Radius
Tools [ BTest Server
Hew Terminal Bandwidth Test
M=t aROUTER Email
Make Supout.rif Flood Fing
Marmal Graphing
Exit IF Scan
MAC Server
Hetwatch

Resource Graphs

Ouene Eulasz

YuSong

h)
51 Graphing
Quene Fules Interface Bules Resource Bules
g = T
Mlow Address Store o, ..
0.0.0.0/0 ves

o

# | Resource Graphing Rule

Mlow Address: |TEMONIEL
v Store on Dislk

(]

-

drr] e
5] Graphing [ 22|
Quene REules Interface Eules |Resource Rules
& T
Interface Mlow Address Store o, ..
all 0.0.0.0/0 yes
7| New Interface Graphing Rule @
Interface: ¥
Mlow Address: |0.0.0.0/0
v Store on Disk
1 1+am I



mEEiEsx

o IHEFlan AR ERKISAT G, AT PGB R Y5 HED
117NN NS N SV 9 = DR =7

CPU Usage LAN

Daapamoatsyidentions (o e LalDe Last update: Mon Mov 6 13:25:41 2006

"Daily™ Graph (S Minuie Average)

"Daily™ Graph (5 Minute Average)

5.00 Mb
100 ¥
T 4.50 M0
78 % o
[
2 L 3.00 Mo
o S0 ¥ =4
& o
2 1.50 Mb
25 % @
0.00 Mo L LA
o i e & 5 10 12 14 18 18 20 22 0 2 4 g g8 10 12
o i A0 de 9 H0 U Eh 2 AR i 28U B AR B Maxl 101 Mt Average [n: 37503 Kb Current In: 385.40 Kb
Meac 0% sAverage: 11 % Current: 25 % Iax Out: 3,14 Mb Average Out: 126 Mb  Cusrent Out: 289 Mh
Lh) T 3
Weekly™ Graph (30 Minute Average) "Weekly" Graph (30 Minute Average)
100 % : : . . S
75 X E 450 M0
ey =]
b &
o S0 F 5 3.00 Mb
& 2
wr
25 i 2 1.50 Mo
o
&5 . . ; i : :
Mon Tue Wed Thu Fri Sat Sun Mon ©.00 Hh
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Bandwidth-text®s 55 M

7 oo R R T AMikroTik#g 28 A & (B2

25 ARG I X 27 B a5 B8 42/tool bandwidth-test
MR 2R AF &, TE =G MHEEE: Bandwidth
AR%52%, Mg 28 (Testing Router) FlBandwidth% /-

—a

Vi -

- ' '
Bandwidth The Router Bandwidth
Server you are Client
testing ]
v iEnabled
Jhtwan Mm”“
Mlocate UDF Forts From: (2000 : e
J#@idbandwidth-server & i AL B 47 SRR s Sessions: |1 L]
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mac-server

o PEEIFGANMEEOFMACE S, 3 (winboxflk:
BEMACE kT H)

Telnet Interfacesh finbox Interfaces) jrtive Sezszions
[#][=] v %] [T
| Interface ¥
all

o ER{EFRIZ. [tool mac-server

B EAC ¥inBox Server <all> r'>_(|

Interface: lan | * | 0K
SPIPOeYYYS
ADSL Can
all
etherl
etherd
ethers
50 S— | bl
pppoe—test
rrip-inl Copy
ppip-ing
ppip-outl Bemowe
ppip-out?
vlanl

W AT

Apply

=

.

1

= o
13

B [

51 iten (1 selected)
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traffic-monitor

o WEMRHE, Hfad
o3 | B > B Traffic Monitor List
FRIAS 2 1] A A EIEEED

[Find]

+
iHame i iInterface iTraffic |Trigger iTl'ureshu:uld!Eln Ewent HY
tmonl. ADSL, tramsn. .. shove 600000 / quene si...
/Z . tmons ADSL transm... above 530000 fquene si...
e [&4%: [tool traffic- e ,
. M Traffic Nonitor <{tmon2> B Traffic Nonitor <{tmonl?> | X |
monitor Hame: |tmonZ | Hane: |[EESI | 0K
Interface: ADSL |ii_| Interface: |ADSL (3 | Cancel |
Traffic: |transmitted [F]} Tratsic: [tranemitted [

N =] /\;I;EEI:E“Z‘S‘—AE' Trigger: |ab B o
. gger. | above | Trigger: |ab-:-ve
« XHiE— i | z |
Thresheld: 590000 Thresheld: BOOOOO
/J\ , )Ela %D ﬁﬂa PC jsmlj_lu ! ; Comment
= IS N On Ewent: On Event:
. {quene simple dizable [/quene Fquene simple enable [fqueue -
E(J Hﬂa‘l] ZIK—E%/T%J zimple find name="FCQ"] zinple find name="PCR"]
MR
Remowve

| [#]
ﬂ
&

.

=
=
m
o
(=
=
(1

dizabled dizabled
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IEITIP Scandd & Xt

N EEIETE 1P mpem—

MAC 3 hE:

#1%/tool ip-scan

IP Scan

Interface: (1

an | -

hddrezs Range:

{Address
10,200, 15. 1
10, 200. 15. 44
10, 200. 15. 55
10,200, 15. 80
10, 200. 15. 206
10,200, 15. 219

B 1tems

YuSo

MAC Address [Time (ms) |DNS {SHME [Wetbios
1

00:10:92:34:C7: 79 39

00:10:92:34:CT: AE 0

00:0C: 42:1E:B3:32 T

00:17:31:0E:21:79 z

00:04:61:5C:11:BA 55

ng

Start
Stop

Cloze

298

fIIIm

.4 E




netwatch

o ELICMPYMN, il KA
AN, A AR N B A2

ZEEALIP, T P28

SEES

o ¥ERKIE. [tool netwatch

! Hetwatch

|EIRETNR

o Interwal !Tirnec-u. .. Status !Since

| #272.712.58. .. 00:01:.00 1000 up

B Fetwatch Host <222.212 56.

Hest \lp | Down

Host: |

) te set [/

Fateway=222 212 56 100

Interwal:

Timeout: |

Status: !Ep

Since:

Sep/27/2008 10:51:30

 Sep/27/200% 10:51:30

Bl Netwatch Host {222 212 56. 162>

ip route

T
| -
|

Host | 1p D'i"*'l'l|
—

find comment=tel]

il

Bl Netwatch Host <222 212 56. 162>

omment=tel]

(=] |

dizable

disablad

YuSong



The Dude 4% &= F 28

o, B ) R 25 755 B 28 1

[ 21 WX 25 45 2R 0 A B 4% 0 0 K

BRI ART 7Y 1) o 28 V5 4% 5

B4 P 3 A O I TR 285 3 R

N SEUESVG bR, SCHEEH P EFR A 58 s
A2 5EER H E R AR

TOVFAREE PR R X 2% 40 1 BRI 0 75 22 08 SN 4% % 4%
Y HESNMP, ICMP, DNSFITCP 25 fp 3 &5 %] 358 4% 11 S 41 5
MR ) 32 B A R) Wi WS AN 18 B 7R ThRE

WA EH ] DLdE A S T R EH N

SRR FEDude iR 55 28 A1 A 1 & P i

BEizAT7ELinux Wine# & . MacOS Darwine f & fWindows | .
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)

The Dude4g Vs 35 84

® | s#iEE | © SHEEE | =R I BTSPOTIGONTROLLERS -> Www |

o pE | [@B T
. 1= &l x | @ gz | -IA | M@ - B E8 ] i oo >

Contents
"

[ Address Lists

A Admins

] Charts

] Devices

(% Files Smmpy Rx: 941 kbps

] Functions

E]‘[istnr}' Aetions 3 \2. 19 Mpr
] Links
-1 ] Logs

E%igaﬁ Rx: 1.63 Mbps

£P1TA Tx: 4.03 Mbps

it TR . :
e Rx: 1.84 Mbpipy. > 64 Mbps
=[] Fetwork Maps Tx: 7.6 MbpsT}(: 6.25 Mbps

i
Egtwnrks / \ .
FA Hatifications
F 1 b ) )
xXiangruil

m

houxiandai i
pixianl

4 T

EiEE EFEE rx 0 bp. .. RSS2 rx 539 bps / Hid, 196 bps
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The Dude | %k

o ] DL F|www.mikrotik.com T #% & 31 {1 Dude ¥ 14

Routers & Wireless

home | software | hardware| support| downloads | purchase

RouterS The Dude E New Account

iples Download

“
pa T

The Dude network monitor is a new application by MikraTik which can
dramatically improve the way you manage your network environment. It will
automatically scan all devices within speafied subnets, draw and layout a map
of your networks, momitor services of your devices and alert you in case some
service has problems.

The Dude demo system: Our RoutendS demo routers are viewable from within
the Dude, install The Dude and connect to our Demo dude system with the
Dude Secure connection to 159.148.147.209

The Dude for Windows Optional RoulerDS package
For X865 (RB200, PC)
jownload For MIPS-LE (RE100, RES00)
— For MIPS-BE (RB400)
L For PPC (RB300, RBG&00, RE1000)
The Dude for Windows Optional Router0S package
For X86 (RE200, PC)
For MIPS-LE (RB100, RES0:0)
For MIPS-BE (RB400)
Faor PPC (RB300, RE60O, RE1000)

L

L B
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The Dudei:.%

o AL, 3

simplfied, BJfaifA 3.

_‘(Al_’/fjtj‘ U\ﬁzﬁiln =1

Choose Language

Language:

english

arabic
brazilianportuguese
bulgarian
chinese-simplified
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Jul /31 :09:19 10.200.15.1  firewall, info forward:
Jul/31 16:09:19 10,200, 15,1 firvewall, info forward:
Jul/31 :09:19 10.200.15.1  firewall, info forward:
Jul/3l 16:09:13 10.200.15.1  firewall, info forward:
2iEE EFUR: rx 0 bp. .. RSS2 rx 357 bps / HilD 50
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in: ADSL out:lamn,
Tan out:
(ADSL out:
JADSL out:lan
CADSL out:lam,
JADSL out:lam,
:lan out:ADSL,
inlan out:ADST,
in: ADSL out:lan,
in: ADSL out:lam,
in: ADSL out:lam,
in:lan out:ADSL,
in:lan out:ADSL,
in: ADSL out:lam,
in:lan out:ADSL,
in: ADSL out:lam,
in:lan out:ADSL,
in: ADSL out:lan,
in:lan out:ADSL,
in: ADSL out:lam,
in: ADSL out:lan,
in: ADSL out:lam,
in: ADSL out:lam,
in:lan out:ADSL,

proto TCE (ACK, FSH), 207, 46 107.1...

prota UDE,
proto UDE,

prota UDE,
proto UDE,

proto UDE,

1T:31:0e:21:79, pro"*...; .
proto VDB, B0.160.10.26:1148->10.. ..
116.24. 218, 25 4640->10. . .
1158. 120, 142, 106:1085->. . .
proto VDB, 219.133. 62 173:8000->1. ..
sre-mac 00:17:31:0e:21:79, proto ...
sre-mac 00:0e:af: 3644 ca, proto ...
proto VDB, 219.133. 80.21:5000->10. ..
125.T1. 31, 13:14180->10. . .
125.71.31.13:13492->10. . .
sro-mac O0:0e: ;36 d4:ca, proto ...
sre-mac 00:0e: af:96: 44 ca, proto ...
125.71.31. 13: 12654->10. . .
sro-mac O0:0e: af: 96 d4:ca, proto ...
proto UDF, 222 212 63, 104:41038->. .
sre—mac 00:0e:af:36: 44 ca, proto ...

prota TCE (ACK, PSH),

proto TCE (ACE, FIN),
proto TCE (ACK, FIN),
prote TCE (ACK, FIN),
proto TCE (ACE, FIN),

207.46.107.1. ..
sre-mac 00:04:55 44 ea: 37, proto ...
219.153.7T4. 1. ..
219.153.T4.1. ..
219.153.7T4.1. ..
219.153.7T4.1. ..
sreomae 00:0d:55:4a ea: 3T, proto ...
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