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Live (amd64 failsafe)
Live (forensic mode)

Install

Install with speech synthesis

Press ENTER to boot or TAB to edit a menu entry

K 1.4 225

(2) ZFtH A2 Kali 5] 5540, 1A k222807 30, X B $ Graphical install (4]

T 228D 1T,

Select a language

B ot 1.5 B L

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

Chinese (Simplified)

ARz (A7)

Chinese (Traditional)
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Dutch
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English
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Finnish
French
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=m
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Suomi

Francais

Galego

JaGmamn

Deutsch

El ke i ]

Go Back Continue ]
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K118 FeERMAAE RS K 1.19 % & HTTP /L

(7 fEiZ A B E HTTP QLRSS . WA T 208 HTTP ACHDRIE R 2 /M k2%
M1k, By k8 1Ml KRR inB 1.20 Fras i .

EERY4OEES

ETERE apt
FfEFEL T4 H1 7

B 1.20 QB SR Ee e
(18) % FH on IEERL B B/ B Es . BB S, B aatnE 1.21 i) FLm .

1% GRUB REZWEE

(E'E?&)ﬁﬁﬁﬁ’ﬂ%fﬂ%f%ﬁniIﬁmtﬂﬁ—ﬂ’ﬂlﬁfﬁéﬁo MBRURML, EREALIZSNE GRUB BHE | SRR SR EEANIEIFIETE
MBR) L.

B ARTELRTRETNE LEURD FEN L ERERS. ERE5 SR HNFUITEETIRERITTE R, (O], SR
EEFiEE GRUB LIS TE.

#7 GRUB Fat5| FEEHALEI FIER (MBR) 14?7

O &

| REmAE

K 1.21 ¥ GRUB B35l S 23 E5 $idx% (MBR) Lig?
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(19) fEZF g~ 25 GRUB H3)5] S22 38 5] Fidsx (MBR) Fig? iXH
WePE 7 BEHE. SRJE R kel s, KR 1.22 Frosr A .

% GRUB REEZHES

%% GRUB F5| 58

FEGHE{T "updategrub”...

K 1.22 ¥ GRUB Z3EF s

(20) BEEPKakaliditT 228, 23558 GRUB 5, ¥ Sontn& 1.23 s 5.

Nz 4
2 S

ERRESRE

BEETH

@ RETREERM, FRESEATNFRANNRT. FHACSTETRENACES, F8), LU S ARREnEE
FBESR.

| meEsE B[] e

K123 #RIE RS LT

(21) WiZFHE AT LR BIHRAE R O 2R e iR TR, & Z R R st T E R 4t
1o FTRL, Hdy “9kE” $2AH, SOROREERE, JFERTREMRERS, WA 1.24 P,

ERRESE

AR TSR

IFfFiZ{T removeive packages. ..

Kl 124 giRedEitis
(22) MIZF AT DUE B IEE S R 2 2 it . Mgt e, W | sh E 38 sh Itk

THIERG. MINBSIAGUR, R s 1.25 Fros i) Ftf .
(23) FEZFHIERE XM 4. TR RGP B QIR -, B

DK AR T “30M0” SCAKE. U Mk UMb I, SRR 126 FiR I .
(24) TEZATMNE LRGP 4. XTGBT root, SRS “ BT

H, ¥ RoninBEl 1.27 Fosi At .
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Y
N \
" \
kali
\ kali

leali Hit il
=2 . oooooo|
BRE : [root
FREL v HE
R A HUH B3
K125 E3%R4% Bl 126 MARF4% 127 fANERH

JERD

(25) AN LE T root Y, ZH 2L ZHIRIE RGBT R E W
i MAEWIE, By g7 . WRMINERARGE, KERIWE 1.28 Frsis
1 o

wark #E € 115 6 HEHIM 10:17

Computer

HATNNINUR

K128 BEFRFENAHE
(26) MEFNZIAMEE, s root HP RGN T RA. MK, 5ol EZEE RS

faé

u
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HH Szt WIFT B IR T .

2.8 U #2223 Kali Linux

Y FAEVEN B AR RGN, R BACIREE, BT MER U SRS, JF H
8 Seai e ST, A (8 U B 2R s R . T TR A 28 a0 SR U % 2226 Kali Linux.
FEAEH U #2235 Kali Linux Z 81, FFEMULANES T/E. W FFR:

Q #ER—1 > 4GB LA .

O F# Kali Linux 9 ISO 1.

QO TFH ¥ ISO XS5 U RS TR, X B %A Win32 Disk Imager [ 1.

H.,
Bl E TARHEIF 5, sk nl b2 Kali Linux 3#E RS 7. W Fn:
(D BAESMEIEND]— & ENL L, 2R)5)55) Win32 Disk Imager T &, F Bk

1.29 FiroR P 541

N

%2 Win32 Disk Imager =RR=R x|
Tnags File ToAas

! D ~

Copy | [C] MDS Hach:

Progress

Version: 0.9.5 | Cancel Read Write

Waiting for a task.

Kl 1.29 Win32 Disk Imager /& ) FL I

(2) fEiZ S o B bR, 1% kali Linux £ 1SO SO, # Eom in& 1.30 Bras i A .
(3) BER, TRz R Write #7240, B Son &l 1.31 frioas gt m.

-
%2 Win32 Disk Imager = | B |-

% Confirm overwrite @

Writing to a physical device can corrupt the device.
l — (Target Device: [D:\] ™)
Are you sure you want to continue?

Tnage File Tevice

H: /ISOHEIR 374/ Kalif1. 0. 5/kali-linwe-1. 0. S-andfd. iso [D:4] »

Copy | [E] M5 Hash:

Progress

_ : - [ ves ][N ]
Version: 0.9.5 | Cancel Bead || #rite || Ewit
K1.30 fn#k 1SO it K131 BN S ABE S Hbrie &

(4) ZF IR S E R BEE S A S D B ? X H A Yes #2481, 4 2onunfEl

1.32 Fros B At
(5) MIZFHHEA] LB BIETE A B AR & 5 ANEWE . BANER)E, KBEnwE 1.33 s

{1 o
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. Win32 Disk Imager ‘-:-Eh&

Tnage File Tevice
H:/TSORE R /KL /1. 0.5/ kali-Tinnx-1.0. S-andbd. is0 [£3)[[0:4] ~ |
Copy | [ MDS Hash: £ Complete [
Progress _ ]
= o '0' Write Successful.
Version: 0.9.5 | Caneel Read Hrite Exit
10.3042MB/s
Kl 132 JHaE Ak K133 B S AN
(6) MiZFHI AT LA BIE B AR B BRI S ANSHE . i #ad OK #4240, K5k [a] 240
Kl 1.30 s By 5t . 285 Bl Exit %4, J¢H] Win32 Disk Imager T H.. S8J5, FHHEAR U

Lo

(7) BAE, BRIA BN ISO XN AR U #if S48 Kali Linux 240N E.
JAsh ARG E BIOS MERC NS — B30I, SAJE0R(F BIOS W B IFEFHIRGE, KiEn
W 1.34 AT A4

-

AL LRI

Boot menu
Live (amdb4)
Live (amdb4 failsafe)
Live (foremsic mode)
Install

Install with speech synthesis

Press ENTER to boot or TAB to edit a menu entry

K134 Z3EAm

(8) 1%t /& Kali Linux {22258 S o IX I 1) 222 7 vk, FIHT I 1 22256 77 AR R],
REAHENA.

1.2.2 7 VMware Workstation _E £ 3£ Kali Linux

VMware Workstation #& — X D) BE 5 K 1 5 1 FEFUL v RMLEALE o i3 7o v A FE B — 1)
S BRI AT A RIREAE RS, I BT DT 5 A& Wt 562858 B SRR 7 55 . VMware
Workstation ] 7E—# SEAARNL A _FAHL e BRI 46 38 5E, DL AT (8 T BRI LAs . 9 H
FUEAE GE R IENL AT DL B E RGN, 7 VMware Workstation 22358 (E R 02 —
AFEEEE . EBENAR, HAEFREZA B ENEARENL, I HRATT BRI Frik,
FH AT LLE VMware Workstation b 222 AN[F] (3AFE R 48 T K/ 23 7E VMware Workstation
223 Kali Linux #1F 2%t
(1 ) F # VMware Workstation # fF , H T #H # #t K
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https://my.vmware.com/cn/web/vmware/downloads. %3 H BT & I RA &R 10.0.4, TEF
T4 1.35 s

' — E E; ™
e' j"|m https://myvmware... 0 ~ & || & T VMware Works... ‘ | i oe ¢

~

WHEFITE R EEW IS0

7T

Vv VMware Workstation 10 for Windows

VMware Workstation 10.0.4 for Windows

v VMware Workstation 10 for Linux

VMware Workstation 10.0.4 for Linux

Kl 1.35 % VMware Workstation

(2) MzFtmn] LLE S|, VMware Workstation 1] LA 7225 7E Windows Al Linux R4 H .
ARPEFEEZRM 25 E] Windows #AE RS0, Tl T# VMware Workstation 10 for
Windows. F#5E/5, B T E A A RN AT 2256 o BRI 222 7 1k B 1
B, X AT IR .

(3) JA3) VMware Workstation, &7~ a0 1.36 s 5

’ﬂ VMware Workstation E@u‘
X REE EENV) ERNMV EERM EEH)
> - e 0 d | D=mg|O

vmware

Workstation 10

RS
I LRSS FSENEEE.

w TR

S

| [E— —
ﬂ I_\ 4_' EE VMware Workstation BISRS 5.
- 4

1.36 VMware Workstation J& 3l 7 [

(4) WZATATLLER], A8MNERT D st . KBS “OIEH L Es,
B o 1.37 Bt A .

(5) WZAMATLLER], Bon TR, 4l “HBm” fm“geEX” . R
R “HxE 7 R ZRME, HPEREFHREREIE . XEHEFMEH <A 1%
B, RERT N7 1, KRR E 1.38 B A .
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| -
TETPUEFRS
EREIEN, BERIERG- SENAREE R R
i £ A 3 2 EE 4L L1 2
TR
© SRHA(0):
B AR DINNE? e

o B(HEE)(T)
i N RS EE Workstation 10.0
FEhA =

) AR AL R (50 )(M):

I BEX(EENC) H:\ISO# @ 374 \Kali\1.0.9a\kali-inux-1.0.93-amd64.iso
vmware E"]%}T;{lﬁu Wale oo F=ny A

Workstation © HETHIBERA(S)o

BEMEHNEEE— TRIEE -

[ct—s®  [F—2m>][ ms |
cr=0) | [0 [ _BA -
K137 SErgeaplm e K138 2R HERIERS

(6) ZAMILFZRE P HIRERGN T MEF I LER], $24t 7 =F5ik.
KHEERMEH “MEZEBEERSR (S) 7 &, AEHRE “ 357 &4, BErwE 1.39
B [ ST

(7) TEZFHE R BN RG AR . X HEIES Linux BERS, RAN “HE
Linux 3.X W% 64 fi2” , SNEHTE “ N7 &4, ¥ SR 1.40 Frai Fm.
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0210

KEEPIEERS
REEH, R A R i 2

ERRERR

(©) Microsoft Windows(\W)
@ Linux(L)

) Novell NetWare(E)

© Solaris(S)

(©) VMware ESX(X)

O Eih(0)

MrR(V)

[t Linux 3.x P4 64 fiz

[<t—#0@ ] [F—$0n>] |

K139 EFFRIIRIERS

A ER L
SEEAL R 1-LEH

R ERR(V):
Kal Linux 1.0.5

gLy

?

He\ i 4 1 Bt \Kal Linux 1.0.5]

HE(R)...

T2 RE T I R PR R AR o

[ct=2® | [F=fm= |

I

]

K 1.40

il 4 KDL

(8) FEAZSHI RN — PR, B E RN 2R B WETNG, B

R 2, KRR 1.41 BRI S

(9) (EIZF T EMA AR, AR SHT EHA 2% KIBAN, U0 E IR
B, BRIEREEREAL. KEBE 0GB, AJnidr “ 7 &4, KEm

K 1.42 B34
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FREHAS =)
ErRase [k patit=a:5 e
BB SRR - AEEILIZE Eh Linux 3.X F#% 64 fize
TR A — P TRk - BT R A TSR S aRR L
o BRI T GRIARR: « AR Ak o
I 230 Kal Linux 1.0.5
[ oE: H: RN 4 B \Kali Linux 1.0.5
B (GB)(S): 800 - = B ERSCl Lnx
Fht Bt Linux 3.x M3 64 fi B8R 8 GB BERG: EHh Linux 3.x A 64 fu
) s 80 GB, {f4
O {5 IR TR TT1H0) M 384 1B
5 s bl iE B NAT
© 15 R IR A BB M)
HAEE: CD/DVD, USB {38, TEM, &
SHRAR, ARG AL BBHE, (TR AT R sl I B, HTEM, P
e
, : [ sex@Eso. |
(<t=%0 ] (F=sm>) [ = l<ese | =z [ m# |
Bl 141 fREMBAE Bl 142 CHERLFEI2ELHL

(10) ZF IR 1 AT G VLRI PRS2, B BT DAEERAE RS 1. 5 Bl
“SER HZEL KRR A 1.43 Fos S .



Kali Linux JE£k M2 ENREFE (WEBETR) ——daxueba.net JRFTHE °23 -

I Kal Linux 1.0.5 - VMware Workstation | B

ZHF REE) EZFNV) SRV ERET EEIH)

[ ) ¢ | O = =
=il [} KalLinux 1.0.5
(3] Kal Linux 1.0.5
B> FEtEn 2
Clsssunas
v igE
L f=ar 2GB
[NPS: 4
e BEER(SCSI) 80 GB

*JCD/DVD (IDE)  [FFEGFi.
e msEEm s NAT
USB 18158 =i

m

&=+ Samel
=RFTE =T
L l=ae] EnmE
v EHIERES
- fEiR W B
TR N FT s AT AT, BB HASHITEEEES\Kall Linux 1.0.5\Kal Linux 1.0.5.vmx

RN Workstation 10.0 E=HIH],

&

K 1.43 Gl ERINL

CLIDZAHE R T H a2 BRIV VELNE S . 32 T SR et AT LHE £ 223 Kali Linux1.0.5
PERSG 7. (H&, £%%% Kali Linux 877 B2 E —8ES. £ VMware Workstation 7
Fr s “AGiBERNIRE” , R 1.44 FrosiAm.

EREE E——_——1 . k0= &J
S —— - - — — —
W | %A
B A= P
- =D ﬁf@gaéﬁ&tﬁmmm#go AT M 4 MB
e 1 e
= iEEA(SCST) SYE HERAIFF(M): 2048 2] uB
*,CD/DVD (IDE) Btz
ErEms NAT cace
&3 usB 5 = e
gﬁf =Ll e
=ATENL T2E "
Sers ;izﬁ!lll 8Go * = s
- 468 (R T
ses EE MR- )
168 12176 MB
512MB a4 @ Ei&l"]ﬁ
! 256 MB 384 MB i
123 MB
B4MB O BB B R R YiATE
32MB <] 32 MB
16 MB
28MB
4MB
FA... 1E%(R)
[ e [ ms | s |

K 1.44 BRIV E

(12) fEZF AT LA E N, PSS, MEER M. B i, %8
“CD/DVD (IDE) 7 &I, K EnunfE 1.45 Frosp St .
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[ AR
e = BRI
- [ 7 2 GB ZiEH(C)
[ shiEse 4 V| BEnREE(0)
et 15 (SCST) 80 GB
) CD/DVD (IDE) EE | i
%W%iﬁaé% NAT PR (P):
&3 USB &41eE T =
&+ Bt S
=FTENH, TF1E ® M IS0 BBIr(M):
SETE Bafiall S\kaiinuL.0.5amdedisd - | HE(E).. |
| = |
[ ) | | 3R |

Kl 1.45 IEF 1SO WG Tt

(13) A WA AMNES “fH 1SO BUE 7 Jaigke, Jred “W%” 124, ik
#¥ Kali Linux1.0.5 BGOSR “Hie” &5, KRR 2K 1.43 frosp)stim. bk
B, minT PAFUG 2234 Kali Linux #:4E R4 .

(14) 7EE 1.43 s “IFE MBI dr 4, B iiam— AN E O, wE 1.46 .

»

AL ELOIRS

Boot menu
Live (amdGd4)
Live (amdGd failsafe)
Live (forensic mode)
Install

Install with speech synthesis

Press ENTER to boot or TAB to edit a menu entry

B 1.46 2235
(15) MR}, #taT PAE VMware Workstation | %23 Kali Linux HE R T -

1.2.3 %% VMware tools

VMware Tools s& VMware FEFUHLH A7 0 — PG R T H . &2 VMware J{E K3 55
PR KA ERE, DA FRE B UALS N2 IRBIAET . RAATE VMware HEHIHLH %
%I VMware Tools T H, A GeSCILFALE ML 18] ) S IL =, R AT SCRE B A )
Dhie, Rbrt I 7E LS VL2 18] 3 B3 CRH % Cul+rAlY . | A2 %% VMware
Tools HI77 V2.
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(1) £ VMware Workstation S A2 H, ARIGIESE “ ML | “ %% VMware Tools...”
i, A 1.47 PR,

EHALM) | FERT)  EBEH)

O =E 3
- TCIERNREED) 4
== Ctrl+Shift+P

CO  HEE Ctrl+Alt+Del

EREA Ctrl+G
o BREE(N) »
BERREE) Ctrl +Alt+PriScn
TRV, .
& BEM) »

£ VMware Tools...

[T 2= (Y Ctrl+D
K 1.47 %% VMware Tools

(2) H:# VMware Tools 2232 #|/mnt/cdromy/ H %« $UAT A7 2 U1K Fiow:

root@kali:~# mkdir /mnt/cdrom/ #ORIER =
root@kali:~# mount /dev/cdrom /mnt/cdrom/ HEHRKIZF

mount: block device /dev/sr0 is write-protected, mounting read-only
BRIV EREHER, F£x VMware Tools 223 F2E 38T T .
(3) VI BHALE, fRE LSRR Y VMwareTools. $UAT T2 1T AT zw:

root@Kkali:~# cd /mnt/cdrom/ #YHE R
root@kali:/mnt/cdrom# Is #EERHRERTH
X5

manifest.txt VMwareTools-9.6.1-1378637.tar.gz vmware-tools-upgrader-64

run_upgrader.sh vmware-tools-upgrader-32
root@kali:/mnt/cdrom# tar zxvf VMwareTools-9.6.1-1378637.tar.gz -C /usr #f#]E VMwareTools
REREF
AT BL Edr 2 5, VMwareTools #2578 8% fif [ 2l just H %, FHFER—1N% N
vmware-tools-distrib S 43 .
(4) P1¥3| VMwareTools 1] H%, FFa T %3E8)T. AT W NR:

root@kali:/mnt/cdrom# cd /usr/vmware-tools-distrib/ #Y1HRE R
root@Kali:/usr/vmware-tools-distrib# ./vmware-install.pl HBITRERER

PATLA B A e, oI . XN “RIE B, B BRUVERTAT . R T
RGP 2% Linux WAZCKSCHFRGTE, 72226 I AR @S, NAZHIN noo R B
TN:

Enter the path to the kernel header filtes for the 3.14-kalil-amd64 kernel?

The path " " is not a valid path to the 3.14-kalil-amd64 kernel headers.
Would you like to change it? [yes] no

TECL BT E B, BN no fa, kS sk VMware tools. GNS3TE DL E W 4% R
(B ZEBR s, K oikgk sl s,
(5) FEHRITEN. 25, BN BT CASEIUR f . ORI S

1.2.4 HERIERS

H1 T Linux /& —MFEF RS, B AR RER A BRI, M H. Linux K478
PR A RZ AL AN BT SR IXAFIE I X Linux SEAT A EBEAT 8T, AUnT LS _EALH e iR
o QR BT R GE M RRCABARIS 8L SR AT DL E T R B oA R S R IR
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AT ERE RS

f£ Kali Linux "7, FIJ7 AT ALE AT 2 i 5 R0 5 11 P A7 ok SE BT A R 48 1

T 53 ) S BRI PR TT 1% o
LEER R EBRIER S

FERUTH 2% 3R E RGERRCAS 2 1.0.5, N IRPREIE S8 P B VAR TR R 4t

FLARERAE D B0 B

(1) BE BT RGNRAR KW . HAT a2 W Frn:

root@kali:~# cat /etc/issue
Kali GNU/Linux 1.0 \n \I
root@kali:~# uname -a

HERRIERRRIRRA

HEEAZIER

Linux kali 3.7-trunk-amd64 #1 SMP Debian 3.7.2-0+kali8 x86_64 GNU/Linux
Wt E B, ATRLE RIS ET R AR RA N 1.0, W N 3.7,
() fEEER IR GER “NHAEF” | “RE LR | “BHEEHR” @4, HERrunE

1.48 FIroR 5410

(3) ZA IR S E LA P B iz T MR . Xy “ il gkar”

Y4, B R anbE 1.49 BNt AT .

EE RFEmEEE EUREAPSHIET
= greEEENRL EERE,

HFZ2FREEA , ME R UISIAF S HEiTERRENEER,

| OEGBO | EAEE)

BAER _ax]|
i 78 NEHTRA
Uiﬂ G BT EESAIER . BT SBANRI L HTHE,

|

7 802,11 WEP and WPA-PSK key cracking prog...

7 commandline package manager
_, package managment related utility programs

=

7 Delayed job execution and batch processing

_, Common CA certificates

Cd

& GnuPG archive keys of the Debian archive

(ORe=%7=08

B 78 MEH (417.7 MB) | iBii@) || REEH()

K149 U458

(4) ZFMRR T a3 78 MR FHER R, il “ 228007 104, KR

1.50 Fros B AL

(5) IZF MR T 2R R AR A, fl “4REdz ], K Eosld 1.51

I e T
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LS - | o

781 EF A
A A IR RARNR . BRI RARAR (5hEE.

—, CMDEdJaed LNU L LIDraryt Wational Languad... @

%;ﬁﬂmmu . Embedded GNU C Library: Precompiled local...
HEHLUTEME  EHMSFRER G

. High-performance word generator @,
| = 1
| ¥ | ) . )

Penetration testing and exploit developmen...

ATHBHRIMIR  ETEREUTHA 353.5KB

Framework for exploit development and vul...

/_::‘.-# library for forensics analysis on volume ancl 7
—. Transitional package to ensure multiarch co...
T BB . MySQL database client binaries
ERB(Q) f225d _, MySQL database common files, e.g. /etc/my...
G0 EA TR
EEE 78 4 BHi (417.7 MB) EH(Q) |
B 1.50 kit K151 BpE st e

(6) MIZFHI AT LAE BN AR — DR RS i, WA SIS — DA
FPRZS . oy, B0 /5 I @R bR, R OIEE FEs iR B R @R br, FoR
BAOOTE; RSN, FoR OSSR, MR ERI R 2R IE,
W R N R bR, R F @A O EARE, RoREIZRAE, TEENES
A4 U EEHERET, RERORECS AzhBkR5 5. i, R AR

(7) ZULEFrA R ERE, R 1.52 Brosi) .

FAR B RN
HAERA T AT AT R AT

| #20) |

Bl 1.52  BAFFERT SERR
(8) MZF AT VRS, RS2 mi . W, B “#fie” %4, KA
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BB A R T .
(9) IXHHME IR ER M REMRRA LN, ¥ ER0FRIER:
root@kali:~# cat /etclissue HERIRIERGHIARA
Kali GNU/Linux 1.0.9 \n \I
root@kali:~# uname -a HEEAZIER

Linux kali 3.7-trunk-amd64 #1 SMP Debian 3.7.2-0+kali8 x86_64 GNU/Linux

Mt RS, AT B 40T RGN EBRIERA LT 208 1.0.9, WZIRN3.7. X
R U] BRI SR T ] TR R G RIRA, (HR ORI A AZ ISR R BE - B P BT
ARG, B KIA WA W KA UE TR — M ACRE S R4, W& 1.53
Jios .

GNU GRUB wersion 1.99-27+dehjuz

KALI LINUX

K 1.53 EFRZ ARG A

MAZ ST AT AR BT G HRAE RGN LS 3.14. F P AE RIS W AZ 5 ShHRAE R4,
BAE RGHIRCAAR 1.0.9, RRMHIIWNEAR. WkEeim 3.14 WZEaRME RS, Rl
JRER AGHRAMAZAEE . BRg R U PrR:

root@kali:~# cat /etc/issue

Kali GNU/Linux 1.0.9 \n \I

root@kali:~# uname -a

Linux kali 3.14-kalil-amd64 #1 SMP Debian 3.14.5-1kalil (2014-06-07) x86_64 GNU/Linux

MU ER R E R, ATUEINZARGMMRARZ 1.0.9, NN 3.14.

2. M AT E IR T R BRME R G

7E Kali Linux #4754 update F dist-upgrade, & A1743 5 6 8k A4 AL 3E 47 58 5 8K
T o XA dir & 1 DX A0S B :

Q update: HUFIEMFSIRAE B WFERRA. HOBIC RS

Q dist-upgrade: 2ICERLE M, SURIHRWKBOCR, FHRERIERSS.

(25 1-1] A update fir & BEFT AT F1FR . AT 640 F s

root@kali:~# apt-get update

AT UL B & fa, K R pos s S

F%EX: 1 http://security.kali.org kali/updates Release.gpg [836 B]

F%EL: 2 http://http.kali.org kali Release.gpg [836 B]

$%HY: 3 http://security.kali.org kali/updates Release [11.0 kB]
$%HY: 4 http://http.kali.org kali Release [21.1 kB]
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$%HY: 5 http://security.kali.org kali/updates/main amd64 Packages [219 kB]
$%HY: 6 http://http.kali.org kali/main Sources [7,545 kB]

Z®& http://security.kali.org kali/updates/contrib Translation-znh_CN
Z®& http://security.kali.org kali/updates/contrib Translation-zh

2B http://security.kali.org kali/updates/contrib Translation-en

ZB% http://security.kali.org kali/updates/main Translation-zh_CN
ZB% http://security.kali.org kali/updates/main Translation-zh

ZB% http://security.kali.org kali/updates/main Translation-en

2B http://security.kali.org kali/updates/non-free Translation-zh_CN
R http://http.kali.org kali/contrib Sources

F%EL: 8 http://http.kali.org kali/main amd64 Packages [8,450 kB]
$RHEY: 9 http://http.kali.org kali/non-free amd64 Packages [128 kB]
R hitp:/http.kali.org kali/contrib amd64 Packages

T# 16.5MB, FEEF 4 4> 53 #) (56.2 kB/s)

IETERERHEI%R... 5l

AE ey 045 2. A2 BEOBT Kali Linux RS RAER I — At R . A BL Efa 5 2,
A DURBERE L AT O ROR T A A, AR, 2 A fih = %EF'HLW Hrp, SRINERRAE
Wt HAEAE T3 Bg RS Jo R Bl R E R R 2, Bl AR 2 PR BRI BZ M

[s) 1-2) 8 dist-upgrade #ir -4 45 EI’JTME%}E&%%?)& AT i 4 10 R

root@kali:~# apt-get dist-upgrade

IEFEIEERHEFIER... ST

IET%#E%#@H’JW%%%&T

EFEFEERSER... TR

EENFARH#ITIHE... TR

THERHESH [HE] -
beef-xss-bundle

T3 (3] RGa8KRE
hashid libhttp-parser2.1 python3 python3-minimal python3.2 python3.2-minimal
ruby-ansi ruby-atomic ruby-buftok ruby-dataobjects ruby-dataobjects-mysq|l
ruby-dataobjects-postgres ruby-dataobjects-sqglite3 ruby-dm-core
ruby-dm-do-adapter ruby-dm-migrations ruby-dm-sqlite-adapter
ruby-em-websocket ruby-equalizer ruby-execjs ruby-faraday ruby-http
ruby-http-parser.rb ruby-librex ruby-libv8 ruby-memoizable
ruby-msfrpc-client ruby-multipart-post ruby-naught ruby-parseconfig ruby-ref
ruby-rubyzip ruby-simple-oauth ruby-therubyracer ruby-thread-safe
ruby-twitter ruby-uglifier

THER ISR :
apt apt-utils automater beef-xss chkrootkit dbus dbus-x11 dnsrecon dpkg
dpkg-dev exploitdb ghost-phisher gnupg gpgv iceweasel iodine kali-linux
kali-linux-full kali-linux-sdr kali-menu libapache2-mod-php5 libapt-instl1.5
libapt-pkg4.12 libavcodec53 libavdevice53 libavformat53 libavutil51
libdbus-1-3 libdpkg-perl libgnutls-openss|27 libgnutls26 libmozjs24d
libpostproc52 libssl-dev libssl-doc libssl1.0.0 libswscale2
linux-image-3.14-kalil-amd64 linux-libc-dev metasploit metasploit-framework
mitmproxy openssl php5 php5-cli php5-common php5-mysql python-Ixmi
python-scapy recon-ng responder ruby-eventmachine ruby-json ruby-msgpack
ruby-rack-protection ruby-sinatra ruby-tilt spidermonkey-bin sslsplit w3af
w3af-console wpasupplicant xulrunner-24.0 yersinia

FRT 64 NREE, MRET 37 MREE, ZHE 1 MEE, H 0 MGEREAR.

FETH 406 MB B

BEHAERFS=H 13.1 MB B=(E.

ISR BREHITI? [Y/N)]
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PATUA L& J5, S THRRBA ARSI fenf 20N TRETHH. 3. HE
o XHEBAY, RETHRBMT. MTHETRNRIEARE, Prolzid fEm ZARKE 6 .

(3) PAERAOAER)E, RISEERiE RS o, FFE, BRI RSN RIA
PIAS A% AT LU A R 5t

1.3 Kali Linux W EZAE &

4 Kali Linux #/F RG LR 5EJA, R AT MER 1. (B2, EEHEREPTaa%
B BB EE FE B AN PSR, BTBL, AEF A Kali Linux Z f, @ GEEAT — 28084
BoE, Wi EHIR, P SOMANE. T ARGE. XFE, Ko R A SR .
AATREA4H Kali Linux [ — S HEARCE o

1.3.1 BENRHIR

AR — AN R P 2238, DR 43 1 R B R A AR A e BT o "B AT D R 2% il 5%
an GREER BN H S B P REEA A, W RE R AR BRI AT IR A
KN, F P AT DUE G B R, SRS AT %38 . T I 43E Kali Linux G & AT
TSI

£ Kali Linux #4E 5474, BN R A Kali B 77— security Y5 . A H e AR,
P AR EE TN T I AN B AR — AN SR —— b R RO R 1R

Kali Linux #/E 22 8t B\ A IR AR A7 75 /ete/apt/sources. list/ SCAF A o 7212 3044 A4 A BA
—F Ij\] //’?E::

root@Kkali:~# vi /etc/apt/sources.list

deb http://mirrors.ustc.edu.cn/kali kali main non—free contrib

deb—src http://mirrors. ustc. edu. cn/kali kali main non—free contrib

deb http://mirrors. ustc. edu. cn/kali-security kali/updates main

contrib non—free

WMTELL EIEJS, PRAF sources.list SCAFFFIR o FEIZ SO, A8 IN B AR IR AR A AN [F]
MV R 321 Hodr, deb 51172 DEB A H 3; deb-sre 182D B, R H A
TR P E IR, W PAAEE deb-src. [AN deb-src il deb J& il B, 7ERCE
BAFIEIS T AR E deb-sre. (HAZ 277 % deb-sre K&, deb & AA00455E .

BB L ARG, RE ARG A AT DA . R EsR, PaTae e
R s

root@kali:~# apt-get update

BUH e A SR G, 2= H AR AR XA, H BRI AR RS W AR I 1.
YRS TR T B AN, 2 3 I IR T 8 2 A R R A

R U BT, BERFDIUEEER B B0, HEre R

1.3.2 RERIHNE

fE£ Kali Linux #/E R G0, BONRA A T CMANE. EIRZHELT, ATaEw 2



Kali Linux JE£k M2 ENREFE (WEBETR) ——daxueba.net JRFTHE * 3]

AN N TR A ER, T I 2E1E Kali Linux W22 2388 MRS SO N

[ 1-3] e/ Mg i ANTE . AT 20 NATR:

root@kali:~# apt-get install fcitx-table-wbpy ttf-wqy-microhei ttf-wqy-zenhei

PAT LA B S e, ed B i A HIEAT R R A1, XA 38 m ) 1o 23Rk
ifa, WEBINZMANEATTUEH . Bal/MMefEmAE. PATmL W FiR:

root@Kkali:~# fcitx

PATUL LA E, S KRENGE . XEE AR A8 feitx BINE R — LB hn2H4F
e B BRI B B) feitx J5, AT REfE A HIL— 475 415 B 15 W B M 58 B XMODIFIERS 7,
X AZF N XMODIFIERS A E W EANIEMATSEN. XN EAFEEHRE — T
XMODIFIERS MA@t il L T . &5 B2 —ANEE, HP AN e E A SN
BIREANIEREH . N THPAZZESEEEMEm, XEN T % E XMODIFIERS 15
AR . HaE A T R

export XMODIFIERS="@im=YOUR_XIM_NAME"

EEHH YOUR_XIM_NAME /2 XIM R F7E RGN (144 5. B FHFE? 8 B 2R
Pz AR XIM k%585 Bk, BERSEHREBET 75T XIMER, — M
R FAE R 20t R Be A — > XIM fr N2

feitx BREVEM ) XIM %A feitx, {HINE feitx 3 XMODIFIERS CL& ¥ B i, feitx
SHIRFRERFMEER B TE. MREEREL, (THU N FERE. BEELT
JEMCL B~/ bashre X, FEAZSCHFFREMMUL TN . W Fs:

export XMODIFIERS="@im=fcitx"

export XIM=fcitx
export XIM_PROGRAM=fcitx

IR ORAF UL BN S, BEHER AR P, feitx BN Hahigtr. REEEs),
DI 7E i AT a0 T fi 4

root@Kkali:~# fcitx

N R NTE DB AT I, WS E R R A A — N A AN TE BRI SCHRRDOE |
PHE WP TLEDEE WML, XU AN EBRIAE A Cerl+Shift S D)4t .

RS AL B b, AR BB, KR & 1.54 PR
FHH

Bz H RS “HeE” a4, KB 1.55 FoR . EiZAmnd “ R E”
WA, KRRl 1.56 Bt ST

FeitxAL B I - | O |
R\ 2= BECE | [
B8 - UE
Wt

K 1.54 feitx FLTH K 1.55 Feitx it &
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Feitxfc B = ' o ' '
BNE 2 BERE | Mast
[wemie | 7o | i | SR

PIEIE AR ISR CTRL_SPACE ]
HSMORIT I TR RS | ZECarl v
SR TPNES % 2
T HIREH A% 7 =
R AR % C4
LIPNFRAEL Ctrl+Shift v
WA R
e (A)
K156 SRACE

MAZ TR DR SIS AR GERE O BEE, AR B O IR R RFEREREAT 0 E . WA TS,
oy N 1%

1.3.3 ERHHFER USB ZF

WEET, FPSTERYNL R EE L% USB 4%, W1 USB BL&M . UM%, Wi
FERNLIZAT IEH B, 1XE USB WA G RS Bt gl (B2, Wi ERNLISE
MRS HATIE T, X EdE A USB W& CIEROEMLR . Fril, A AR EEIE 2
N USB TLZM -REAHRA . NI 28 i 76 UL {6 USB 4% .

X A 4H7E Windows 7 H, VMware Workstation FEfUHLH USB & IR k. %
% VMware Workstation f&, 7E Windows 7 RGHHSH O JLAMHRIRSS . B o] LATE
Windows 7 RS EFLA A A . BATTEI T PIR:

(1) £ Windows 7 F R G F M EALEINR, SN A Ik sE “El” s, i
THINEl 1.57 Bros (5t .

(& wEne= SIE1=)
SEHR  BfEA) =BV EESH)
=@ =3
& HENEEE =R T3
4 [t ZrIR i} =518 HENEEE -
> @ E%ﬁ-xﬂf?ﬁ o s
- ] =EEs 2 R
] A
. 9 pEeTA
& aeeEs
4 5 g
= maEE
. B BETNEES

] M r

K157 HEAEH

(2) TEAZFH AL MR AR R RE “ MRS TN HFRT” | “ARSS” JET, KT AR SS EEE
FL, i 1.58 Fise
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(& wEne= = | O bS]
HE B BBV BEH)

e 2EHo = BE > w0 »

& SHE ST () o BE B
< [t I8 ' - . . .
i e VMware Authorization Service ~ % mE opE  Smxm - | 8BS -
» O FEituEE =
o . UPnP Device Host L .. F: E=
CEBHESR | o) e : :
== _User Profile Service ig.. BEEm Em VMware .. &
BB == EEHERES Givnvs ; 5
. B AIBEREEE = Virtual Disk — . R F51 == )
. @, EE *3VMware Authorization Service
£ BerEs E -] o o % VMware DHCP Service DHC...
JEEE Authlorlzatloﬂ ar?d aulhant\callc?n - WMware NAT Service Net...
= mEeE silrwcle ffzm hs‘larlmg il szEzsan ~.VMware USB Arbitration Service Arbit...
virtual machines.
4 7 BRENGAEE . VMware Workstation Server Rem... =k
G BE . Volume Shadow Copy =i F:
B WML . WebClient EE.. F&
“: Windows Audio BE. b= B3
Z:Windows Audio Endpoint Build.. &8 .. BEE31 Ea |_E‘
. Windows Backup PR F: N
. Windows Biometric Service Win... Fa
~.Windows CardSpace =2 Fa
i Windows Color Sustem Wes... == =
4| m | 3
< m 3 \B‘E/{ﬁ,‘%/
Kl 1.58 g

(3) FEZFHH AL T, BEFUNI RS R 2N TE RS . HPh AL VMware
Tk BIRSS s # TN GRS . Wz E T CUE S, B R RS -
Lﬂ/\ﬂﬁ%/wﬂﬂﬂﬂ% INIES HBREE . bl 4, USB 448 B A FE T ]
Mz ST A FPRAS S, 0] DUR BN 2 1 )5 30 ﬁDSﬁﬁﬁF‘ﬁ@”EEE"J USB %%
EWR AR, NiZs& VMware USB Arbitration Service IR 455 JH 8. X Ik E & FR 51
EFRZRSS, ARG AR S — AN SR, Wl 159 PR

(4) fEizRrth g “[sh” %4, 2RSSR B3, 285, R EE] L
Fhif, BRI AP RERE T EERE ) USB WA . WIS EINLAT LUR ] USB B 1)1k, 8 & 0L T4
AN USB B a, K2t — X AE . ﬁu@ 1.60 7 o

ET(Z] Al LRIA S SRR R A, "> T EAR AR E Y U TR R R AN :
PR i Ralink 802.11 n WLAN
HEU)
wREM)
EFHERIE)
FREESM 4
= &R B R NF— G-
| FERTIERS)
BER)
EEEI(H)
B 1.59 Jashikss Bl 1.60 EHEMREIR S

(5) MEFAMHAT LIRS, UET RGN —AHON Ralink 802.11 n WLAN ] USB %
%o H P ALOEIERE BN | “RIRE SR BT, iR A EEB RN SRR,
FEREAUNLSE A R GE S “RBAWL” | “ IR E” B0, W45 2401 R h i A
AR, WE 1.61 Fix.
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S | EEED  EEHE)
O mEE) v

1%y EERmEED) v CD/DVD (IDE) 3
=EU) Culsshifiep | v | FIESEES N i (y 1.05

13

13

Lo i Ctrl+Alt+Del(E) ML i~
TGN FIR) ke |V FE |

G HEN) N Ralink 802.11 n WLAN » ig%(ﬁﬁ_:f'—*ﬁ EiN:0==5 (0] L
EREE (O Ctrl + Ale+PrtScn EHED.-

v | ERSEFERS)

& BEM) 3
=% VMware Tools(T)...

[ = () Ctrl+D

K| 1.61 %4 USB %%

(5) fEZF P #ah b4t , w UG 2 A ) USB 34 %4 FK “Ralink 802.11 n
WLAN” . \iZAHE A LERNZIELM K, Bafegs5 ENELER. irbl, R EiEZ &
TR BN, TR CERWTT S FHRER(C))” LD, KRRk 1.62 B IS

Kali 1.0.5 -

Fi- USB iE B E TR T R - i
EEERELNEME R HTREMEE, A
SRR IR ZE B REE -

FHITHHS(S)

[ we ||

K 1.62  $EoRXTIEHE

(6) ZFHHE— MR, XS “HiE” %48, 1% USB Wk B sl 3 i
WHERAE RGirh . XK USB B& 2 — M ILM-~. Fril, P arUEH] ifconfig i
L BEFEIZBARPIEROIRS . PAT AT W T Pros:

root@kali:~ # ifconfig
ethO Link encap:Ethernet HWaddr 00:0c:29:13:5e:8e
inet addr:192.168.1.105 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe13:5e8e/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:96 errors:0 dropped:0 overruns:0 frame:0
TX packets:32 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:9688 (9.4 KiB) TX bytes:3044 (2.9 KiB)
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:14 errors:0 dropped:0 overruns:0 frame:0
TX packets:14 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:820 (820.0 B) TX bytes:820 (820.0 B)
wlanl Link encap:Ethernet HWaddr 00:c1:41:26:0e:f9
inet6 addr: fe80::2c1:41ff:fe26:ef9/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:5 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:528 (528.0 B)

Mo ) E S, TG R — DN wlanl BI#EEH . SHTERIERGH, A —F
Mo £ Linux RGtH, BRINHIIE A FON eth0. BTEL, wlanl GiZ3% A FRAZ [ E H)D
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HOR AT R T R BE b, BOA wlanl #OIE, ATRERRAMIIRERA
JB8lh. P LMEH ifconfig -a i 2B, BRIV EIHEANRITLLM <. ti, HPFHEFI)
JRBENZTCLL M o AT A2 U1 R R

root@kali:~ # ifconfig wlanl up

PATU LA %5, SRS B . AT DU A ifconfig 54 A%, LUHIE %
TR YR BN





